Clear redundant roles

Description

A high level profile can contain or grant application permissions. On the other side, application
permissions can contain or grant low level permissions. All of them are referred generally as roles.

Some users could have been granted both high level profiles and application permissions or low
level permissions.

In that case, low level roles can be removed from Soffid database, as they are inherited through
role inheritance rules.

This tool identifies any low level roles granted to users at the same time that its owner high level
role, and removes them.

Screen overview

https://www.youtube.com/embed/HgmP473piWg?rel=0



https://www.youtube.com/embed/HgmP473piWg?rel=0

= soffid =5 OB
dentity made simple_

Ady d
vance Main Menu > Tools > Clear redundant roles

My OTP devices
Introduction Filter roles Preview results Finish
B Resources >

2/~ Tools v

Customize the filter to apply to the low level entitlements to clean up
Clear redundant roles

Disable inactive users x Name v x  Description v X System v X Information system v/ Add criteria e
Disable inactive accounts
== Configuration N Name ~ Description System Domain type BPM enabled ~ Category
~ Monitoring and S Auditor Auditor soffid No N
reporting
CEO CEO soffid No
CTO CcTO soffid No
‘Commercial team Commercial team soffid No
Manager Profile manager soffid APPLICATIONS Yes
Other resources Other resources soffid Yes
SOFFID_ADMIN SOFFID Administrator soffid No
SOFFID_APP_OWNER Application supervisor soffid APPLICATIONS No
SOFFID_GROUP_MANAGER Soffid Group Manager soffid GROUPS No
SOFFID_MANAGER Soffid manager soffid No
Displayed rows: 13
ADV

Related objects

e Users : users have effective roles from roles, grups or rules

e Roles : roles granted to a user

Actions

Introduction

A brief description of this process.

Next Allows you to browse to the Filter roles step.

Filter roles

Allows you to filter a subset of roles to apply the process.
Undo Allows you to return to the previous step without applying
any changes.

Next Once you search for the proper Roles, you can click the
Next button to browse to the Preview result step.
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Preview result

Displays a list with the subset filtered of roles.

Undo

Next

Finish

The changes has been executed.
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Allows you to return to the previous step without applying
any changes.

Allows you to run the Clear redundant roles process to the
subset of roles & accounts there are in the list.



