2026-07-20 New feature:
configure maximum openid
logins

The new feature

A new feature has been introduced in the Soffid Identity Provider that limits the number of
requests a user can make to an OpenlID Connect service provider. The new attribute is
name "Max login per user and minute".

A new issue "issue-login-limit" has also been created to manage this new configuration.

Bear in mind

Please note the following points:

e The limit only applies to OpenlD service providers using "User’s password", "User’s
password + Client credentials" or "Client credentials" authentication.

e The limit applies globally to all service providers using these authentication types.

e The limit is for a user, each user can reach or not the limit.

e For each request, the system checks whether the limit has been exceeded in the last
minute; if the total number of requests exceeds the configured number, an error is
returned.

e The system re-evaluates whether the limit has been reached with each request.

e For example, if the limit is 30 request, and 31 requests are made in 1 second, the 31st
request would return an error; and for the next 59 seconds - as 31 requests plus any new
ones would still be counted within the last minute - errors would continue to be
returned. If, on average, one request were made every 2 seconds, the limit would never
be triggered.

About the platform:



o All the previous requisites are for a non Soffid Cloud solution.
e In the Soffid Cloud the number of request is configured for a Soffid administrator, the field
is not visible for the tenant

For more information you can check the OpenldProfile page, or the Defining profiles page

About the issue:

e The issue must be enabled and configured to suit your requirements.

‘ For more information you can check the Issue policies page

How to configure it?

The following components must be installed:

e Console 4.0.67 (or higher)
e Addon federation 4.0.37 (or higher)

Let's look at an example

Step 1: configure the limit

Let’s go to our Soffid identity provider.
Go to Main Menu > Configuration > Web SSO > Identity providers.
Select your Soffid IDP.

And go the Profiles group and select the OpenldProfile.


https://bookstack.soffid.com/books/federation/page/openidprofile
https://bookstack.soffid.com/books/federation-guide/page/defining-profiles#bkmrk-%C2%A0-1
https://bookstack.soffid.com/books/soffid-4-reference-guide/page/issue-policies

Main Menu > Configuration > Web S5O > Identity providers Loutofs < >

3 TestIDP

TestIDP

Expand all Collapse all 08

> Identification : > Service configuration :
> Network : > SAML Security :
> Session management : > Authentication :
> Advanced authentication : > Progressive user profile :
¥ Profiles : > Look and feel :

Name ~ =  Enabled =

CasPrefile Mo

Esso Yes

OpenidProfile Yes

RadiusPrefite MNe

SARA A seriButeQueryPrafle Me

SANEZAttribtteGueryProfite MNe

SARMICCPPrafile MNe

SAMLZSSOProfile Yes

Shared-signalsbevents MNe

Facaes-Profile MNe

We-tederatton MNe

# Undo Apply changes

To activate the attribute "Max login per user and minute" add a number, por example 30, 60,
etc.
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To validate this functionality, we need to authenticate as a service provider.

First, let’s check that the service provider has configured the authentication types that the limit
validates.

Main Menu > Configuration > Web SS0O > Service Providers

= simple-oidc-tester-2

simple-ocidc-tester-2

2 Identification :

» OpenlD authorization flow :

Implicit >
Authaorization code >
User's password : @ ves

User's password + Client credentials : ()

Client credentials ‘) Yes

Clientid : a4765n

ran

Client secret

User identity for client-credentials authentication * :

A test tesName testSurname Q
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https://bookstack.soffid.com/uploads/images/gallery/2026-08/bIZrM1taJTpvaxzm-image.png

We’'re going to test it using a testing tool; we can see that it responds correctly when the limit is
not reached.

Response Headers °  Timeline  » {1 JSON +~ 2000K 364ms 3.57KB

2 "access_token": "eyJraWQiOiJpZHAuc29mZmlkNC5sb2NhbCIsINRS5cCIBIkpXVCISImF
SZyIGILITMIUZING.eyJzdWIi01JhZG1pbiIsInWzZXI0YWLLWXBWZXIFYXNLI jolQURNSULIL
CIpc3Mi0iJedHRwezovL21keC5zb2ZmaWQ@LmxvyY2FsOJEGNDMILCItZWIlc19vZiT6Wy ITTOZ
GSURFfVKFVTFRFVVNFUKBzb2ZmaWgiLCITTOZGSURFQURNSUSAC2IMZmLkITOsImNsaWudFIpZ
CIGImQBMzMBZyIsInNpZCI6ImSYTGdVd2pp0GItTkFRUXRETZIWZO5ncVhoNmd TOXBKIiwiYXV
kIjoiZD0zMzRnIiwiZnVsbFuYW1lIjoiU29mZmlkIEFkbWLuaXNOcmFOb3TIiLCIhenAl0iIkN
DMzNGCiLCIzY29wZSI6ImOwWZWSpZCIsImVLAcCIGMTc4NDY2NzIwNywiaWFOI joxNzgONjOQINGA
3LCIqdGki0iJ3RIBYZnNQTkx@d1BsV3IFCTmMIHSERIUzZZ1VEdwYUxQa21pb0xZV0O JCWESHRXpBa
3IMV1FoQnVwWGxpMzlrOGlsTiwiZWlhaWwi0iJzdml2ZXNAC29mZmlkLmNvbSIsInByaWlhcnl
Hem91cCIGIMFkbWluZ3 IvdXAifQ. AmBIBTyelvl_1bYBA3MYzpIXwt49f41A9dViTXgAFIVPIA
hfDludirFO-hfwy@t_00oUY1jALaANAIWMoIXGALNWY6QtIOSrol1S8oqS5nIAPEVgHPIhTBUK?
v_MCTAfcKUoTt3jSk_UT_Lz2wRAIVtVNSj506IFcSHZUvA0jydeSUyLHICMZaCKISeTalUPBL
MO LpmMM7XUbX1i6mYWc@j0kVeUIfars7qESmIHUfoHCROFFpYSTkE-_T9BWIDFG4ATUd8VgKaR-
InFhW7Am3II_j2_swlFDrimyeikiJzHxHjB8pS36yySce53D9uTYTiiqEUQlcghfx3N-ueHo3VZu
dXEScRVMIfriNglaTliumLOCup8EdCkd2nZYi8)T_2NiZPgNYMzQStNSSwCqjbiB_LFi@fFkDE
bVWhL5DxcLTi3FCO9dTRVE_7H3sex5STEsXZrROpwZ jobc-K1ulIq2XF3z6bw-0hgPELLCU3ZBMXOD
oTcedODjOONQB7FTNfvXeG",

3 "refresh_token": "eyJraWQi0iJpZHAuc29mZmlKkNC5sb2NhbCISINRScCIGIkpXVCISIm
FSZyI6GILITMIU2InG.eyIzdWIioiJhZG1lpbiIsInVzZXIOYWLLVXBWZXIJYXNLIjoiQURNSULL
LCIpc3Mi0iJodHRwczovL2lkecC5zb2ZmaWQ@LmxvyY2FsOJEONDMILCItZWITcl9vZiT6WyITTO
ZGSURTVKFVTFRFVVNFUKBZb2ZmaWQiLCITTOZGSURTQURNSUSAC29mZmLKI1Os ImNsaWyudFIp
ZCIGIMQOMzMBZYISIMF1ZCI6IMQOMzMOZyIsImZ1bGx fomFLZSIGIINVZmZpZCBBZG1pbmlzdH
JhdG9yIiwic2NveGUioiIveGVuaWQiLlClleHAIOJE30DO2NjcyMDesImLhdCIGMT CANDYRNTYw
NywianRpIjoiT3pyekRHOms4Ymdx LWNYYmS3NFYwaWwlZU9QcDBSSERrY LNIRTFCMXITUXBCVm
SvNS1tNVo4STBLO2pfTkegzbCIsImVEYWLsIjoic3ZpdmVzOHNVZMZpZCS5jb2@1LCIwemLtY XI5
R3JvdXAi0iIhZG1pbmdyb3vwIng.av3EGVhLBQqODEVeVIFeSUr6ihTRlcul6ANTXLTI-fNNrU
8bgahhCrsPcgSzksoNdi3cTgljziEiBZcYQigejj6VeyqrMjdkgROKOVPSZ w95 JHBYAYLGX S
dIbWETFLKjA4YUIWIFEP2IUINTHYRKIIMMLD33L5fLty2Ndsz40aG9kky9v@LURRYMDCyS11E9
ZWByyVZITIWwE0x_n3v9Z42yIJuFGAkbeDXEvo93gLwF5fQKX1G7qkGuSIMkSgt00hgn27YCEVT
S7eRZRIVTzYWYEQ3yVvK_kFflpgd PhUUSOVHITLENWRZL2yglBb7KWPQTRSt4IRI2eGEPUSXKEF
CHuox JEZGIgML7 focMvolDKrZgkms6T fwlmkKhDwBYzc_dHtr311F0oVdDcEjoS2US5_e_lzdip
gKZABLal11cXg8fU994uiPR31S1if_Nno6CFNbf3rol_uAQZfLVISvpnBYWE_¥Ymi09sDiz6sWcGl
SWWHPESeXetvdz7nSJhnxI",

4 "id token": "evIrawQiOiJpZHAuc29mZmlkNCSsb2NhbCISINRScCIGIkpXVCISIMFSZVI

Q, Search (% Cookles © Dev Tools v3.1.4

But when it reaches its limit, it returns a HTTP code 400 with the message "Login limit reached

5

Response Headers | ¥ {1 JSON - 400 Bad Request 22ms 1158

"error_description”: "com.soffid.iam.exception.InternalErrorException: Lo
gin limit reached",
3 "error": "server_error"

400 Bad Request
{

"error_description": "com.soffid.iam.exception.InternalErrorException: Login limit reached",


https://bookstack.soffid.com/uploads/images/gallery/2026-07/LrLi5nA4Ffm03Seh-image.png
https://bookstack.soffid.com/uploads/images/gallery/2026-07/blL2sqlsGIlxfzSn-image.png

"error": "server_error"

}

Step 2: configure the issue

First, we need to open the new issue.
Main Menu > Configuration > Security settings > Issue policies.

Select the user-login-limit.

Main Menu > Configuration > Security settings > Issue policies

Quick Basic Advanced ¥ Download CSV File
% Issuetype | Contains "user-login-limit" ~ X Description v Add criteria g

Issue type ~ =  Description =  Action =  Assignedrole =
user-login-limit Ignore SOFFID_ADMIN@soffid

To activate the issue, we will need to assign an action type (Record or Manage).

Main Menu > Configuration > Security settings > Issue policies

& userlogin-imit & Download CSV File
Expand all Collapse all 08

V Issue type
Issue type Description
user-login-limit Description

This issue is created when a user tries to do too many
logins in a minute.
Action Assigned role *

Manage v & SOFFID_ADMIN@soffid: SOFFID Administrate Q
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Now create one or more actions using the "Add new" button; in our case, a personalised email
will be sent.

Action

Issue status *

New e
Action *
Send custom email ~

Description *

User login limit

Email address *

B2 test@soffid.com

Subject *

Soffid issue ${number}

Body *

%{description}

Close
On leaving, we can see that the issue has been Managed.
Main Menu > Configuration > Security settings > Issue policies
Quick Basic Advanced 1 Download CSV File
X lssuetype | Contains "user-login" v % Description v Add criteria e
Issue type ~ =  Description =  Action =  Assignedrole =
user-login-limit Manage SOFFID_ADMIN@soffid

If we push the limit, a new issue will now also be created in Soffid.

Main Menu > Monitoring and reporting > Issues (or Main Menu > Self-Service portal > My issues)

Main Menu > Monitering and reporting > Issues

Quick Basic Advanced © Download CSV File
X |ssue type ¥ X Description ¥ Add criteria g = View
Issue number  Issue type ~ =  Description =  Status =  Createdon =  Times =

New

1 user-login-limit User admin reached limit of logins per minute New 21/07/2026 14:46 3
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And here is an example of the email that was sent

Soffid issue 1 Recibidos x

o console.soffid4.local@soffid.com
. para mi =

User admin reached limit of logins per minute
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