2026-07-08 New feature:
geolocation service available
by default

The new feature

From now on, the geolocation service and the use of Al service will be enabled by

default if the AM or IRC modules have been activated. Consequently, the Network

Intelligence page has been removed

Bear in mind

Please note the following points:

e This feature is only enabled if the licence includes the AM or IRC module.
e The geolocation service requires that the service be available on a public internet
machine.

e The Al service is available on the Soffid chat-bot page and in all script-type attributes

that may appear on any page in the Console.

How to configure it?

The following components must be installed:

e Console 4.0.64 (or higher)
e Syncserver 4.0.39 (or higher)
e Addon federation 4.0.36 (or higher)

Let's look at an example
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First of all, the Network Intelligence screen no longer exists.

SOffi d | MNetwork intelligence

dentity made simple_

We have the necessary modules in our Soffid system.

soffid

dentity made simple_

Advanced
m & Self-Service portal >
= Resources >
u 2= Tools >
== Configuration >
~~ Monitoring and reporting >

First, let’s ask the Soffid chat-bot.

Main Menu > Self-Service portal > Soffid chat-bot

How to add authorizations?
Of course. Here is a guide on how to add authorizations in Soffid, formatted in HTML.

Adding Authorizations in Soffid

In Soffid, authorizations are managed through a powerful Role-Based Access Control (RBAC) model. You don't typically assign individual permissions (Rnown as Entitlements) directly to

users. Instead, you grant users Roles, and these roles contain the entitlements.

Understanding Soffid's Authorization Model
Before adding authorizations, it's crucial to understand two core concepts:

« Roles: A Role is a collection of permissions that represents a specific business function or job responsibility (e.g., "Accountant”, "Help Desk Technician”, "Sales Manager").
« Entitlements: An Entitlement is a specific permission within a target system. Examples include membership in an Active Directory group, a profile in an SAP system, or access (o a
specific shared folder.

The standard workflow is: You add entitlements to a role, and then you grant that role to a user.

Method 1: Manually Granting a Role to a User
This is the most direct way to grant a specific set of permissions to an individual user. This is done by an administrator in the Soffid Console.

1. Navigate to the Users Console:
In the Soffid main menu, go to: Identity & Access Governance > Users.
2. Find the User:
Use the search and filter functions to find the user to whom vou want to arant access. Click on their name to open their profile.

How to add authorizations?

Process
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And also create a new script on the Custom scripts page.

List the Soffid mail domains

Name List the Soffid mail domains

Al assistant

List the Soffid mail domains

Main Menu > Configuration > Custom scripts

< List the Soffid mail domains

Name *: List the Soffid mail domains

Description :

Type : On demand

Script
1 /** List the Soffid mail domains
**/
var maillistsService = servicelocator.getService("com.soffid.iam.iga.service.MaillistsService");
var mailDomains = maillistsService.getDomainMails();

if (mailDomains.isEmpty()) {
log.info("No mail domains found.");
} else {
10 for (var i = 0; 1 < mailDomains.size(); i++) {

2
3
4
5
6 log.info("Soffid Mail Domains:");
7
8
9

A\-ra-ilable con le.xt v;;riables:-
principal: Current user security context
servicelLocator: Soffid service locator
log: Logging interface

14 outof39 < >

Y Al assistant |28

Programming reference links:
Service model

Full java classes documentation

m [> Execute now


https://bookstack.soffid.com/books/soffid-4-reference-guide/page/custom-scripts-addon-admin
https://bookstack.soffid.com/uploads/images/gallery/2026-07/3oFrwj8sblTFG0VZ-image.png
https://bookstack.soffid.com/uploads/images/gallery/2026-07/e5U29IAojsSdVFdh-image.png

Regarding geolocation, if Soffid is installed in a public location, you can check new accesses via
the Access logs page.

Main Menu > Monitoring and reporting > Access logs

Quick

X Startdate | Since "11/07/202612:00" v

Basic

Advanced

Type = Protocol
logon HTTP
logon HTTP
logon HTTP
logon HTTP
logon HTTP
logon HTTP
logon HTTP
logon HTTP
logon OPENID
logon HTTP
logon oid-token
logon OPENID
logon HTTP
Revision #5

Created 10 July 2026 15:54:34 by Sion Vives

Start Date v =

17/07/2026 1...

17/07/20261...

17/07/2026 1...

17/07/2026 1.

17/07/2026 1.

17/07/2026 1.

17/07/20261...

15/07/20261...

14/07/2026 1.

14/07/2026 ..

14/07/2026 ...

14/07/2026 ...

14/07/2026 ...

X End date ¥

End Date =

17/07/20261...
17/07/20261...
17/07/20261...
17/07/20261...
17/07/20261...
17/07/2026 1...
17/07/20261...
14/07/2026 1..

14/07/2026 1.

14/07/2026 1.

X

User name v

Session =

1142923

1142922

1142917

1142916

1142919

1142915

1142918

1140505

OPENID-sim...

1134807

oid-token-si...

OPENID-sim...

1134752

Updated 17 July 2026 15:56:12 by Sion Vives

X Server name v

Server

17219.01

17219.01

17219.0.1

172.19.0.1

17219.01

17219.01

1721901

17219.01

simple-oidc-t...

17219.0.1

simple-oidc-t...

simple-oidc-t...

17219.01

Go to Access logs page (in Monitoring and reporting folder).
Use the magnifying glass button to search.

Sort the list by Start Date in descending order.
Click the View button
Add the Country Code attribute.
The country should then appear in the most recent accesses.

Add criteria a

=  Client =  IPAddress =
DndIC6-189c..  17219.01
17219.01 17219.01
DndIC6-189c..  17219.01

@ Download CSV File

Information <

Auth method...
Auth method...
Auth method...
Auth method...
Auth method...
Auth method...
Auth method...
Auth method...
Logoff witho..
Auth method...
Auth method...
Auth method...

Auth method...

= View

Contry code =

»

ES

ES

ES

ES

ES

ES

ES

ES

ES

ES

ES

ES

ES

-

Displayed rows: 70
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