2026-06-13 New feature:
device posture

The new feature

The new "Device posture" feature allows Soffid administrators to decide whether some
service providers must comply specific operating system requirements.

Bear in mind

Please note the following points:

e The "Check device posture" option must be enabled on the service providers in
order for it to be evaluated.

e The "Script to check posture" for evaluating the operating system rules must be
added to the identity provider.

e If you need a specific rule for different service providers, you will need to create a
virtual identity provider, add the specific rules there, and select the service providers
that must comply with them.

In scripts, you can use ESSO Scripting Language, for instance the SystemInfo object

How to configure it?

The following components must be installed:

e Addon federation 4.0.37 (or higher)
e ESSO 3.5.50-enterprise (or higher)

Let's look at an example

As a prerequisite, you must have a Soffid identity provider set up.


https://bookstack.soffid.com/books/esso/page/esso-scripting-language
https://bookstack.soffid.com/books/esso/page/3-systeminfo-object

Main Menu > Configuration > WebSSO > Identity providers Joutof7 < >

= TestIDP
TestlDP
Expand all Collapse all 08
 Identification : ¥ Service configuration :

IdP type *: Soffid 1dP v Metadata : <EntityDescriptor entitylD="TestIDP" -
xmins="urr i 2SAML:2.0; .
xmins:ds="htto://www.w3.0ra/2000/09/xmldsia#" hd

Identifier TestlDP 4

Metadata : Binary data G

Name : TestIDP

Organization : Soffid

Contact : contact@soffid.com

In the Authentication section, you need to fill in the "Script to check posture" field.

Main Menu > Configuration > WebSSO > Identity providers Jouwof7 < N
= TestlDP
TestIDP

Expand all Collapse all 08

> Identification : > Service configuration :
> Network: > SAML Security :
> Session management : V' Authentication :

Default authentication methods

Adaptive authentication

ICerberos Domain

Kerberos Domain = Principal name = Description

Script to check posture : debug("** ==, 4
var result - null;
v = Svsteminfo.os:

We’'re going to use the following script as an example.

deb ug ( Tkskokskskokkkskokokk 1 ),

var result = null;
v = Systeminfo.os;
d = SystemInfo.domainName;
debug("In "+v+" / "+d);
if (v =="Windows")
result = true;
else

throw "You can only start a session from Windows";

return result;

You now heed to enable the "Check device posture" field in the service providers.


https://bookstack.soffid.com/uploads/images/gallery/2026-08/CMWpYs3aIMuNWds2-image.png
https://bookstack.soffid.com/uploads/images/gallery/2026-08/Tnt920tq6m55LZ60-image.png

Main Menu > Configuration > WebSSO » Service Providers Foutof9 < >

&= Soffid

https://console soffid4 local:B443/soffid-iam-console

Expand all Collapse all 08

™ Identification : V' Service configuration :

Type *: SAML d Metadata <md:EntityDescriptor ~ /7
xmins: “urn:oasis:names:tc: SAML:2 O:metadata” ’
entitvID-"httos:// consolesoffid4.local:8443/soffid-iam- -

Identifier * : https://console.soffid4.local:8443/soffid-iam-console &

NamelD format v

Name : Soffid

“ Login rules:

Allow impersonations :

UID Script /

%
Level of assurance : Undefined ~
Ask for consent : » No
Check device posture : @ e

We can now log in to this service provider, which in this case is the Soffid console.

MO

Please, identify yourself to proceed

User

Password

Recover password
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Identity made simple_

Please, identify yourself.

User name:

Password:

admin

Change user name

A service provider named https://console.soffid4.local:8443/soffid-
iam-console needs to authenticate you.

And now, following authentication, the device posture will be evaluated.
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Checking device status ....

You browser may ask you permissions.

kips//idp.soffidd.local: 1443/ posture?idp =TestIDP

JOWNLOAD DIBA VPN ff DIBA PROD

idp.soffidd.local:1443 dice

https://idp soffidd.local: 1443 /posture?idp=TestIDP is trying to verify
your device status.
Do you allow it?

|
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If the validation is successful, you will be redirected to the service provider.

PAM
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soffid (e

identity made simple_

Main Menu
Advanced
2 Self-Service ponal >
& Resources N = Selfsenice portal 5 Resources
- R Manage identites, their properties and relationships
> My tasks
== Configuration > - Users
> My issues
~ Monitoring and reporting > > Croups
- My requests
< Accounts
View all
View all
—
== Configuration A7 Monitoring and reporting

System status and behavior dashboards
- Configuration wizard

X 3 Sync server monitoring
- Global Settings

- Scheduled tasks
 Integration engine

> Scheduled jobs
View all
View all

2 Tools

Data clean-up processes to increase your security

> Clear redundant roles
—> Disable inactive users
> Disable inactive accounts

- Role mining

2

SA v

If the validation fails, the error specified in the validation script will be displayed.
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Checking device status ...

Sorry, your device does not meet security requirements:

You only can start a session from Windows
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