2026-05-31 New feature:
new authorization for the
SCIM webservice

The new feature

From now on, all users used to access the SCIM webservice will require the new "
webservice:user" authorisation.

Bear in mind

Please note the following points:

e Users with the SOFFID_ADMIN role already have this authorisation inherited by
inheritance.

e After updating Soffid, you will need to grant this authorisation to users who are not
administrators and who are already using the SCIM web service.

How to configure it?

The following components must be installed:

e Console 4.0.58 (or higher)

Let's look at an example

For this example, we will be using the Bruno application; for further information, please see this

page Testing Tool.


https://bookstack.soffid.com/books/scim/page/testing-tool
https://bookstack.soffid.com/books/scim/page/testing-tool

First, let’s check that the "Test" user we were using in the SCIM web service no longer has access,

see the "401 Un
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On the Roles page, we are going to create a new role, "SOFFID_SCIM", and then assign the new

authorisation to

Main Menu > Resources >

@ SOFFID_SCIM

SOFFID_SCIM

Role details  Granted roles

v Basic:

Name *:

Description *:
System *:

Category :
Information system * :
Domain type :

BPM enabled :

Preview changes

it.

Roles

Grantee roles Grantee groups Users Role assignment rules

> Audit:

SOFFID_SCIM

SOFFID_SCIM

4 soffid: Soffid system Q

Category

® SOFFID: SOFFID Identity Manager Q

No domain v

» No

Expandall  Collapseall 08

5 Undo Apply changes

On the Authorisations page, we assign the new authorisation "webservice:user" to it.
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Main Menu > Configuration > Security settings > Authorizations

¥ Download CSV File & Import

Scope A =  Name = Description =  Roles =
Search . Search .. Search .. scim

Soffid webservice:user Use console web services SOFFID_SCIM@soffid

Users user:query View users SOFFID_SCIM@soffid; SOFFID_USER@...

The final step is to grant the SOFFID_SCIM role to the user.

Main Menu > Resources > Users

2 tesName testSurname

test

Basics Groups Accounts Roles Effective Roles Shared accounts Sessions User processes Issues Tokens OTP devices Backups

W Delete Role 2l Import # Download CSV File = View

Role A =  System = Account = Information system ¥  Start date =  Domain value = Holder group
SOFFID_USER soffid test SOFFID 18/06/2026

Now, when we query the web service, it returns results.
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Response  » {} JSON - 200 OK 219ms 12.5KB

1 1

2 "schemas": [

3 "urn:ietf:params:scim:api:messages:2.0:ListRespo
nse"

4 In

5 "totalResults": 1@,

3] "startIndex": 1,

7 "Resources": [

8 {

9 "lastName": "demo",

10 "fullName": "test demo",

11 "active": true,

12 "userName": "test_demo",

13 "mailAlias": "",

& "createdOn": "2026-05-11 10:47:16",

15 "firstName": "test",

16 "modifiedOn": "2026-05-11 10:47:16",

17 "createdBy": "admin”,

18 "multiSession™: true,

19 "meta": {

20 "location": "https://console.soffid4.local:8
443 /soffid/webservice/scim2/v1/User/933544",

21 "links": {

22 "roleAccounts": "https://console.soffid4.1
ocal:8443/soffid/webservice/scim2/v1/RoleAccount?fil
ter=userCode+eqg+'test_demo'+and+enabled+eg+true",

23 "groupUsers": "https://console.soffidé.loc
al:8443/soffid/webservice/scim2/v1/GroupUser?filter=
user+eq+'test_demo'+and+disabled+eg+false”,

24 "accounts": "https://console.soffid4.local
18443 /soffid/webservice/scim2/v1/Account?filter=type
+eq+U+and+users.user.userlame+eq+'test_demo'",

25 "issues": "https://console.soffid4.local:8
443 /soffid/webservice/scim2/v1/Issue?filter-user.use
rName+eq+'test_demo'",

26 "effectiveGrants": "https://console.soffid
4.local:8443/soffid/webservice/scim2/v1/User/933544,/
effectiveGrants”

27 1, v

o8 "resnurceTvne": "lser”
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