Break-glass recovery
configuration

Definition

Break glass is the mechanism that allows users to gain emergency access to critical systems or
information under exceptional circumstances when normal access procedures are not viable.

‘ For more information you can visit the Break Glass book.

Screen overview


https://bookstack.soffid.com/books/break-glass

soffic G

Main Menu > Administration > Configuration > Security settings > Break-glass recovery configuration
User : admin ® Soffid Administrator

User : aretha ® Aretha Franklin

User : etaylor ® Elizabeth Taylor

Number of users required to break the glass :

2
Enabled : Yes “
Token c/ (&
Created by : Patricia Garcia
Created on : 24/7/2024 08:22
Modified by : Patricia Garcia
Modified last an 25/7/2024 10:38

~ Apply changes

Related objects

1. User

Standard attributes

Authorized users

Allows you to configure from one to three users to break glass

User: allows you to choose the first users to break the glass.

User: allows you to choose the second users to break the glass.

User: allows you to choose the third users to break the glass.

Number of users required to break the glass: this number allows you to configure
the number of users required to break the glass

Authorized application

e Enabled: allows you to enable or disable the the break-glass recovery.


https://bookstack.soffid.com/uploads/images/gallery/2024-07/image-1721911781264.png
https://bookstack.soffid.com/books/soffid-3-reference-guide/page/users

e Token: allows you to generate a new token by clicking the refresh icon.

Audit information

Created by
Created on
Modified by
Modified last on

Actions

Generate Token

Apply changes

Undo

Revision #3
Created 25 July 2024 06:57:42
Updated 25 July 2024 13:19:23

Allows you to generate a new Token by clicking the refresh
icon

.

Allows you to update the changes made on the break glass
recovery configuration.

Allows you to quit without applying any changes.


https://bookstack.soffid.com/uploads/images/gallery/2024-07/image-1721911436603.png

