2026-06-12 New feature:
use holder group in UID
script

The new feature

Now, on the Service provider configuration page, the holder group can now be used in the
UID selection script.

Bear in mind

Please note the following points:

e If there are multiple levels of folders, only the authorizations from the parent folder
are inherited.

How to configure it?

The following components must be installed:

e Federation addon 3.6.92 (or higher)

Let's look at an example

First of all, we check that we have a user with holder groups.


https://bookstack.soffid.com/books/federation/page/identity-service-providers#bkmrk-service-provider

Main Menu > Administration > Resources > Users

Basics Groups Accounts Roles Effective Roles Shared accounts Sessions User processes Issues Tokens

test - Ford Scort

Filter er
O test Spain
O test France

Displayed rows: 2

We can now confirm that the service provider has the option "" enabled.

Main Menu > Administration > Configuration > Web $SO > Identity & Service providers « 4/4

Identification Service configuration

Type : SAML M Metadata : <md:EntityDescriptor =

Identifier : http://console.soffid3.local:8080/soffid-iam-console ) U casinames e SN CZzomeladaly 4

Name - Soffid NamelD format : v
Login rules

Allow impersonations : Target application URL

UID Script : Script to compute the user name to pass to the target application /

y

Level of assurance : Undefined v

Ask for consent “ Ne

Ask for group membership after authentication :-1]

Script to filter out group memberships :

Return a list of gr Va

Roles required to login :

s required to login (o)
System where an enabled account is required :

System where an enabl

We use the holderGroup attribute in the UID script.

Main Menu > Administration > Configuration > Web SSO > |dentity & Service providers « 4 /4

Identification Service configuration
Type : SAML v Metadata : <md:EntityDescriptor E
Identifier : http://console.soffid3.local:8080/soffid-iam-console ) B il O e L P e agaia) %
Name : Soffid NamelD format : i
Login rules
Allow impersonations : Target appl n URL
UID Script : return holderGroup+"\\" +userName; Ve

Finally, we're going to authenticate with the service provider and check the value of the UID
attribute.
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SAML-tracer

& Export & Import

X Clear |l Pause & Autoscroll ¥ Show protacol requests only | o

ffid/saml/log/post

GET http://console.soffid3.local:8080/soffid/anonymous/AvenirLT Std-Light.otf
GET hitp://console.soffid3.local:8080/soffid/anonymous/AvenirL T Std-Black.otf

HTTP Parameters SAML Summary
<saml2:AuthnContextClassRef>http://eidas.europa.eu/LoA/undefined</saml2:AuthnContextClassRef>
</saml2:AuthnContext>
</saml2:AuthnStatement>
<saml2:AttributeStatement>
<saml2:Attribute FriendlyName="Fullname"
Name="urn:oid:2.16.840.1.113730.3.1.241"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified"
>

<saml2:Attributevalue xmlns:xsi="http://www.w3.0rg/2801/XMLSchema-instance"
xsi:type="xs:string"
>Ford Escort</samlz:Attributevalue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="uid"
Name="urn:oid:©.9.2342.19200300.100.1.1"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri"

>
<saml2:Attributevalue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string"
>Spain\test</saml2:Attributevalue>
</saml2:Attribute>
</saml2:AttributeStatement>
</saml2:Assertion>
</saml2p:Response>

203 requests received (195 hidden)
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