Security settings

e Authorizations

Authentication

e Password policies

e Configure PAM session servers

e PAM Rules
e PAM Policies

e Password recovery configuration

e OTP settings
e XACML Policy Management

e XACML PEP configuration

e Digital certificates

o Recertification policies

e Issue policies

e Break-glass recovery configuration




Authorizations

Definition

Soffid console provides a granular access control system. That granular control system
allows the administrator user to assign granular permissions to roles. Be in mind that some
permissions may inherit some other permissions.

You cannot assign permissions directly to users. Instead, permissions are assigned to roles and
roles are assign to users, either directly or through grant inheritance.

The roles may be created into Soffid application system, but could also be included in any other
application system.

Permissions are grouped into permission scopes. Most scopes are Soffid object types, but there are
one special scope named Soffid, that applies to Soffid console web pages.

Addons can create their own authorizations that automatically will appear at this screen. When a
new addon has been installed and applied, the first thing to do use to be assign permissions for this
new addon. In fact, administrators won't be able to manage the addon unless the log out and log in
to get the newly created permissions.

The permissions given to roles and the roles given to users are cached by Soffid. In order to
reapply permissions, the user should close its session and log-in again

Screen overview



soffid

? &

Main Menu > Administration > Configuration > Security settings > Authorizations =
» Scope % Name ¢ Description 7 Roles
| |F|\ter |F\\tor |F ter ‘ |F\t.‘:r |
Access logs accessRegister:query Query all access logs
Accounts account:update Update shared accounts
Accounts account:password Change shared account password
Accounts account:create Create shared accounts
Accounts account:delete Delete shared accounts
Accounts account:guery Query shared accounts

Additional data
Additional data
Additional data
Additional data
Agents
Agents
Agents
Agents
Agents

< 1-200 »

metadata:update
metadata:create
metadata:delete
metadata:query
agent:update

agent:create
agent:accessControl:create
agent:queryObjects
agent:delete

Update existing additional data
Create new additional data types
Delete a existing additional data type
Query the additional data types
Update agents

Create agents

Create agents access control rules
Create target system objects

Delete agents

Displayed rows: 297

Related objects

1. Roles

2. Information system

Standard attributes

Scope: scope of application.

Name: name of the granular permission.

Description: brief description of the granular permission.

Roles: role list assigned to that granular permission.

Description: role description

Information system: asset or application, from a functional point of view.
Target system: target system name.

e Domain: the role is limited to that scope.

Actions

Authorization query action
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Import

Download CSV file

Authorization detail actions

Add new

Delete

Apply changes

Undo

Allows you to upload a CSV file with the authorization data
to add or to update the granular control system. If they
exist, the values of the CSV file will prevail.

First, you need to pick up a CSV file, that CSV has to
contain a specific configuration. Then you need to check
the contents. And finally, you need to select the mappings
for each column of the CSV file to import the data correctly
and to click the Import button.

Allows you to download a CSV file with the authorization
data.

Allows you to add a new role to the authorization. You can
choose that option clicking the add button (+).

First, you need to search a role writing the role name on
the field, and Soffid will show the values related. Second,
you can select one or more roles and accept.

And finally, you need to apply changes to save the roles
added. If you cancel that action, no role will be assigned.

Allows you to delete one or more roles from an
authorization.

To delete one role, you need to click the subtraction
symbol (-), located at the end of the row, of the role which
you want to delete and then apply changes.

To delete more than one role, you can select the roles
which you want to delete and there click the subtraction
symbol (-) and then apply changes.

It is mandatory apply changes to save the roles deleted.
Soffid will ask you for confirmation to perform that action,
you could confirm or cancel the operation.

Allows you to update the changes made on the
authorization.

Allows you to quit without applying any changes.



Authentication

Definition

Soffid could use different kinds of external authentication sources. These mechanisms could be
selectively enabled or disabled.

Screen overview
sofiid ?

Main Menu > Administration > Configuration > Security settings > Authentication

Soffid server host name https://pat.soffid.lab:8443
“ — Enforce TLS connections to Soffid console
“ 0 Maintenance mode (only administrators can log in)

Message to display before logging in

Session timeout in minutes 10 =

“ Enabled

“ L Forward authentication requests to trusted target sytems

“ Enabled

SAML federation metadata URL: java:com.soffid.iam.addons.federation.service.impl.InternalMetad:
Cache limit (seconds) 600
Identity provider https://sync-server.netcompose v

SAML attribute containing user name:

Enable SAML debug log

“ Enabled

SAML federation metadata URL: java:com.soffid.iam.addons.federation.service.impl.InternalMetad:
Cache limit (seconds) 600
Identity provider: https://sync-server.netcompose v

SAML attribute containing user name:

“ = Enable SAML debug log
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https://bookstack.soffid.com/uploads/images/gallery/2025-02/SrewoSyOG9wIa0Xk-image.png
https://bookstack.soffid.com/uploads/images/gallery/2025-02/G2HC6vpFIGYL8PUW-image.png

T User name and password
gesl m | JWT token

JWT configuration URL:

JWT Issuer:

JWT Audience:

https://sync-server.netcompose:1443/.well-known/jwks.json
https://sync-server.netcompose: 1443

angularApp

Maximum requests per user and minute:
Maximum global requests per minute:

Maximum request size:

Enabled

LinOTP server URL:
LinOTP admin user:
LinOTP admin password:
LinOTP users domain:

- select - v

Pages that optionally require OTP authentication for users with a enabled token:
/addon/otp/otp.zul

Pages that require OTP authentication to any user:
/main/menu.zul? *option=vault.*
/resource/account/vault.zul

Second factor authentication period: 300 seconds. After that time, a new OTP value will be required.

= Download metadata : Confirm changes

Standard attributes

Global status

o Soffid server host name

e Enforce TLS connections to Soffid console: If you check this option, it will be is
mandatory to restart the Soffid Console

Once you check the Enforce TLS connections to Soffid Console option, there are no
easy way to come back. You should use this option only en Production environments.
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Soffid server host name: https://pat.soffid.lab:8443
n Enforce TLS connections to Soffid console
“ = Maintenance mode (only administrators can log in)

Message to display before logging in:

Session timeout in minutes: 1000

e Maintenance mode (only administrators can log in): if this option is checked (value
is Yes), only the administrators could connect to Soffid Console.

([0 Image

Legin

WARNING: Maintenance mode

e Message to display before logging in: administrators can configure a banner that will
be displayed before the user logging in. This banner will display security advice.

[0 Image
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e Session timeout in minutes: time in seconds it takes for the console to display the
message indicating that the session is being closed. If nothing is indicated, the session
does not expire. (Available since console version 3.5.26)

[ Image

Q Your session will be automatically closed in 60 seconds due

to inactivity

Username and password

Internal

e Enabled: the only one enabled by default in the installation of Soffid. It is the internal
username and password authentication mechanism. Therefore, the authentication is
made with the username and password of the soffid account.

External


https://bookstack.soffid.com/uploads/images/gallery/2023-05/image-1685358984524.png
https://bookstack.soffid.com/uploads/images/gallery/2024-04/image-1712138497760.png

e Forward authentication requests to trusted target systems: to use external
username and password sources. Therefore, the authentication is made with the
username and password of an account of an external system.

Not all the external systems are included, only the ones that have marked the check "Trust

password" on the agent. For more information about agents please visit the Agents page.

Once an agent is configured, Soffid will still use its internal tables to authenticate usernames and
passwords.

If the password entered by the user does not match, the Soffid core will issue a "ValidatePassword"
task for each trusted target system. If any of the trusted target systems accepts the password, it
will be hashed and stored in Soffid tables and login will be accepted.

External SAML identity provider

It should be noted this feature does not depend on the federation addon. That is a feature included
by default in the Soffid smart engine to allow you to include in the authentication flow a
mechanism to use a third-party SAML system.

e Enable: check it (select value Yes) to use an external SAML Identity Provider.

o Soffid Server host name: the URL that will be used by external IdP. This URL will be
resolved by end user's browser in order to send the SAML assertion.

e SAML federation metadata: the URL where federation information can be found. If the
Soffid console can fetch federation metadata, the Identity provider drop-down will be filled
in with any identity provider found in the federation metadata URL.

e Cache limit (seconds): how often the federation information will be refreshed. By
default, 10 minutes will be taken.

e Identity provider: Identity Provider to use for authentication.

Finally, download the Soffid Console and load it into your SAML Identity Provider federation.

If SAML Identity Provider is enabled, as well as username and password, the user will have the
chance to select the preferred authentication method. Otherwise, if only SAML is enabled, the user
will be automatically redirected to SAML Identity Provider.
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Login

Extenal (SAML) login

Recover pa

[1] Office 365 as External SAML identity provider

Introduction

Steps to configure Office 365 as External SAML identity provider.

Step-by-Step

Open a https://portal.azure.com

Open Microsoft Entra ID and then select Enterprise applications option
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= - 2 Search resources, services, and docs (G+/)

| Create a resource

A Home to Azure!

F4l Dashboard oascription? Check out the following options.
i= All services

“ FAVORITES

All resources
[4] Resource groups
@ App Services -

<> Function App ’

SQL databases

4 Azure Cosmos DB | Azure free trial Manage Microsoft Entra ID Access student benefits

edit toward Azure products and services, Manage access, set smart policies, and enhance security Get free software, Azure credit, or access Azure Dev Tools
of popular free services. with Microsoft Entra ID. for Teaching after you verify your academic status.

Learn more o' m Learn more o'

K3 virtual machines
{} Load balancers
= Storage accounts
<> Virtual networks
4> Microsoft Entra ID

Monitar
P A o] = [ (4] 4 -

Home >

(i ) Soffid IAM, S.L. | Overview - X

ces

X « + Add v~ €% Manage tenants  [7] What's new [ Preview features 27 Got feedback?

@ Overview
@ Microsoft Entra has a simpler,_integrated experience for managing all your Identity and Access Management needs. Try the new Microsoft Entra admin center! &

Preview features

Overview Menitoring Properties Recommendations Setup guides
# Diagnose and solve problems JEE—

~ Manage ‘ £ Search your tenant
& Users
& Groups Basic information
External Identities Name Soffid 1AM, SL. Users 0
o Rolesand
&5 administrators Tenant ID 25bc9848-d3c2-423f-93f1-cf465332a68d IE Groups 5
| Administrative units Primary domain soffidcom.onmicrosoft.com Applications 10
b Delegated admin License Microsoft Entra 1D Free Devices 1
partners
Enterprise apphcationso Alerts
[] Devices
App registrations Migrate to the converged Authentication
methods policy

Z} Identity Governance
@ Y Please migrate your authentication methods off the

¥ Application proxy legacy MFA and SSPR policies by September 2025 to
avoid any service impact
am Custom security

1 amen mnsn TR

3. Select All applications and click New Application
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= Microsoft Azure JF Search resources, services, and docs (G+/)

Home > Enterprise applications

Enterprise applications | All applications - X
Soffid IAM, S.L.
< « -+ New application O Refresh i Download (Export) o Preview info == Columns Preview features }ij Got feedback?
> Overview
View, filter, and search applications in your organization that are set up to use your Microsoft Entra tenant as their Identity Provider.
~ Manage
The list of applications that are maintained by your organization are in application registrations.
[ Al applications
= Private Network | R Search by application name or object ID Application type == Enterprise Applications < Application ID starts with < Add filters

" connectors o
11 applications found

& User settings Name T Object ID Application ID Homepage URL Created on 1y Certificate Expir... Active Certificat.
BH App launchers . 1272020 ) )
o Custorgﬂ authentication . o3/0024 © Curent -
extensions
> Security /2042020 - R
> Activity /25/2022 - .
> Troubleshooting + Support @ 0/23/2024 - .
. /29/2020 - -
. 1/28/2023 - -
[ 1072020 - R

4. Select Create your own application

Microsoft Azure £ Search resources, services, and docs (G+/) o Copilot

Home > Enterprise applications | All applications >

Browse Microsoft Entra Gallery - P

+ cCreate yo!r own application F'{_v’ Got feedback?

The Microsoft Entra App Gallery is a catalog of thousands of apps that make it easy to deploy and configure single sign-on (S50) and automated user provisioning. When deploying an app from the App Gallery, you
leverage prebuilt templates to connect your users more securely to their apps. Browse or create your own application here. If you are wanting to publish an application you have developed into the Microsoft Entra
Gallery for other organizations to discover and use, you can file a request using the process described in this article

2 Search application Single Sign-on : All User Account Management : All Categories : All

Cloud platforms

Amazon Web Services (AWS) Google Cloud Platform Oracle

adWs
\-/‘7
Google Cloud

SAP

5. Type the name of your app and select the "Integrate any other application you don't find in
the gallery (Non-gallery)" option
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Create your own application X

24 Got feedback?

If you are developing your own application, using Application Proxy, or want to integrate an
application that is not in the gallery, you can create your own application here.

What's the name of your app?

pat.soffid.lab 7

What are you looking to do with your application?
O Configure Application Proxy for secure remote access to an on-premises application
O Register an application to integrate with Microsoft Entra ID (App you're developing)

@ Integrate any other application you don't find in the gallery (Non-gallery)

6. Click on Set up single sign on
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O Search resources, services, and docs (G+/) @ @ &

Home > Enterprise applications | All applications > Browse Microsoft Entra Gallery >

pat.soffid.lab | Overview - X

Enterprise Application

H
L

Properties

5 Overview

] Deployment Plan Name @

| pat.soffid.lab ] |
x
~

Diagnose and solve problems
Application ID ©

Manage [ 6bbs54ed-bo6d-4631-9204-.. I
II! Properties Object 1D @
24 Owners | 76afac14-c10f-4dde-94f7-8d... Dj|

4. Roles and administrators

Getting Started
Ja Users and groups

3) Single sign-on

@ Provisioning .I 1. Assign users and groups _3 2. Set up single sign on
. o Provide specific users and groups access Enable users to sign into their application
i Application proxy to the applications using their Microsoft Entra credentials
C Self-service Assign users and groups Get started
Custom security attributes
> Security
> Activity (8) 3. Provision User Accounts ‘=. 4. Conditional Access

7. Click the SAML option

Microsoft Azure 2 Search resources, services, and docs (G+/)

Home > Enterprise applications | All applications > Browse Microsoft Entra Gallery > pat.soffid.lab

o) pat.soffid.lab | Single sign-on - X

Enterprise Application

Oveni Single sign-on (SSO) adds security and convenience when users sign on to applications in Microsoft Entra ID by enabling a user in
£5 Overview

your organization to sign in to every application they use with only one account. Once the user logs into an application, that

[0 Deployment Plan credential is used for all the other applications they need access to. Learn more.

7 Diagnose and solve problems

' Manage Select a single sign-on method  Help me decide
{l! Properties
Ja Owners O
® Disabled {:3 SAML
4k Roles and administrators Single sign-on is not enabled. The user Rich and secure authentication to
won't be able to launch the app from applications using the SAML (Security

&2 Users and groups My Apps. Assertion Markup Language) protocol.
3) Single sign-on
@ Provisioning

i Application proxy

© Self-service

Password-based Linked
Custom security attributes ﬁ ('_JO

Password storage and replay using a Link to an application in My Apps

> Security web browser extension or mobile app. and/or Office 365 application launcher.

> Activity

8. Enter the Basic SAML Configuration and Save:
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Identifier: https://<YOUR-SERVER>/soffid-iam-console
Reply URL: https://<YOUR-SERVER>/soffid/saml/log/post
Sign on URL: https://<YOUR-SERVER>/soffid/

Logout URL: https://<YOUR-SERVER>/soffid/saml/slo/post

Microsoft Azure O Search resources, services, and docs (G+/) @ ® &

Home > Enterprise applications | All applications > soffid.pat.lab

soffid.pat.lab | SAML-based Sign-on - X

Enterprise Application
¢ « T Upload metadata file ) Change single sign-on mode = Test this application &4 Got feedback?
R Overview

(1) Deployment Plan Set up Single Sign-On with SAML

# Diagnose and solve problems An SSO implementation based on federation protocols improves security, reliability, and end user experiences and is easier to
implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenlD Connect or OAuth. Learn
~ Manage more.

UH :
{I! Properties Read the configuration guide & for help integrating soffid.pat.lab.

4& Owners o

Basic SAML Configuration f
4+ Roles and administrators / Edit
& Users and groups Identifier (Entity I[.)J . https:/."Pat.scf‘ﬁd,lab:MtlB/soﬁl‘d—lam—consnle

Reply URL (Assertion Consumer Service URL)  https://pat.soffid.lab:8443/soffid/saml/log/post
—:)) Single sign-on Sign on URL https://pat.soffid.lab:8443/soffid/

Relay State (Optional) Optional
@ Provisioning Logout Url (Optional) https://pat.soffid.lab:8443/soffid/saml/slo/post

7 Application proxy

© self-service e Attributes & Claims

& Edit
Custom security attributes
givenname user.givenname
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Basic SAML Configuration

,Q_v' Got feedback?

Identifier (Entity ID) * ©
The unigue ID that identifies your application to Microsoft Entra ID. This value must be unique across all applications in your
Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated S50.

Default

https://pat.soffid.lab:8443/soffid-iam-console v ‘ 0] T

Add identifier

Reply URL (Assertion Consumer Service URL) * @

The reply URL is where the application expects to receive the authentication token. This is also referred to as the “Assertion
Consumer Service” (ACS) in SAML.

Index Default

https://pat.soffid.lab:8443/soffid/saml/log/post D] [i]
Add reply URL

Sign on URL (Optional)
Sign on URL is used if you would like to perform service provider-initiated single sign-on. This value is the sign-in page URL
for your application. This field is unnecessary if you want to perform identity provider-initiated single sign-on.

https://pat.soffid.lab:8443 /soffid/ v

Relay State (Optional) ©

The Relay State instructs the application where to redirect users after authentication is completed, and the value is typically

a2 1Rl aAr iRl nath that talac nicare ta a3 enacific lncatinn within tha annlicatian

9. Configure Attributes & Claims and change the attributes and claims to send the
mailnickname as the user identifier (nameid)


https://bookstack.soffid.com/uploads/images/gallery/2024-10/UOno0UL4YCZYlwk7-image.png

R Search resources, services, and docs (G+/)

Home > Enterprise applications | All applications > soffid.pat.lab

soffid.pat.lab | SAML-based Sign-on - .

Enterprise Application

< “ ? Upload metadata file '9 Change single sign-on mode = Test this application F'{_v] Got feedback?

28 Overview

Deployment plan Set up Single Sign-On with SAML

 Diagnose and solve problems An S50 implementation based on federation protocols improves security, reliability, and end user experiences and is easier to
implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenlD Connect or OAuth. Learn
~ Manage more.

m )
ili Properties Read the configuration guide o for help integrating soffid.pat.lab.
28 Owners o
Basic SAML Configuration .
&b, Roles and administrators & Edit
28 Users and aroups Identifier (Entity ID) https://patsoffid.lab:8443/soffid-iam-console
Reply URL (Assertion Consumer Service URL)  https://pat soffid.lab:8443/soffid/saml/log/post
-:)) Single sign-on Sign on URL https://pat.soffid.lab:8443/soffid/
L Relay State (Optional) Optional
@ Provisioning . . N | ‘
Logout Url (Optional) https://pat.soffid.lab:8443/soffid/saml/slo/post

i Application proxy

C Self-service - .
™ e Attributes & Claims £ Edit

| Custom security attributes

givenname user.givenname
> Security surname user.surname
. emailaddress user.mail
> Activity .
name user.userprincipalname
> Troubleshooting + Support Unique User Identifier user.mailnickname

e SAML Certificates

Attributes & Claims

-+ Add new claim - Add a group claim == Columns & Got feedback?

Required claim

Claim name Type Value

i user.mailnickname [nam... ***

Unique User Identifier (Name ID) SAML

Additional claims

Claim name Type Value

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailadd... SAML user.mail tee
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname SAML user.givenname tee
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name SAML user.userprincipalname tee
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname SAML user.surname tee

~ Advanced settings
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Copy the App Federation Metadata Url

£ Search resources, services, and docs (G+/) l o Copilot

Home > soffid.pat.lab

soffid.pat.lab | SAML-based Sign-on - P

Enterprise Application

o @ T Upload metadata file ) Change single sign-on mode 7= Test this application £ Got feedback?
i Overview givenname user.givenname
m . \ surname user.surname
Deployment Plan emailaddress user.mail
¥ Diagnose and solve problems name user.userprincipalname
Unigue User Identifier user.mailnickname
~ Manage
11} Properties e
SAML Certificates
28 Owners
4, Roles and administrators Token signing certificate & Edit
Status Active
&& Users and groups Thumbprint 560B064826325CB89F0CE229BDBDEE3A20E64587
Expiratio 10/23/2027, 4:14:18 PM
3 Ssingle sign-on xpiration . / "I )
Notification Email admin@soffidcom.onmicrosoft.com
@ Provisioning App Federation Metadata Url https://login.microsoftonline.com/25bc9848-d3c2... Iho
. i Certificate (Base6d) Download
i7 Application proxy
Certificate (Raw) Download
€ Self-service Federation Metadata XML Download
Custom security attributes
Verification certificates (optional) "
> Security ) & Edit
Required No
> Activity Active 0
Expired 0

> Troubleshooting + Suppart

Configure the External SAML identity Provider in the Soffid Console Authentication
page

Main Menu > Administration > Configuration > Security settings > Authentication 0

n i  Maintenance mode (only administrators can log in)

Message to display before logging in:

Session timeout in minutes: 1000

“ Enabled

n L= Forward authentication requests to trusted target sytems

G enavief)

Soffid server host name: https://pat.soffid.lab:8443

SAML federation metadata URL: https://login.microsoftonline.com/25bc9848-d3c2-423f-93f1-cf465: o
Cache limit (seconds): 600

Identity provider: https://sts.windows.net/25bc9848-d3c2-423f-93f1-cf465332a68d/ v o

SAML attribute containing user name:

n L Enable SAML debug log

Optional, enable any user to login
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= Microsoft Azure P Search resources, services, and docs (G+/)

I oy Copilot

i soffid.pat.lab | Properties - X

Enterprise Application

Home > soffid.patlab

¢« & save X Discard T Delete 57 Got feedback?

i Overview View and manage application settings for your organization. Editing properties like display information, user sign-in

settings, and user visibility settings requires Global Administrator, Cloud Application Administrator, Application

Deployment Plan
# Diagnose and solve problems
~ Manage
HH Propertieo
24 Owners
ab, Roles and administrators
&8 Users and groups
2 single sign-on
2 Provisioning
E1 Application proxy

C Self-service

Custom security attributes

Administrator roles. Learn more.

If this application resides in your tenant, you can manage additional properties on the application registration.

Enabled for users to sign-in? (O
Name* ©
Homepage URL @

Logo @

User access URL O

soffid.patlab ~
\ \

‘ https://accountactivedirectory. windowsazure.com:444/applications/de... E‘

Select a file ‘

‘ https://launcher.myapps.microsoft.com/api/signin/b17d8844-4fac-4f2... E‘

Application ID © [ 617d8844-4fac-412c-863a-53dBbeT781fS D]
> Security

ObjectiD @ ‘ 38283f52-d45b-4306-bef5-1ea73fcTeTef ID‘
> Activity
S Troubleshooting + Support Terms of Service Url &) ‘ Publisher did not provide this information 0 ‘

Privacy Statement Url @ ‘ Publisher did not provide this information [n] ‘

Reply URL @) ‘ https://pat.soffid.lab:8443/soffid/saml/log/post D ‘

Assignment required? (O ( Yes

. - . TR
Visible to users? © No )

Notes (O

Webservice authentication

Soffid allows you to configure the way to verify the identity of a user or sysctem accesing to the
Soffid Web Service, to ensure that only authorized entities can interact with the service.

e User name and password: allows you to use user and password to access to the Soffid
Web Service.
e JWT token: allows you to use JWT token to access to the Soffid Web Service.
o JWT configuration URL: URL where the jwks.json are available to download.
o JWT Issuer: identifies the principal that issued the JWT.
o JWT Audience: identifies the recipients that the JWT is intended for.

Bear in mind that the Identity Provider needs to have enabled the OpenlID profile.

Also, the Identity Provider cert must be in the Console cacerts.
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& | User name and password

[ Y&l | JWT token
JWT configuration URL: https://sync-server.netcompose: 1443/ .well-known/jwks.json
JWT lssuer: https://sync-server.netcompase: 1443
JWT Audience: angularApp

Enable LINOTP integration

Soffid allows you to use an external OTP, LinOTP in this case. If you decide to use LinOTP, Soffid
could be configured to request the user to authenticate using a second factor authentication to
perform certain actions. In another case, you can use the Soffid OTP.

e Enabled: check it (select value Yes) to use an external SAML ldentity Provider.

e LinOTP server URL: URL of your LINOTP service.

e LinOTP admin username: username of the admin account used by Soffid.

e LINOTP admin password: password of the admin account used by Soffid.

e LinOTP users domain: the user's domain for LinOTP authentication. The selected user
domain will guess the LinOTP username for any Soffid identity. It is extremely important

when LinOTP users do not match Soffid usernames. Please visit the Account naming rules
page for more information

If you want to configure the Soffid OTP you could visit Two factor authentication (2FA)

chapter.

Second Factor Authentication
configuration

e Pages that optionally require OTP authentication for users with an enabled
token: (Optional) If a URL optionally requires OTP authentication, and the user does not
have any OTP token, access will be granted. Otherwise, if the user has an OTP token, the
OTP value will be required, and no access will be allowed until the user provides the right
token value.

o You can include the list of pages to include the two factors only for the users with
the token.
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11 Example
Request only the OTP for these pages:

Pages that optionally require OTP authentication for users with a enabled token:

[resource/user/user.zul
[/resourcefaccount/account.zul

e o You can add a regular expression to determine the list of pages to always include
the second factor to the users with the token

[0 Example
Request OTP for all pages except those containing menu.zul or otp.zul:

Pages that optionally require OTP authentication for users with a enabled token:
(?H(*/menu.zul.*)|(.*/otp.zul *})).*

e Pages that require OTP authentication to any user: (Mandatory) You should include
the list of pages to always include the second factor to the users with the token.
Therefore, if a URL strictly requires OTP authentication, users with no token won't be
allowed to use them.

[0 Example
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Pages that optionally require OTP authentication for users with a enabled token:
/addon/otp/otp.zul

Pages that require OTP authentication to any user:

/main/menu.zul? *option=vault.*
/resource/account/vault.zul

Second factor authentication period: 300 seconds. After that time, a new OTP value will be required.

e Second factor authentication period: number of seconds after that, a new OTP value
will be required.

In both configurations, if OTP is required by the user, a popup requesting the token value is raised
to write the OTP value.

Actions

Download metada Allows you to download an XML file with metadata to load
it into your SAML Identity Provider federation when you
use an External SAML identity provider

Confirm changes Allows you to save the changes made in the Authentication
setup.


https://bookstack.soffid.com/uploads/images/gallery/2023-08/image-1692278416756.png

Password policies

Definition

Password domain

Is a logical way of grouping managed systems that are sharing the same password for each
account. If the administrator chooses to have the same password for every system, only one
password domain should exist. If the administrator chooses to assign a different password for each
system, then a password domain should be created for each managed system.

Password policies

Password policies allow you to define custom rules that passwords must comply with to enhance

system security. For each password domain, Soffid allows you to create different password policies

related to user type. It is only possible to define a single password policy for one password domain
and one user type.

There are two kinds of password policies.

e The first one is for user selected passwords. That is the default behavior.
e The second one is system generated passwords. These policies are useful for shared
accounts when using Enterprise Single Sign-on.

A password policy will also define how often the password needs to be changed and how many
days are allowed to change it.

Regarding password complexity, you can specify the minimum and the maximum number of
lowercase letters, uppercase letters, numbers, and symbols, as well as password length.

The administrator users can define a regular expression that must match each password. This can
be used, for instance, to ensure that the first password is not numeric.

It is allowed to create a list of forbidden words that cannot be used as passwords.


https://bookstack.soffid.com/books/soffid-3-reference-guide/page/user-type

Screen overview

Main Menu > Administration > Configuration > Security settings > Password policies

(& DEFAULT - Default password domain

A Default password policy External user
A Default password policy internal users Internal user
A Default password policy 5SSO account (USE IT)

Add password policy

@ Customn password domain (test) - Custom password domain (test)
A Policy EU External user
A Policy IU Internal user

Total rows: 8

sof (as=i) ? &

Main Menu > Administration > Configuration > Security settings > Password policies 4 3/6 » =p
Password domain DEFAULT

User type Internal user v

Description Default password policy )

Fassword type Entered by the user v ¥

Change allowed: -II

Query allowed -II

Valid period (days) 365

Minimum days for next change

Grace period (days) 365

Length min max:

Regular Expression

Uppercase letters min: max:

Lowercase letters min max;
Numbers min: max:
Symbols min: max:

Complexity “ No
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Password validation script codi3 = user.userName.substring(0, 3); z /'

passwordT = password.password.tolLowerCasel(); P
Candition description Condition validation script
Passwords remembered
Forbidden Words : u T
[m} aaaa

Add word :
Lock after failures 3
Unlock after secands - 400
Check breached password

E1 Apply changes

Related objects

1. Password domain

2. User Type

Standard attributes

Password Domain

e Code: password domain identifier code.
e Description: a brief description of the password domain.

Password policies

e Password domain: the password policy belongs to that password domain.

e User type: specific user type for which the password policy is created.

e Description: a brief description of the password policy.

e Password type: the king of policies password:
o Entered by the user: that is the default behavior.
o Automatically generated: these policies are useful for shared accounts when

using Enterprise Single Sign-on.

e Change allowed: if it is checked, the user could change automatically generated
passwords.

e Query allowed: if is checked, the user can view the current password.

e Valid period (days): the change of the password will be asked in that number of days.
That option is available when you select the "Entered by the user" option.

e Minimum days for next change

e Grace period (days): additional days allowed to the valid period, for changing the
password. That option is available when you select the "Entered by the user" option.
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e Renewal Time: added number of days to change the password. That option is available
when you select the "Automatically generated" option.

e Length (min & max): added the number of days to change the password.

e Regular expression: the password must comply with that reqular expression.

o Uppercase letters (min & max): min and max number of uppercase letters that be
included on the password.

e Lowercase letters (min & max): min and max number of lowercase letters that be
included on the password.

e Numbers (min & max): min and max number of numbers that be included on the
password.

e Symbols (min & max): min and max number of symbols that are included on the
password.

e Complexity: Similar operation to the same option in Active Directory. It is mandatory to
use three different types of characters (uppercase, lowercase, numbers, and symbols), it
is not allowed to use the user code, name, or surname.

e Password validation script: script to validate additional password conditions. The result
must be true or false.

e Condition description: description of the validation script. This condition will be
displayed in the Password policy field when the user try to change the password from My
Profile.

e Passwords remembered: the number of passwords the system will remember.

e Forbidden words: list of forbidden words that may not be used to create a password if
they are selected. It will be case insensitive. For instance, there will be no distinction
between "Soffid", "SOFFID", or "soffid".

e Lock after failures: the number of login attempts before blocking an account.

¢ Unlock after seconds: the number of seconds an account is blocked.

e Check breached password

Password validation script example:

codi3 = user.userName.substring(0, 3);

codi3 = codi3.toLowerCase();

if (passwordT != null)

Hif(codi3.equals(passwordT.substring(0,3)))
[Mreturn false;

return true;

Actions

Password policies query actions



Add new domain

Add new password policy

Allows you to create a new password domain. You can
choose that option on the hamburger menu or click the
add button (+).To add a new password domain it will be
mandatory to fill in the required fields

Allows you to create a new password policy on a specific
password domain. Below the father password domain, you
can find the button to perform that action. To add a new
password policy it will be mandatory to fill in the required
fields.

Password domain detail actions

Apply changes

Delete

Undo

Allows you to save a new password domain or to update
the password domain changes. To save the data it will be
mandatory to fill in the required fields.

Allows you to delete a password domain. To delete a
password domain you can click on the hamburger icon and
then click the delete button (trash icon).

Soffid will ask you for confirmation to perform that action,
you could confirm or cancel the operation.

Allows you to quit without applying any changes.

Password policies detail actions

Apply changes

Delete

Undo

Add word

Allows you to create a new password policy or to update
password policy changes. To save the data it will be
mandatory to fill in the required fields.

Allows you to delete a password policy. To delete a
password policy you can click on the hamburger icon and
then click the delete button (trash icon).

Soffid will ask you for confirmation to perform that action,
you could confirm or cancel the operation.

Allows you to quit without applying any changes.

Allows you to create a new forbidden word. Those
forbidden words may not be used to create a password if
they are selected.



Configure PAM session
servers

Definiti

Soffid provides the functionality that allows you to configure the Jump servers. That option is
located on

Main Menu > Administration > Configure Soffid > Security settings > Configure PAM session servers

To configure that functionality is mandatory to install PAM following the instructions of the PAM

installation page.

A Jump server is the control point that forces users to log into that system first, then, they
could traverse to other servers without having to log in again. The purpose of a jump server
is to be the only gateway for access to your infrastructure reducing the size of any potential
attack surface.

Screen overview

https://www.youtube.com/embed/iABzgU40Pws?rel=0

Related objects

o soffid-pam-store: storage server container
o soffid-pam-launcher: launcher container


https://bookstack.soffid.com/books/pam/page/pam-installation
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Standard attributes

e Group name: name to identify the configuration.

Actions

Add new

Delete

Apply chanages

Undo

Description: a brief description.

User name: user name given at installation of PAM

Password: password given at installation of PAM.

URL.: of the storage. The default port is 8081.

Jump servers: list of jump servers. A URL of each jump server. The default port is 8082.

Allows you to add a new configuration of PAM. You can
choose that option by clicking the add button (+).

You must fill in all the attributes to save a new
configuration.

Allows you to delete one or more configuration PAM
registers, you must select one or more records from the
list and click the button with the subtraction symbol (-).

To perform that action, Soffid will ask you for confirmation,
you could confirm or cancel the operation.

Allows you to create a new configuration PAM or to update
an existing one. To save the data it will be mandatory to
fill in the required fields. Also, the password and user
name should be correct to connect.

Allows you to quit without applying any changes made.



PAM Rules

Definition

Soffid allows you to define rules to detect commands executed on a server. When a user
launches a command defined on a rule, Soffid will detect it.

To use those rules you need to define the PAM policies. For more information, you can visit the PAM

policies page.

Screen overview
sofiid ? &

Main Menu > Administration > Configuration >

Q Quick Basic Advanced

Security settings > PAM rules =

) v Name % Description § Type
U | BBDD rule 1 BBDD rule 1 Screen
0O sudo sudo Keyboard
U | Windows setting User opens windows settings app Screen

Displayed rows: 3

Keyboard example

Main Menu > Administration > Configuration > Security settings > PAM rules « 2
Name : sudo
Description : sudo
Type Keyboard v
Content sudo
@
Modified by : Patricia Garcia
Modified on 9/25/2023 15:16

Apply changes
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Screen example

Main Menu > Administration > Configuration > Security settings > PAM rules « &
Name : Windows setting
Description : User opens windows settings app
Type : Screen v
Content : Windows Setting.*Personalization
~
Modified by : Patricia Garcia
Modified on : 9/27/2023 09:31

= Apply changes

Keyboard example

Main Menu > Administration > Configuration > Security settings > PAM rules € 2/8 »

Name : Drop table
Description : Drop table
Type : Keyboard v
Content : [dD][rR][eO][pP].*[tTI[aAl[bBI[ILI[eE]

p
Modified by : pgarcia Garcia
Modified on : 30/10/2024 15:52

Apply changes

Standard attributes

Name: name to identify the rule.

Description: a brief description of the rule.

Type: rule type.

o Keyboard: Indicate the command typed in the terminal that you want to control.
o Screen: Indicate the text displayed in the screen that you want to control.
Content: the content of the rule that Soffid will detect. Be in mind, that Soffid will
consider blanks, returns, and all characters you type.

Modified by: user who modified that rule.

Modified on: the date and time of the update.
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Actions

PAM rules query

Query Allows you to query PAM rules through different search

systems, Quick, Basic and Advanced.

Add or remove columns Allows you to show and hide columns in the table.

Add new Allows you to create a new PAM rule. You can choose that
option on the hamburger menu or click the add button (+).
To add a new PAM rule it will be mandatory to fill in the
required fields.

Delete Allows you to remove one or more PAM rules by selecting
one or more records and next clicking the button with the
subtraction symbol (-).

To perform that action, Soffid will ask you for confirmation,
you could confirm or cancel the operation.

Import Allows you to upload a CSV file with the PAM rules list to
add or update PAM rules to Soffid.
First, you need to pick up a CSV file, that CSV has to
contain a specific configuration. Then you need to check
the content to be loaded, it is allowed to choose if you
want or not to load a specific attribute. And finally, you
need to select the mappings for each column of the CSV
file to import the data correctly and click the Import

button.
Download CSV file Allows you to download a CSV file with the PAM rules
information.
PAM rules detail
Apply changes Allows you to create a new configuration PAM rule or to

update an existing one. To save the data it will be
mandatory to fill in the required fields.

Undo Allows you to quit without applying any changes made.
Delete Allows you to delete a PAM rule. To perform that action,

Soffid will ask you for confirmation, you could confirm or
cancel the operation.


https://bookstack.soffid.com/books/soffid-3-reference-guide/page/search-types

PAM Policies

Definition

Privileged Access Management (PAM) policies are a set of guidelines and controls that dictate
how privileged access is granted, managed, and audited within an organization.

Soffid allows you to define policies, those policies can be made up of several rules. For each rule,
you could select the action to perform when Soffid detects that rule is accomplished.

To use those policies you need to define how policies will be used by each folder in the password

vault. For more information, you can visit the Password Vault page.

Screen overview


https://bookstack.soffid.com/books/soffid-3-reference-guide/page/password-vault

soffic G

Main Menu > Administration > Configuration > Security settings > PAM policies « |§h1
Name : policy01
Description : policy01

Days to keep recordings : 120
Priority : 1

Expression : return "master\\admin".equals(principal.getName()); /‘

Temporary permissions : lugdev
porary p

sudo

adm
Modified by : Patricia Garcia
Modified on : 30/7/2024 15:09
v Rule 7 Closese... 7lockacc... 7Openis... 3 Notify
Drop table O O O O
Is -al O O v
Massive delete O
passwd O
sudo a
whoami a
Windows setting O O O O

Displayed rows: 7

@ Apply changes

Standard attributes

e Name: name to identify the policy.

o Description: a brief description of the policy.

e Days to keep recordings: number of days that recordings will be kept.

e Priority: allows you to set the priority between the different PAM policies configured.
When there are several policies, the policy to be applied is evaluated according to priority
and expression.

e Expression: this expression is evaluated to determine the priority of the policy to be
applied. When there are several policies, the policy to be applied is evaluated according to
priority and expression.

e Temporary permissions: these permissions will be assigned to the user's account on
the target system. The permissions will be maintained for the duration of the session.
Once the session is over, the permissions will be revoked. The account must be a
managed account.
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o Modified by: user who modified that rule.
e Modified on: the date and time of the update.

When you save the standard attributes of a PAM policy and edit the policy again, the rule list will be
shown. Here you can customize the policy depending on the existing rules.

e Rule list: show a list of the PAM rules defined. You can check/uncheck the available
options. You can choose zero, one, or several:
o Close session: when the rule is met, Soffid will close the session.
o Lock account: when the rule is met, Soffid will lock the account.
o Open issue: when the rule is met, Soffid will open a new issue (*).
o Notify: when the rule is met, Soffid will send a notification about the action.

(*) You can visit the following page for more information about the issues:

https://bookstack.soffid.com/books/soffid-3-reference-qguide/page/issue-policies and

https://bookstack.soffid.com/link/1153#bkmrk-pam-violation

The PAM policies configuration is sent to the user-console.policies to the Store container. You
can find this file at /opt/soffid/tomee/data/ips

[0 Image

root@77bc37f3629d: fopt/soffid/tomee/data/ips# cat user-console.policies
[{"policyName":"policy002","actions":[{"shortName":"1ls -al","description":"ls -al","type":"keyboard","content":"ls
-al","author":"pgarcia","date":1720074500000, "actions":["N"]},{"shortName":"Drop table","description":"Drop table"
"type": "keyboard","content":"[dD][rR][00][pP].*[tT][aA][bB][1L][eE]","author":"pgarcia","date":1730303556000, "acti
ns":["N"1},{"shortName": "Windows setting","description":"User opens windows settings app","type":"screen","content
:"Panel de Control”,"author":"pgarcia","date":1731939483000, " "actions":["N"]},{"shortName": "whoami", "description”:"
hoami","type":"keyboard", "content": "whoami","author":"pgarcia","date":1720073853000, "actions":["N"]},{"shortName":
sudo","description":"sudo","type":"keyboard","content":"sudo","author":"admin","date":1709047462000, "actions":["N"
"C"1},{"shortName": "Massive delete","description":"Massive delete","type":"keyboard","content":"rm.*-.%r","author"
"admin","date":1709047492000, "actions":["N"1},{"shortName":"apt-get","description"”:"apt-get","type":"keyboard","co
tent":"apt-get","author":"pgarcia", "date":1725440932000, "actions":["N","C"]1},{"shortName": "passwd","description”:"
asswd","type":"keyboard","content":"passwd","author":"admin","date":1715332681000,"actions":["N"]}],"author": "pgar
ia","date":1734011609000, "maxSessionMinutes" :null},{"policyName" : "policy®01","actions":[{"shortName":"1ls -al","des|
ription":"ls -al","type":"keyboard","content":"ls -al","author":"pgarcia","date":1720074500000,"actions":["I"]1},{"
hortName" : "whoami", "description"”:"whoami", "type":"keyboard","content":"whoami","author":"pgarcia","date":17200738
000, "actions":["I"]},{"shortName": "Massive delete","description":"Massive delete","type":"keyboard","content":"rm.
- %", "author":"admin", "date":1709047492000, "actions":["I"]},{"shortName": "Windows setting","description":"User op
ns windows settings app","type":"screen","content":"Panel de Control","author":"pgarcia",b"date":1731939483000, "act]
ons":["I","N"]},{"shortName":"passwd","description":"passwd","type":"keyboard","content":"passwd","author":"admin"
"date":1715332681000, "actions":["I"]},{"shortName":"apt-get","description":"apt-get","type":"keyboard","content":"
pt-get","author":"pgarcia","date":1725440932000,"actions":["I","N"]1},{"shortName":"sudo","description”:"sudo","typ
":"keyboard","content":"sudo","author":"admin","date":1709047462000,"actions":["I"]},{"shortName":"Drop table","de
cription":"Drop table","type":"keyboard","content":"[dD][rR][o0][pP].*[tT][aA][bB][1L][eE]","author":"pgarcia","da
root@77bc37f3629d: fopt/soffid/tomee/data/ips# I

Actions
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PAM rules query

Query

Add or remove columns

Add new

Delete

Import

Download CSV file

PAM rules detail

Apply changes

Undo

Delete

Allows you to query PAM policies through different search

systems, Quick, Basic and Advanced.

Allows you to show and hide columns in the table.

Allows you to create a new PAM policy. You can choose
that option on the hamburger menu or click the add button
(+).

To add a new PAM policy it will be mandatory to fill in the
required fields.

Allows you to remove one or more PAM policies by
selecting one or more records and next clicking the button
with the subtraction symbol (-).

To perform that action, Soffid will ask you for confirmation,
you could confirm or cancel the operation.

Allows you to upload a CSV file with the PAM policies list to
add or update PAM policies to Soffid.

First, you need to pick up a CSV file, that CSV has to
contain a specific configuration. Then you need to check
the content to be loaded, it is allowed to choose if you
want or not to load a specific attribute. Finally, you need to
select the mappings for each column of the CSV file to
import the data correctly and click the Import button.

Allows you to download a CSV file with the PAM policies
information.

Allows you to create a new configuration PAM policy or to
update an existing one. To save the data it will be
mandatory to fill in the required fields.

Allows you to quit without applying any changes made.

Allows you to delete a PAM policy. To perform that action,
Soffid will ask you for confirmation, you could confirm or
cancel the operation.
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Password recovery
configuration

Description

Soffid provides you the functionality that allows to the users recover their passwords. To do that,
the admin user, o a user with the proper roles, must config the the password recovery parameters.

Screen Overview

soffid

Main Menu > Administration > Configuration > Security settings > |

Default questions

=
I

Enable email recovery

Enab

!!

Enable SMS KN ~
ferred hod Ermail
quest 0
ck 0
Number to answer to unlock : 0
Allow to unlock account and keep the same password
Enforce fill-in questions Disabled
Email subject Password Recovery
Email body This is your PIN for password recovery: ${PIN}
URL for SMS https:// =...&password=...&login=...&from=...&to=${PHONE}&message=This is your PIN for password recovery: ${PIN}&not
HTT GET
HTT
HTT HTTP headers for SMS
ons: tair
User attribute to store phone number PHONE

Tip: Use the ${variable} syntax to customize SMS and e-mails. Use ${PIN} for the secret pin, or ${attributeName} for any user attribute like ${fullName}

*. Confirm changes

Custom attributes
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e Enable email recovery: if Yes is selected, it will allow password recovery through an e-
mail sent to an authorized mailbox.

e Enable question&answer recovery: if Yes is selected, a question and control response
will be requested.

e Enable OTP: if Yes is selected, an OTP will be required to recover the password. That OTP
depends on the OTP settings configured into the Soffid Console and the OTP devices
configured for the end-user.

e Enable SMS.: if Yes is selected, an SMS will be send to recover the password.

e Preferred method: in case you select two or more previous options, this drop-drown will
allow you to priorize one option over the others.

e Minimum number of filled-in questions: indicates the minimum number of user
questions that must be have answered in the end-user's profile to can use this recover
password method.

e Questions to answer to unlock: indicates the number of questions that must be
formulated to the end-user to reset his password.

e Numer to answer to unlock: indicates the number of answers that must be answered
by the end-user to reset his password.

e Allow to unlock account and keep the same password: allows to administrator user
to unlock an end-user's account and keep the same password.

o Enforce fill-in questions: allow on each access Soffid to check if the questions are
answered. In case the questions have not been not answered, Soffid will display a window
with the questions to answer or to config to the end-user depending on that value.

o Disabled: allows you to disable that functionality.

o Required: if this option is selected, the system will check if the user questions are
answered correctly.
If the user have not a required number of questions defined or he have not answered
all his questions, the system will show the retrieve password questions page.

o Optional: when this option is selected, the system will check the user questions but
it will not show the retrieve password questions page if the user questions does not
meet the configuration parameters.

e Email subject

e Email body

e URL for SMS service

¢ HTTP method for SMS

e HTTP body for SMS

e HTTP headers for SMS

o Response must contain

e User attribute to store phone number: user object attribute defined on the Metadata
page to save the phone number.

Actions



Confirm changes Allows you to save the data of password recovery
configuration. To save the data it will be mandatory to fill
in the required fields.



OTP settings

Definition

The OTP settings allow the administrator users to configure the available OPT options. Soffid
provides four different OTP implementations.

Main Menu > Administration > Configuration > Security settings > OTP settings

Screen overview

soffid

? &
Main Menu > Administration > Configuration > Security settings > OTP setting
Enabled : =1 v | C=1 v |
Number of digits 6 6
Sub

Authentication code

https:/www.ovh.com/cgi-bin/sms/http2sms.cgi?account=sms-bg490971-1&password=
Your authentication code is ${PIN}

GET
# HTTP Headers : HTTP Headers
Bod Your authentication code is ${PIN} A
£ 3 to send :
Number of failures to lock the toker 4
10 the HT
Text t tin the HTTP response
“
Number of failures to lock the toker
10
Ensbled Enabled
Url to send ce message Number of digits
https://rest.clicksend.com/v3/voice/send Algorithm HrmacSHAT P
HTTP Method POST ssuer T
TP Headers Authorization: Basic Number of failures to lock the toker
asdfaksldfjkasjfkasjdksajfkalsjdflksdjflkasjdfklajsdflkjaskdfljaskdf 4 10
data to send {"messages” : [{"to": "${PHONE}","body":"This is a Spffod voice call. Your PIN =
Text to be present in the HTTF onse :
Tex presentin the HTTP response
“
Enabled &= v | Enabled =
Number of digits ] Minimum PIN lengtt 8
Algorithm HmacSHA1 Number of digits
ssuer Issuer 3
Number of failures to lock the toker Number of failures to lock the token :
10 10

® Confirm changes
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Standard attributes

Emall

Enabled: allows you to enable or disable the OTP implementation.
Number of digits: number of digits of the PIN code that will be generated.
Subject

Body

Number of failures to lock the token

To send an email, will be mandatory to fill in the value of the mail.from parameter. You can

visit the mail server parameters.

SMS

e Enabled: allows you to enable or disable the OTP implementation.
e Number of digits: number of digits of the PIN code that will be generated.
e URL to send the SMS: enter the URL of your SMS provider rest service

https://www.xxxxxxx.com/cgi-bin/sms/http2sms.cgi?account=sms-bg490971-
1&password=XXXXXXt&login=user&from=SOFFID&to=${PHONE}&message=This is your access PIN:
${PIN}&noStop&contentType=application/json&class=0

e HTTP Method: enter POST or GET depending on your provider documentation
e HTTP Header: optionally, you can add any HTTY header, including Basic or Bearer
authentication tokens. The header must include the header name and header value. For

instance:
Authorization: Basic dXNlcjpwYXNzd29yZA==

e POST data to send Enter the body of the HTTP request

e Text to be present in the HTTP response: Soffid will check the response from your
SMS Provider contains this text

"status":100

e Number of failures to lock the token

The URL and POST data to be sent, the administrator can use some tags that will be replaced by
some target user attributes:


https://bookstack.soffid.com/link/86#bkmrk-mail-server

e ${PHONE}: The target phone number

e ${PIN}: The one-time password to be entered by the user

e ${userAttribute}: Any of the standard or custom user attributes, like ${fullName} or
${userName}

Voice (alternative to SMS)

e Enabled: allows you to enable or disable the OTP implementation.

e URL to send the SMS: enter the URL of your voice call provider rest service

e HTTP Method: enter POST or GET depending on your provider's documentation

e HTTP Header: optionally, you can add any HTTY header, including Basic or Bearer
authentication tokens. The header must include the header name and header value. For
instance:

Authorization: Basic xxXXXXXXXXXXXXXOUVCRS1DMzEOLTI3MzAtQkY0OQy05RDgwRTMyQUQ40UY=
Content-Type: application/json

Accept: application/json

e POST data to send Enter the body of the HTTP request.

Text to be present in the HTTP response: Soffid will check the response from your SMS Provider

contains this text

The POST data to be sent, the administrator can use some tags that will be replaced by some
target user attributes:

e o ${PHONE}: The target phone number
o ${PIN}: The one-time password to be entered by the user
e Number of failures to lock the token

Time based HMAC Token

Enabled: allows you to enable or disable the OTP implementation.
Number of digits: number of digits of the PIN code that will be generated.
Algorithm: allows you to select an HMAC algorithm.

Issuer

Number of failures to lock the token

Event based HMAC Token

e Enabled: allows you to enable or disable the OTP implementation.



Number of digits: number of digits of the PIN code that will be generated.
Algorithm: allows you to select an HMAC algorithm.

Issuer

Number of failures to lock the token

Security PIN

Enabled: allows you to enable or disable the Security PIN implementation.

Minimum PIN length: minimum number of digits that the PIN has to have.

Number of digits from the PIN to ask: number of digits that Soffil will ask to verify the
identity.

Number of failures to lock the token

Actions

Confirm changes Allows you to save the updates and quit the page.



XACML Policy Management

Definition

The PDP, Policy Decision Point, is in charge of evaluating the defined rules. The Policy Decision
Point is essentially a policy compiler. The PDP must verify that the specified rules are within the
scope of the rule authors authority. The PDP provides the authorization to the PEP.

XACML Policy Management

The policy language is used to describe general access control requirements, and has standard
extension points for defining new functions, data types, combining logic, etc. The request/response
language lets you form a query to ask whether or not a given action should be allowed, and
interpret the result.

Main Menu > Administration > Configuration > Security settings > XACML Policy Management
It is possible to import an existing PolicySet into Soffid. The file to import must be a well-formed

XML.

To know more about XACML, read XACML 2.0 Standard Specification

Related objects

e Policy set
e Policy

e Policy set reference

e Policy reference

https://www.oasis-open.org/committees/download.php/2713/Brief Introduction to XACML.html



https://bookstack.soffid.com/books/xacml/page/policy-set
https://bookstack.soffid.com/books/xacml/page/policy
https://bookstack.soffid.com/books/xacml/page/policy-set-reference
https://bookstack.soffid.com/books/xacml/page/policy-reference
https://www.oasis-open.org/committees/download.php/2713/Brief_Introduction_to_XACML.html
https://www.oasis-open.org/committees/tc_home.php?wg_abbrev=xacml#XACML20




XACML PEP configuration

Description

The PEP, Policy enforcement point, is a component of policy-based management, where
enforce the policies. It is the component that serves as the gatekeeper to access a digital
resource. The PEP gives the PDP, Policy Decision Point, the job of deciding whether or not to
authorize the user based on the description of the user's attributes.

XACML PEP configuration

Soffid allows you to configure different policies enforcement points, each of then can use a
different policy set.

Main Menu > Administration > Configuration > Security settings > XACML PEP configuration

Web Policy Enforcement Point

Role centric Policy Enforcement Point

Dynamic role Policy Enforcement Point

External Policy Enforcement Point

Password vault Policy Enforcement Point

Screen



Enable XACML Policy Enforcement Point ' Enable XACML Policy Enforcement Point

Policy Set Id : Policy Set Id
Policy Set Version : Policy Set Version :
Trace requests Trace requests

Enable XACML Policy Enforcement Point .
Policy Set Id : Enable XACML Policy Enforcement Paint

. ) Policy Set Id
Policy Set Version : ’

Palicy Set Version :
Trace requests

Trace requests

Enable XACML Policy Enforcement Point '

Policy Set Id :
Policy Set Version :

Trace requests

Common attributes

Common attributes for each PEP:

e Enable XACML Policy Enforcement Point: select the Yes option to enable the PEP.
e Policy Set Id: policy set identifier.

e Policy Set Version: version of the policy set to enforce.

e Trace requests: select the Yes option to enable the trace.

Policies enforcement points

Web Policy Enforcement Point

The policy will be enforced when the user open a new Soffid page. Using this PEP you can define
the rules to access to Soffid pages.

SUBJECTS RESOURCES ACTIONS ENVIRONMENTS


https://bookstack.soffid.com/uploads/images/gallery/2021-08/image-1628231580976.png

User

User attributes
Account
System

Role

Group

Primary Gorup
IP Address

Server URL

Get
Put
Post

Current Time
Current Date
Current DateTime

Role centric Policy Enforcement Point

The policy will be enforced when the user login into Soffid. It will calculate the user
authorizations as of the permissions that the user has assigned.

SUBJECTS

User

User attributes
Account
System

Role

Group

Primary Gorup
IP Address

RESOURCES

Soffid object
Attributes

ACTIONS

create
update
delete
query

ENVIRONMENTS

Current Time
Current Date
Current DateTime

Dynamic role Policy Enforcement Point

The policy will be enforced when the user performs an action to evaluate if the user has or not
authorization. The user must have the proper role and comply with the XACML rule.

You can use that PEP to split the permissions, for instance, a support group can update the
permission of a specific group of user, and another support group can update the permissions of

another group of users.

SUBJECTS

User

User attributes
Account
System

Role

Group

Primary Gorup
IP Address

(*) It is allowed to use "Attribute Selector" to configure Dynamic role policy.

RESOURCES

Soffid object
Attributes
(*)

ACTIONS

create
update
delete

query

ENVIRONMENTS

Current Time
Current Date
Current DateTime



External Policy Enforcement Point
(https://iam-sync-
lab.soffidnetlab:1760//XACML/pep)

PEP of general purpose. Calling the web service, the clients can made validations and figure out if
the users have access.

SUBJECTS RESOURCES ACTIONS ENVIRONMENTS
User Token Get Current Time
User attributes Method Put Current Date
Account Soffid object Current DateTime
System
Role
Group
Primary Gorup
IP Address

Password vault Policy Enforcement Point
(https://lam-sync-
lab.soffidnetlab:1760//XACML/vault)

The policy will be enforced when the password vault is used.

SUBJECTS RESOURCES ACTIONS ENVIRONMENTS
User Access level setPassword Current Time
User attributes Account queryPassword Current Date
Account System queryPasswordBypassPolicy = Current DateTime
System Login launch
Role Vault Folder
Group Server URL

Primary Gorup
IP Address



Digital certificates

Definition

Soffid includes Digital certificate functionality as a security enhancement. You could add new
Digital certificates, internal or external. If you select the external certificate, you could add a valid
certificate to Soffid; If you select the internal certificate, Soffidl will generate a valid certificate.

Screen Overview

Internal

New token ? &

+ Organization name 5
d Organization name soffid-h

- Expiration date : 9/28/2033 ez

soffid
Device certificate : En

Certificate duration (months) :

24

Displayed rows: 1

Back Apply changes

External

New token

» Organization name
rganization name Certificate: Pick a file

softa

Orgamzamon name :

Device certificate m

Script to guess the certificate owner

Displayed rows: 1

Script to compute the user name. Can use the certificate and subject /

variables. Should return a valid user name p

Back Apply changes

Standard attributes
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Internal

e Organization name

o Expiration date: referring to the root certificate.
e Device certificate: Indicates if the certificate is for a device
o Certificate duration (months): Referring to users' certificates.

External

o Certificate: root of the certification authority.

e Organization name

e Device certificate: Indicates if the certificate is for a device
e Script to guess the certificate owner: script to compute the user name. Can use the
certificate and subject variables. Should return a valid user name.

Actions

Digital certificates query

Add new

Delete

Download CSV file

New token

Next

Apply changes

Undo

Allows you to add a new certificate. You can choose that
option on the hamburger menu or click the add button (+).
To add a new certificate it will be mandatory to fill in the
required fields.

Allows you to remove one or more certificates by selecting
one or more records and next clicking the button with the
subtraction symbol (-).

To perform that action, Soffid will ask you for confirmation,
you could confirm or cancel the operation.

Allows you to download a CSV file with the digital
certificates data.

Allows you to browse the wizard to create a new
certificate.

Allows you to save the data of a new certificate or to
update the data of a specific certificate. To save the data it
will be mandatory to fill in the required fields

Allows you to quit without applying any changes.



Recertification policies

Description

Soffid allows you to establish some policies to define the scope of the recertification process.

Menu option

Main Menu > Administration > Configuration > Security settings > Recertification policies

Screen overview

Main Menu > Administration > Configuration > Security settings > Recertification policies «

Name sharedAccountEntitlements

Type Shared account entitlements v

Filter Filter 4
p

Step 1 expression account = serviceLocator.getAccountService().findAccountByld(grant.accountld); /‘

StringBuffer sb = new StringBuffer();
for (owner : account.ownerUsers) {
if (sb.length() > 0) >
Step 2 expression account = serviceLocator.getAccountService().findAccountByld(grant.accountld); 2/
StringBuffer sb = new StringBuffer();
for (owner : account.ownerUsers) {
if (sb.length() > 0)

sb.append(” "); '/

Step 3 expression Step 3 expression 4
4

Step 4 expression Step 4 expression 4

Mail template
 temprate Dear ${fullName}

Follow this link to complete the review process

Apply changes

Custom attributes

¢ Name: name to identify the policy
e Type: list of available recertification types.
o User entitlements: the recertification process will be conducted to review user
access rights.

o Role definitions: the recertification process will be conducted to review the
relationship between roles.


https://bookstack.soffid.com/uploads/images/gallery/2022-05/image-1653572713094.png

o Share account entitlements: the recertification process will be conducted to
review access rights to shared accounts.
e Filter: this allows you to define a script to identify the grant list to which to apply the

recertification process. The grant object (*1) is always available. You can use the
Enumeration SoDRisk to compare:
o SOD_LOW
SOD_HIGH
o SOD_FORBIDDEN
o SOD_NA
e Step 1 expression: this allows you to define a script to determine who is or are in charge
to approve or deny the recertification process in the first level.
o Step 2 expression: this allows you to define a script to determine who is or are in charge
to approve or deny the recertification process after the first level of approval.
o Step 3 expression: this allows you to define a script to determine who is or are in
charge to approve or deny the recertification process after the second level of approval.
e Step 4 expression: this allows you to define a script to determine who is or are in charge
to approve or deny the recertification process after the third level of approval.
e Mail Template: this allows you to define a template to send an email to the people in
charge to approve or deny. Be in mind, that to work fine, the review process link must be
${url}

o

(*1) grant object is a com.soffid.iam.api.RoleAccount object.

Examples

Some sample scripts for the filters and approval steps are shown below

Filter

Return all grants with risk.

return grant.sodRisk = null

[&& grant.sodRisk != es.caib.seycon.ng.comu.SoDRisk.SOD_NA;

Steps

account = servicelLocator.getAccountService().findAccountByld(grant.accountid);

StringBuffer sb = new StringBuffer();


http://www.soffid.org/doc/console/latest/uml/com/soffid/iam/api/RoleAccount.html
http://www.soffid.org/doc/console/latest/uml/com/soffid/iam/api/RoleAccount.html

for (owner : account.ownerUsers) {
if (sb.length() > 0)
sb.append(" ");

sb.append(owner);
}
if (sb.length() > 0)
return sb.toString();
else

return "admin";

com.soffid.iam.api.Role role =
servicelLocator.getApplicationService().findRoleByNameAndSystem(grant.roleName, grant.system);
StringBuffer sb = new StringBuffer();
List owners = role.getAttributes().get("owner");
if (owners = null) {
[for (owner : account.ownerUsers) {

[if (sb.length() > 0)

[sb.append(" ");

sb.append(owner);
0
}

if (sb.length() == 0)
Oreturn "admin";
else

Oreturn sb.toString();

Mail template

JavaScript Editor

Paragraph Link URL = | = 2

${url}y v X
Dear ${fullName,
Follow this link to complete the review process G
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Actions

Recertification policies query

Add new Allows you to add a new Recertification policy. You can
choose that option on the hamburger menu or click the
add button (+).

To add a new it is necessary to fill in the required fields.

Delete Allows you to remove one or moreRecertification policies
by selecting one or more records and next clicking the
button with the subtraction symbol (-).

To perform that action, Soffid will ask you for confirmation,
you could confirm or cancel the operation.

Import Allows you to upload a CSV file with the Recertification
policies to add or update the attribute definition to Soffid.
First, you need to pick up a CSV file, that CSV has to
contain a specific configuration. Then you need to check
the content to be loaded, it is allowed to choose if you
want or not to load a specific attribute. And finally, you
need to select the mappings for each column of the CSV
file to import the data correctly and click the Import
button.

Download CSV file Allows you to download a CSV file with the basic
information of all Recertification policies.

Add or remove columns Allows you to show and hide columns in the table. You can
also set the order in which the columns will be displayed.
The selected columns and order will be saved for the next
time Soffid displays the page to the user.

Recertification policies details

Apply changes Allows you to save the data of a new policy or to update
the data of a specific policy and quit. To save the data it
will be mandatory to fill in the required fields.

Save Allows you to save the data of a new policy or to update
the data of a specific policy. To save the data it will be
mandatory to fill in the required fields.

Delete Allows you to remove a specific policy. You can choose
that option on the hamburger icon.
To perform that action, Soffid will ask you for confirmation,
you could confirm or cancel the operation.

Undo Allows you to quit without applying any changes.



https://download.soffid.com/doc/console/latest/uml/es/caib/seycon/ng/comu/SoDRisk.html|
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Issue policies

Definition

Soffid has defined automatic events by default. For each of these events, it is possible to define the
tasks to be performed and configure them.

You can find this functionality in the following path:

Main Menu > Administration > Configuration > Security settings > Issue policies

The default events are the following;

Issue Type Description

account-created This issue is created when the Sync Server detects when a
new account is created. This may occur after the
Reconciliation process has been executed.

disconnected-system This issue is created when the Sync Server detects that
some target system is offline.

discovered-host This issue is created when the Sync Server detects a new
host in the network. This only occurs after the Network
Discovery process has been executed.

discovered-system This issue is created when the Sync Server detects a new
system in a host. This only occurs after the Network
Discovery process has been executed.

duplicated-user This issue is created the system detects that there are
duplicate users, or when the task is generated manually
from the user management.

enabled-account-on-disabled-user This issue is created when an enabled account is detected
on a disabled user. This may occur after the reconciliation
process has been executed.

failed-job This issue is created when the system detects job failures.

This may occur by running any scheduled task.

global-failed-login This issue is created when the number of session start
failures exceeds the threshold of 0.8.



integration-errors

locked-account

login-different-country
login-from-new-device
login-not-recognized
otp-failures

pam-violation
password-changed
permissions-granted
risk-increase

robot-login

security-exception

Screen Overview

This issue is created when the Sync Server detects an
integration error between Soffid and an end system. You
can check the task in the Monitoring & Reporting.

This issue is created when an account has been blocked
for exceeding the maximum number of login attempts. You
can configure the property Lock after failures in the
Password policies settings. Even if it is temporarily locked,
the incident will be generated.

This issue is created when Soffid detects a new login from
a different country. It only works with the Identity Provider
and it is necessary to have the geolocation database
updated.

This issue is created when Soffid detects a new login from
a new device. It only works with the Identity Provider.

This issue is created when Soffid detects a login not
recognized (disabled user or user does not exist) in the
Soffid Console or in Soffid as an Identity Provider.

This issue is created when an OTP is blocked for exceeding
the number of attempts. Currently blocked with 10
unsuccessful attempts.

This issue is created when any of the rules of the PAM are
violated. You can define the PAM rules and the PAM
policies. Be in mind, that you must check the "Open issue"
option in the PAM policies you wish to control.

This issue is created when a Password change is detected.
These changes come from the end system (Active
Directory or Soffid OpenLDAP) and Soffid has been
notified. The issue is not created if it is the operator or a
script that changes the password in Soffid.

This issue is created when it is detected that permissions
have been given to a user on the end system. This may
occur after the reconciliation process has been executed.

This issue is created when it is detected the risk level of a
user is increased. You can configure the risks in the
Segregation of Duties option.

This issue is created when it is detected is detected that
someone who has not passed the CAPTCHA is trying to log
in to the Identity Provider.

This issue is created when unauthorized access to the
console via WebService or admin console occurs.



0

Main Menu > Administration > Configuration > Security settings > Issue policies =
Q Quick Basie Advanced
v Issue type ¢ Description % Action 7 Assigned role
‘ |F\\tur | |F\\tur | |F\\tur | |F\\tur
account-created Ignore SOFFID_ADMIN@soffid
disconnected-system Record SOFFID_ADMIN@soffid
duplicated-user Record SOFFID_ADMIN@soffid
failed-job Ignore SOFFID_ADMIN@soffid
global-failed-login Ignore SOFFID_ADMIN@soffid
integration-errors Ignore SOFFID_ADMIN@soffid
locked-account Record SOFFID_ADMIN@soffid
login-different-country Ignore SOFFID_ADMIN@soffid
login-from-new-device Ignore SOFFID_ADMIN@soffid
login-not-recognized Ignore SOFFID_ADMIN@soffid -

Displayed rows: 16

soffd ? &

Main Menu > Administration > Configuration > Security settings > lssue policies « >
Issue type : duplicated-user
Description
Response : RECORD v
Assigned role SOFFID_ADMIN@soffid @ SOFFID Administrator
‘ 9 Action v Description
‘F ter | ‘F\lic*
run-script Script duplicated users
send-email Test1
start-workflow Workflow duplicated users

Displayed rows: 3

Apply changes

Related Objects

1. Roles

Standard attributes

e Issue type: by default, some issues type are defined in Soffid Console.
e Description: a brief description of the issue.
e Action:
o Ignore: the action will be ignored, and no additional actions will be run.
o Record: the action will be recorded and an issue with the status Acknowledged will
be created. The actions configured for the Acknowledged status will be run.
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o Manage: a new issue will be created in the New status and the action configured for

this status will be run.

e Assigned role: the role who will be the owner of the created issues.

e Actions list: list of actions to be taken when this issue occurs. You can choose one or
more actions from the list and configure them:
o Issue status: it is used to determine the point when the action will be launched.

o New.

o Acknowledged.

o Solved.

o Solved - Not a duplicate.
o Actions:

o Notify affected user: this allows you to configure an email that will be sent to

the affected users.

o Send custom email: this allows you to configure a custom email that will be

sent to specific users.

o Run script: allows you to type a script that will be performed
o Look affected accounts: allows you to configure an email that will be sent to

the owner user.
o Look affected host.
o Notify issue owner by email.
o Acknowledge.

o Start new process.: allows you to configure the workflow that will be run.
o Description: a brief description of the action you are defining.

Note that it will be necessary to restart the Sync Server when changing the action of an

issue.

Actions

Issue policies query action

Download CSV file

Issue policy detail

Add new

Allows you to download a CSV file with the issue policies
data.

Allows you to add a new action to the issue policy. You can
choose the action from the action list. Depending on the
selected action, you must fill in different information.

Once the information will be filled in, you need to close the
window and Apply the changes.



Delete Allows you to delete one or more actions from the actions

list.

Apply changes Allows you to update the changes made to the issue
policy.

Undo Allows you to quit without applying any changes.




Break-glass recovery
configuration

Definition

Break glass is the mechanism that allows users to gain emergency access to critical systems or
information under exceptional circumstances when normal access procedures are not viable.

For more information you can visit the Break Glass book.

Screen overview
soffid ?

Main Menu > Administration > Configuration > Security settings > Break-glass recovery configuration

User : admin ® Soffid Administrator
User : aretha 9 Aretha Franklin
User : etaylor ® Elizabeth Taylor

Number of users required to break the glass :

2
Enabled : o “
Token c/ (q'
Created by : Patricia Garcia
Created on: 24/7/2024 08:22
Modified by : Patricia Garcia
Modified last on 25/7/2024 10:38

~ Apply changes


https://bookstack.soffid.com/uploads/images/gallery/2024-07/image-1721911781264.png
https://bookstack.soffid.com/books/break-glass

Related objects

1. User

Standard attributes

Authorized users

Allows you to configure from one to three users to break glass

User: allows you to choose the first users to break the glass.

User: allows you to choose the second users to break the glass.

User: allows you to choose the third users to break the glass.

Number of users required to break the glass: this number allows you to configure
the number of users required to break the glass

Authorized application

e Enabled: allows you to enable or disable the the break-glass recovery.
e Token: allows you to generate a new token by clicking the refresh icon.

Audit information

Created by
Created on
Modified by
Modified last on

Actions

Generate Token Allows you to generate a new Token by clicking the refresh
icon
( L]

Apply changes Allows you to update the changes made on the break glass

recovery configuration.

Undo Allows you to quit without applying any changes.
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