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Textual Index

Introduction

A textual index is a data structure used in database systems to facilitate efficient search and
retrieval of text-based information. It is designed to handle large volumes of textual data and
provide quick access to relevant documents or records based on specified search criteria.

When a search query is performed on a database with a textual index, the index is queried to
identify relevant documents or records that match the search terms. The index provides
information about the location and relevance of the documents, which enables the database
system to retrieve and present the results in a timely manner.

Textual indexes play a crucial role in enabling efficient search and retrieval of textual information

in databases, making them an essential component in applications that handle large volumes of
textual data, such as search engines, content management systems, and document repositories.

Soffid incorporates the textual index from version 3.5 using the Apache Lucene library.

Index configuration

Soffid allows you to configure the objects you want to use in the textual index. To do this, you must
select the proper object from the metadata page and enable the option "Use textual index". Once
you enable this option, the textual index will be applied to the attributes of this object that have
been included in the quick search.

Notice, from the user interface, it is not interpreted as a Lucene expression.

Example

Enable the "Use textual index" on the User object and save the changes.


https://lucene.apache.org/

soffid ? &

Main Menu > Administration > Configuration > Global Settings > Metadata « >
Object type com.soffid.iam.api.User
Description : Builtin user object
Use textual index : “

‘ (] Code Label Data type Built-in type
‘ ‘F\\ter ‘ ‘F\lter ‘ ‘F\Her ‘ |F\\ter
(] _ COMMONATTRIBUTES_ Common attributes Separator Yes
O | userName User name String Yes
O | firstName First name String Yes
)| lastName Last Name String Yes
O | middleName Middle name Strina Yes

Check the attributes included in the quick search.

Attribute metadata

& Attt < > =
Code
Label : User name
Data type: String v
Code J Letter case Keep as entered by the user v +y;
User hint
E 2
“““ O Description Description
| .
firstNamg Required : n
! i Include in quick search <—
B g Prevent duplicated values mm
‘. N Multiple values : IB“
illNar
irthDat Maximum number of rows to display :
thDa

How does the user interface
search work?

Once you have configured the textual index for a specific object, Soffid will apply it when you use
Quick Search on this object.

Example 1

If you search for users using the text "frankin", then Soffid will display all the users whose
userName, firstName, lastName, or middleName match, to some degree, with the typed text
following the textual index rules.


https://bookstack.soffid.com/uploads/images/gallery/2023-06/image-1685696054716.png
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soffid

Main Menu > Administration

frankin

L}
O

0O 0 0o

v User name
aretha

frank
frankrudolph
franks

rfranklin

- Resources > Users

& First name
Aretha

Frank

Frank Rudolph
Frank

Rosalind

% Last Name
Franklin
Sinatra
Olson
Sherwood

Franklin

& Primary group
world

Music

scientist
scientist

scientist

If you include the attribute manager in the quick search:

Attribute metadata

‘ <
Code
Label

Data type:
I User hint

Description :

N Required
ilINal

irthDate Include in quick search :

| 2

manager

Manager

User v

Description

N -

icture Prevent duplicated values Eln

JRGAN

2 Multiple values

e

Maximum number of rows to display :

Q

$ Enabled

Yes
Yes
Yes
Yes

Yes

§ Manager

Quick Basic Advanced

Displayed rows: 5

And search for "frankin", then Soffid will display all the users whose userName, firstName,
lastName, middleName, or manager match with the typed text following the textual index rules.

soffid

Main Menu > Administration > Resources > Users

frankin

00 0O 0O oo o opld

+ User name
aretha

frank
frankrudolph
franks
hlamarr
inewton
janis

rfranklin

Example 2

§ First name
Aretha

Frank

Frank Rudolph
Frank

Hedy

Isaac

Janis

Rosalind

§ Last Name
Franklin
Sinatra
Olson
Sherwood
Lamarr
Newton
Joplin

Franklin

§ Primary group
world

Music

scientist
scientist
scientist
scientist

Music

scientist

% Enabled

Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes

? &

Quick Basic Advanced

% Manager

franks
frank
frank

Displayed rows: 8

If you search for users using the text "manager:frank" Soffid will display all users whose

manager matches the text "frank".
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soffid

Main Menu > Administration > Resources > Users

I
-0
2

manager:frank Q Quick Basic Advanced
[ = User name % Full name ¢ Primary group 9 Enabled & First name  Last Name 7 Manager
O hlamarr Hedy Lamarr scientist Yes Hedy Lamarr franks
O inewton Isaac Newton scientist Yes Isaac Newton frank
O | janis Janis Joplin Music Yes Janis Joplin frank
O ntesla Nikola Tesla Support IT Yes Nikola Tesla frankrudolph

Displayed rows: 4

Notice the difference by searching "manager:frank?":

I

Main Menu > Administration > Resources > Users

manager:frank? Q Quick Basic Advanced
) v Username 5 Full name  Primary group ¢ Enabled  § Firstname ¢ Last Name % Manager
0| hlamarr Hedy Lamarr scientist Yes Hedy Lamarr franks
O | ntesla Nikola Tesla Support IT Yes Nikola Tesla frankrudolph

Displayed rows: 2

And by searching "manager:frank*":

i

Main Menu > Administration > Resources > Users

manager:frank* Q Quick Basic Advanced
[+ Username 5 Full name % Primary group 5 Enabled % First name  Last Name 7 Manager
0 hlamarr Hedy Lamarr scientist Yes Hedy Lamarr franks
0 inewton Isaac Newton scientist Yes Isaac Newton frank
O | janis Janis Joplin Music Yes Janis Joplin frank
U ntesla Nikola Tesla Support IT Yes Nikola Tesla frankrudolph

Displayed rows: 4
And also by searching "manager:fr*"

soffid

Main Menu > Administration > Resources > Users

I
=)
%

manager:fr* Q Quick Basic Advanced
[+ Username % Full name § Primary group 5 Enabled & First name 5 Last Name § Manager
0 etaylor Elizabeth Taylor Movie Stars Yes Elizabeth Taylor freddie
O hlamarr Hedy Lamarr scientist Yes Hedy Lamarr franks
O inewton Isaac Newton scientist Yes Isaac Newton frank
O janis Janis Joplin Music Yes Janis Joplin frank
U ntesla Nikola Tesla Support IT Yes Nikola Tesla tfrankrudolph

Displayed rows: 5

Example 3

If you search for users using the text "userName:frank*" Soffid will display all users whose user
name matches the text "frank" followed by any other text.
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‘
)
k)

softid

Main Menu > Administration > Resources > Users

userName:frank* Q Quick Basic Advanced
) v User name § Full name & Primary group §Enabled  § First name & Last Name § Manager
O | frank Frank Sinatra Music Yes Frank Sinatra
O frankrudolph Frank Rudolph Olson scientist Yes Frank Rudolph Olson
O franks Frank Sherwood scientist Yes Frank Sherwood

Displayed rows: 3
Notice the difference by searching the text "userName:frank?":

soffid

Main Menu > Administration > Resources > Users

‘
)
K

userName:frank? Q Quick Basic Advanced
(] Username 5 Full name $ Primary group % Enabled ¢ First name % Last Name % Manager
O frankrudolph Frank Rudolph Olson scientist Yes Frank Rudolph QOlson
O franks Frank Sherwood scientist Yes Frank Sherwood

Displayed rows: 2

Example 4

If you search for users using the text "frank" plus the wildcard "?", Soffid will display all users
whose userName, firstName, lastName, middleName, or manager match the typed text as long as
it has variation in the characters where the wildcard has been used.

soffid

Main Menu > Administration > Resources > Users

I
=)
2

frank? Q Quick Basic Advanced
[+ Username o First name ¢ Last Name  Primary group ¢ Enabled & Manager
O aretha Aretha Franklin world Yes
O frankrudolph Frank Rudolph Olson scientist Yes
O franks Frank Sherwood scientist Yes
O hlamarr Hedy Lamarr scientist Yes franks
O | ntesla Nikola Tesla Support IT Yes frankrudolph
U rranklin Rosalind Franklin scientist Yes

Displayed rows: 6
Notice the difference by searching "fran?"

soffid

Main Menu > Administration > Resources > Users

|
o
%

fran? Q Quick Basic Advanced
) v Username ¢ First name § Last Name § Primary group 7 Enabled ¢ Manager
| aretha Aretha Franklin world Yes
O | frank Frank Sinatra Music Yes
| frankrudolph Frank Rudolph Olson scientist Yes
O | franks Frank Sherwood scientist Yes
0| hlamarr Hedy Lamarr scientist Yes franks
O inewton Isaac Newton scientist Yes frank
O | janis Janis Joplin Music Yes frank
0| ntesla Nikola Tesla Support IT Yes frankrudolph
O rfranklin Rosalind Franklin scientist Yes

Displayed rows: 9
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How does the SCIM interface
search work?

First of all, you must install the SCIM addon in Soffid.

For more information, you can visit the How to install SCIM in Soffid? page.

Then, you can use any REST client to test and consume our SCIM REST web service.

For more information, you can visit the Testing tool page.

Finally, you can start to use the SCIM interface search by using Lucene syntaxis

Lucene syntaxis

Please browse the standard specifications in this link:

https://bookstack.soffid.com/books/soffid-3-reference-guide/page/lucene-query-parser-syntax

Term Modifiers

Lucene supports modifying query terms to provide a wide range of search options. Here are the
most common ones:

To perform a single character wildcard search use the "?"

symbol.
Wildcard Searches y . .
To perform a multiple character wildcard search use the
" symbol.
. Lucene supports regular expression searches matching a
Regular Expression Searches

pattern between forward slashes "/"


https://bookstack.soffid.com/books/scim/page/how-to-install-scim-in-soffid
https://bookstack.soffid.com/books/scim/page/testing-tool
https://bookstack.soffid.com/books/soffid-3-reference-guide/page/lucene-query-parser-syntax

Fuzzy Searches

Range Searches

Boosting a Term

Boolean Operators

OR

AND

NOT

Escaping Special Characters

To do a fuzzy search use the tilde, "~", symbol at the end
of a Single word Term
Soffid Console <= 3.4 version
~0.8: stricter search
~0.1: more lax search
Soffid Console > 3.4 version
An additional (optional) parameter can specify the
maximum number of edits allowed. The value is
between 0 and 2.

Range Queries allow one to match documents whose
field(s) values are between the lower and upper bound
specified by the Range Query

To boost a term use the caret, "~", symbol with a boost
factor (a number) at the end of the term you are
searching. The higher the boost factor, the more relevant
the term will be.

The OR operator links two terms and finds a matching
document if either of the terms exist in a document. This is
equivalent to a union using sets

The AND operator matches documents where both terms
exist anywhere in the text of a single document. This is
equivalent to an intersection using sets.

The "+" or required operator requires that the term after
the "+" symbol exist somewhere in a the field of a single
document.

The NOT operator excludes documents that contain the
term after NOT. This is equivalent to a difference using
sets.

The "-" or prohibit operator excludes documents that
contain the term after the "-" symbol.

Lucene supports escaping special characters that are part of the query syntax.

The current list of special charactersare + - && || ' () {}[]1 ™" ~*?2:\/

Examples

Example 1

Use the wildcard search



Request

GET http: //<domain>/webservice/scim2/vl/User?textFilter=fran*

Response 200 OK

"schemas": [
"urn: ietf: params: scim: api: messages: 2. 0: ListResponse"
Iz
"totalResults": 4,
"startIndex": 1,

"Resources": [

{
"lastName": "Franklin",
"createdByUser": "ActiveDirectory",
"fullName": "Rosalind Franklin",

"active": true,

"userName": "rfranklin",
"mailAlias": "",
"firstName": "Rosalind",

"createdDate": "2023-08-08 14: 26: 14",
"multiSession": true,
"meta": {
"location": "http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/v1l/User/2862",
"links": {
"roleAccounts":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/v1/RoleAccount?filter=userCode+eq+' rfrankl
in' +and+enabled+eq+true",
"groupUsers":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/v1/GroupUser?filter=user+eq+ rfranklin' +an
d+disabled+eg+false",
“accounts":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/Account?filter=type+eq+U+and+users. user
. userName+eq+' rfranklin'",
"issues":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/Issue?filter=user. userName+eq+ rfrankli

nl ||'



"effectiveGrants":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/User/2862/effectiveGrants"
b
"resourceType": "User"
b
"modifiedByUser": "ActiveDirectory",
“schemas": [
"urn: soffid: com. soffid. iam. api. User"
1,
"modifiedDate": "2023-08-08 14:26: 14",
"attributes": {},
"id": 2862,

"userType": "I",

"primaryGroupDescription": "scientist",
"primaryGroup": "scientist"

}

{
"lastName": "Franklin",
"createdByUser": "ActiveDirectory",

"fullName": "Aretha Franklin",

"active": true,

"userName": "aretha",
"mailAlias": "",
"firstName": "Aretha",

“createdDate": "2023-09-06 13:12: 54",
"multiSession": true,
"meta": {
"location":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/User /276397",
"links": {
"roleAccounts":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/v1/RoleAccount?filter=userCode+eq+' aretha'
+and+enabled+eqg+true",
"groupUsers":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/v1/GroupUser?filter=user+eq+' aretha' +and+d
isabled+eq+false",
"accounts":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/Account?filter=type+eq+U+and+users. user
. userName+eq+' aretha' ",

"issues":



"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/Issue?filter=user. userName+eq+ aretha'"
"effectiveGrants":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/User/276397/effectiveGrants"
b
"resourceType": "User"
b
"modifiedByUser": "ActiveDirectory",
"schemas": [
"urn: soffid: com. soffid. iam. api. User"
I
"modifiedDate": "2023-09-06 13:12:54",
"attributes": {},
"id": 276397,

"userType": "I",

"primaryGroupDescription": "World",
"primaryGroup": "world"

b

{
"lastName": "Sinatra",
"createdByUser": "ActiveDirectory",
"fullName": "Frank Sinatra",

"active": true,

"userName": "frank",
"mailAlias": "",
"firstName": "Frank",

"createdDate": "2023-09-06 13:12: 54",
"multiSession": true,
"meta": {
“location":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/User/276435",
"links": {
"roleAccounts":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/RoleAccount?filter=userCode+eq+' frank' +
and+enabled+eqg+true",
"groupUsers":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/v1/GroupUser?filter=user+eq+' frank' +and+di
sabled+eq+false",
"accounts":

"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/Account?filter=type+eq+U+and+users. user



. userName+eq+' frank'",
"issues":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl1/Issue?filter=user. userName+eq+' frank'",
"effectiveGrants":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/User/276435/effectiveGrants"
b
"resourceType": "“User"
b
"modifiedByUser": "ActiveDirectory",
"schemas": [
"urn: soffid: com. soffid. iam. api. User"
I,
"modifiedDate": "2023-09-06 13:12:55",
"attributes": {},
"id": 276435,

"userType": "I",

"primaryGroupDescription”: "Music",
"primaryGroup": "Music"

}

{
"lastName": "Sherwood",
"createdByUser": "pgarcia",
“fullName": "Frank Sherwood",

"active": ftrue,

"userName": "franks",
"mailAlias": "",
"firstName": "Frank",

"createdDate": "2023-10-05 15: 32: 40",
"multiSession": false,
"meta": {
"location":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/User/432644",
"links": {
"roleAccounts":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/v1l/RoleAccount?filter=userCode+eq+ franks'
+and+enabled+eq+true",
"groupUsers":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/v1/GroupUser?filter=user+eq+' franks' +and+d
isabled+eq+false",

"accounts":



"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/Account?filter=type+eq+U+and+users. user
. userName+eqg+' franks'",
"issues":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/Issue?filter=user. userName+eq+ franks'"
"effectiveGrants":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/User/432644/effectiveGrants"
}
"resourceType": "User"
h
"modifiedByUser": "pgarcia",
"schemas": [
"urn: soffid: com. soffid. iam. api. User"
1,
"modifiedDate": "2023-10-05 15:32:40",
"attributes": {},
"id": 432644,
"userType": "I",
"primaryGroupDescription": "scientist",

"primaryGroup": "scientist"

Request

http: //<domain>/webservice/scim2/vl/User?textFilter=fran?

Response 200 OK

"schemas": [
"urn: ietf: params: scim: api: messages: 2. 0: ListResponse"
Iz
"totalResults": 2,
"startIndex": 1,
"Resources": [

{



"lastName": "Sinatra",
"createdByUser": "ActiveDirectory",
"fullName": "Frank Sinatra",

"active": true,

"userName": "frank",
"mailAlias": "",
"firstName": "Frank",

“createdDate": "2023-09-06 13:12: 54",
"multiSession": true,
"meta": {
"location":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/User/276435",
"links": {
"roleAccounts":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/RoleAccount?filter=userCode+eq+' frank' +
and+enabled+eq+true",
"groupUsers":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/v1/GroupUser?filter=user+eq+' frank' +and+di
sabled+eq+false",
"accounts":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/Account?filter=type+eq+U+and+users. user
. userName+eq+' frank'",
"issues":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/Issue?filter=user. userName+eq+ frank'",
"effectiveGrants":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/User/276435/effectiveGrants"
b
"resourceType": "User"
b
"modifiedByUser": "ActiveDirectory",
"schemas": [
"urn: soffid: com. soffid. iam. api. User"
1,
"modifiedDate": "2023-09-06 13:12:55",
"attributes": {},
"id": 276435,
"userType": "I",
"primaryGroupDescription": "Music",
"primaryGroup": "Music"

}I



"lastName": "Sherwood",
"createdByUser": "pgarcia",
"fullName": "Frank Sherwood",

"active": true,

"userName": "franks",
"mailAlias": "",
"firstName": "Frank",

"createdDate": "2023-10-05 15: 32: 40",
"multiSession": false,
"meta": {
"location":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/User/432644",
"links": {
"roleAccounts":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/v1/RoleAccount?filter=userCode+eq+ franks'
+and+enabled+eqg+true",
"groupUsers":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/v1/GroupUser?filter=user+eq+' franks' +and+d
isabled+eq+false",
"accounts":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/v1l/Account?filter=type+eq+U+and+users. user
. userName+eq+' franks'",
"issues":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/Issue?filter=user. userName+eq+ franks'"
"effectiveGrants":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/User/432644/effectiveGrants"
}
"resourceType": "User"
b
"modifiedByUser": "pgarcia",
"schemas": [
"urn: soffid: com. soffid. iam. api. User"
1,
"modifiedDate": "2023-10-05 15:32: 40",
"attributes": {},
"id": 432644,
"userType": "I",

"primaryGroupDescription”: "scientist",



"primaryGroup": "scientist"

Example 2
Use the wildcard search in a specific attribute

Request

GET http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/User?textFilter=userName: frank

Response 200 OK

"schemas": [
"urn: ietf: params: scim: api: messages: 2. 0: ListResponse"
s
"totalResults": 1,
"startIndex": 1,
"Resources": [
{
"lastName": "Sinatra",
"profileServer": "Void host",
"createdByUser": "admin",
"fullName": "Frankaaa Sinatra",

"active": true,

"userName": "frank",

"mailAlias": "",

"mailServer": "Void host",
"firstName": "Frankaaa",
"emailAddress": "pgarcia@soffid.com",
"mailDomain": "soffid.com",

"createdDate": "2023-06-02 07: 41: 47",
"multiSession": false,
"meta": {
"location": "http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/User/3910",
"links": {
"roleAccounts":

"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/RoleAccount?filter=userCode+eq+' frank' +



and+enabled+eqg+true",
"groupUsers":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/v1/GroupUser?filter=user+eq+' frank' +and+di
sabled+eq+false",
“accounts":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/Account?filter=type+eq+U+and+users. user
. userName+eq+' frank'",
"effectiveGrants":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/User /3910/effectiveGrants"
b
"resourceType": "User"
b
"modifiedByUser": "admin",
"schemas": [
"urn: soffid: com. soffid. iam. api. User"
1,
"modifiedDate": "2023-06-02 07: 41: 47",
"attributes": {
"picture"
" /9j /4AAQSkZIRgABAQAAAQABAAD/2wCEAAOHCBYWFRgVFRYYGRgaGhk YGhgaGBoYGhoYHBkaGhgZGhgcIS41HB4r IRgYJ
j gmKy8xNTU1GiQ7QDsOPy4ONTEBDAWMBgYGEAYGEDEAFhOXMTE XMTEXMTE XMTEXMTEXMTEXMTEXMTE XMTE XMTE XMTE XMTE
XMTEXMTEXMTEXMTE xMf / AABEI AKgBKwMBI gACEQEDEQH/xAACAAABBQEBAQAAAAAAAAAAAAADAQIEBQYABwW] / XxABFEAACA
QIDBACECAQFAgcBAAABAgADEQQSIQUXQVEGEyYJhc YGRMkKhsQcjUnKSwdHwWFGKCoiQzY7LhU3NDZIOTo8LxFf/EABQBAQA
AAAAAAAAAAAAAAAAAAAD / xAAUEQE AAAAAAAAAAAAAAAAAAAAA/90ADAMBAAIRAXEAPWDeqIVZWECBAQQiCIBHqIDgItogj
wICWiqIto4CAqiZn6ScNnwDn7DI/wAcp/3TUKIX9JcNnwldOdNj5gMw+UD5zcQYh6qG+gPpGr Qb TAdThBHUSK3MfEw4AwWRS
n5QG4dtd8t8JU3DTO/wCZBpYVRVIOZMpqg97ytxgTi44n8z2z3D9+k4G+4ee79iR/4pF3C/iY2r tIAakDOgT6WHO1z4/v97
0ZEpL7RzHuU5/nM/U2wg3Fm+Eh1NsN70A+MDWF xir 7Kj 975F x00r e04Xuvb+0a+kyVTaDtvc+ANh6CANQWNF W2wg3ZnP4R6
NX4SFV2y59kKv9x9Tp8IUXMab3gS62MZvaYnx0npI7Vo0oeAJiVKLAXINoC141njAJzixsdPnAUNEZpY7H2FiMSbUabMOL
nsoPFzp6XM9G60/R/SpEPiCKr jULb6tT906ue86d0DLdEuhz4kr Vghkob+Iao0Sc1P2vTmPWgNFUUIihVUBVUCWAG4AQw3
RpEBhE YVhj GkQAOs CZJYQbL Aj 00ZeF qLBQNAqwgSKphF gMCRWSE Ah VWAF Us C ToBgSdwHEmMUMI 6YYJCQapJH2Uc /GOr /pH2
y1FEpLcBwSx5gaBfz9J4/isWzHfaB61ivpKwgexTrP32RB8WvBACU2J+1VrkU8MgHAVULf2q0+c8xZo14G1xn0OkY5/ZdKY
/00F /V8OpMX0j XxNX/ADMTVYHeM5Vfwr YFfCUmaITAmCoI7r 5Bz TrmBYDFGDav3yJaKtNjwgGOJPj GHFNF XCkyTR2cDgxPgI
EAL12PEXERMPZBPgCZdOcIg0iE+MtKeznb2QQDwtv/esDLjBPxGXx/S0TB8zfwm2w/RoseleXOH6PUltm3wMBhtiM5si+us
u8NOKdvaNvKwm/wAFhUQj I17d36y1COfcC+IEDZE9Csu8mFodF1G+3pN9XRuQ+cjFLDUQMvh+j6BtRbyhdq7DTIu56j9Ja
tvvFxL99g3/AHxgeYYjZ6qWPL1lu8ZsuhfRzDPSGIemHcs w7 faUZTYWTdf xvKNkzswtcA30F766D4fGekbCw4dTDO1At2Qbd
5138TeBNRQAABYDcBuH1lHho2dAfeJImgyYOmATNGSs 0YzRmeA8tBuOVngWeAj tBZo4vB50G1QwimAVo4PAkqOKr yIHjg8CJ0
k2DSxtLg6hZWGqOp7SH]j puIPEGeN9IuhWKwpLMhqU+FRAWFv513p56d89yDxy1IHzZNENOBtTozg8QSalBMx3ulObzKWv5z
M4z6L8M2t0tVp9zZXHyB+MDy0JPRqVvOVVPCcXKH71N1+TGQNofRzW0I9Z261I09g1Az51ScqgXHMiBjUp34981rh1G+Dan1Pw
1maVeQ/y/L/APIEXIL6CEWnynDfJ2BVScpNoDMNgGYiwB85ZJsuotil08Q0ZabMwigg38949RNKmFDLr YwMxgKS3CurKeF x
++C02GwAt2XBHDSSKOFKqL145b/Cd1AGqi3h+kB38Jbe/0JJIpBFGm+NOy8z6RmMGIBvXx5wDde5PZB8bWkoI1u03kJIyMOInV



SQAL6Ad/0AKpSHf6yvXxNhuvFq7U1IWl++RhXz3vpADm3yJjn7DWOIBs YdjyOm6QsShyt90/KBUbOw/YVtOxmI14k6fAes3
+DZcqoHViqqDYi+gHDhMLhELhETQMoGhsQNM5PLfaW+Mxal6iJTULLIuw91RbUM3ENTA1BE6DL xM8B5Ea0b1k 7NAY4g4Ux
PEATGBYw7iDKwAXmWHIEbpAv1hAIJYQGA4R4jBHKYBBFiAziYCGKIOMKIDXxKHp4p/gntounfwzj87S+WVnSxL4Kv3In/Aw
b8oHi+LpAtpwCmTqVH6pL8j /uMFTp7yfDOAENYpciIOBRTjr AgkoXalo9sMyG/wCWnpCqLax+P20EAAAZHXUcOEBUG2wOM
3yg25f8S2wnTNcwDIVAXHWOMTXWIe/bsugPAWvz7+6Ds9s xWAG/mLgEE jkQQbwP YdnbdpOtlYa+nfLBmVhpuni2G2nk5ib
jox0jD9g+1A0900BmEitj0OQ90wi4RzrKDaxdWsqFiONtLwIelNt1lstgKgXF8zfvTjKHE903r4nX71hfmBI2JINUKK1 xfQKD
qSeQ4eJg2Z8Ndy6U70EuEZzszWubs29R690C1 wGKwonLnDHA2jL1KiMNDfvvYDOkKjgKuJp02alXZGKulSmACAAVNNXYr cH
iN8yiY00/1QqBNzI3a6sg20f31+UDb1TcaayG99YLDVibZuUk110vAhbBp XJHHMU8r 3NVI X1 xWp AOVAFrgj9+szmA26uHx
LoVuxF8xPshgCQB4W9Zf5y75h7639bpf+4QLmn7I8B8opESL AQRSZXE YRAW84XVE51gBYxpjmSMcQBuY08cOHaBgFEdalo
jhA60UCdaKIC3nTohMDoojLXxYBVMbjsP11GpT+2jp+ISBOWSKZgeB1Kp0OOul7jkbk/vwlli6oegjjgSvkDp8CI/pbs/qcX
Wp71c51+6/at4A3HLIMFX6t6Z2G7tr8j+UALLCO40F4zEbH7S52s x0vb2eXjNLOVIZATb/n9/KWul9kBxmXQj98IGOTYFUS
lennDEMHVwpzDQWO+1uGnHnNbsvol1SSiy0OLs5zWXUIL AKoYgXs ANe+Q8Hh6YyEAG/jrL611S3bbTugYXaXQ1lkVnDLZbm2rE
6nyGhHpM9sZiuJS2mtp6ltrFKtJlgdltTPLQF T65SN94HsuGfs Anu+Ufhgt75QfLjIuz+1RvxtHYapAj4/C02a5WxBBvoDo
d17eMqcZsNajEq+W9iylQwlGgOpOPfNTXoh1luN8r v4fnp++cBcFhkwbZFYm9yxvqzHS5t4W8pG/gUe5YAchbcJIMTBr vzEw
opiBUrg8h/41ZtB7dkbyQB56TQ4phaZjFDNUQA9/Td8bQI229jI9RKiXznsuP5V7KnOEvcEgzKolChU89Xb/avr CVqJVLK
bE72tckHSWHG5Mk 70weRdd9txNyL6knmx4+AECTOVHGNIgc TEVEVHgQOD Ts 04iNJgKRBOs fnjWeBHCcRt052gs 8DUARW] VM
dA4CLEVEJgLmiXnRsBOVYwQloDhDIOAIRTAxXPOo7PNqWIUaLenUI4Am6E+eYeYmDwIOUBh37/0e5VqSujIbhkYZWU6gg8g
dr dBEo5qwxGSiNSGQu4/1Qgj0eAvr 4wMls XHOVVKndf T4zdOcfmE8Oxr IXFSncKb2DEFhY21K6E7t30Xuwto71J8P1A2Ar
d3n06y5s YGLVBj0S8Cg6Z40CnkHEZE7I056q] vvL /ppibsEXgLmM6G4G5LnU7v1ge]j7Ip2pnw/f7831GXeRLHZ0OnZ51Q8ah
DHxgHwb8L /v8AZkhwDVEqkd113j j JIDFBhA51I3QLsRvk1jIWI4wKjG4nWU+GrMa6sqlramyslhY6kKCQOEtMYmhJ/fK06
LJ2grfcF/xE/1As8Iju2dxLAOVbWPiVO0b9DrrraTTFt0gDjSsIREgCyXx6XWEEZQF cwoGNZ4wt AdeNaNBj j AGBFDNBWgaV
IVYNBCCAtowwgEaywEnRLRODgI4CII4QHARwWcSKggKizyb6SuknWvlCEdWhsbnss/E2Gr24DcOPdrun3SL+HpGj TI611N
ze2SnuJJ4E7v+bTxqtUN81wt9c7DtH7icB+7wIWz3GQ7rF2IsLC4VLi3C418pIwl TIWPCQcC+dKiBizLaqtxY2HZT4FT5Q
9B8ynmNTfKBv8AAV8wUjWWOOtopRpFj vIOHMz0bBq2S54CU02tgmgql+A3DugQ8XiC7Mx1IMteiWOCVCjGwOovzmezzkuz AL
cnhaB7LhMcpbRh6ynx/SIDV6tFeql7HIhZVPe268pNh7EZSHrs1j70NviwbzBOORQEUKOAAAGOW1 AhbuLE7xy7ryn2jQek3
WJdk3uo3gfaHdLt60j jFKDraBFwe@VdbqZlepbUyi21hjSb+IoeyT9YnAX94Dh3j vk LMVnTN3XgLjDmU21PLvgMBtE4cMh
pliTc62bcBfLa5XvGmshPisis53LZv7h+svMLthHUHQ8bw009JUb3G13ZSGv929s31eSqe26De/bhqDv463jSGQYeotmRCD
vuolMhbU6GNKwLJdWt97dqAQfbHc3kRANjFOyLiolueYTgeJRjZXRjyDAnOBmMAqgs yOUCEMBmsL tdQdXS+rqOK+2ttcwgXRD
€99gGs5INLdRufMpFlud+4ccu6B6SwgnWYXCbfqg4dsr 13UvilyN1aJTWLxZyBw58LTZb021 TrpnpsDb2gGBKnkcpIgP YRhEK
yx10AwJ0J1nZYAmg8OM6WVoGLURYiDVo9WGEUZMiRYDZ104LHBYAWIRRHBI9afpASF 1d0g22mFp ImILKHIV8A9] yUSDt Xp
fQpBshFR135TdR4kanyE8125t56z13bUm4JF2HII17I0VI9YAdtY96jmo7asbl21luear vbkCQAOHOVYJ0qIW/ngaj46R5ze
OEAV79Q3Y9/a/SMrFTrUgM55LrbuudPSBKwG0enVR3emQDZ17PsEWYaC24mWO1MAcPUsuqPc025r xtUnmNPKxmeDJuWmW8S
T8BN30bdMVhuoqqQUsNfaAt2HUn1qPLvgRIM1s1F1XeF0g4ixmeqL 1AvLV6LAStkfVT7LcGXn+04SHj69Zr j OgRKKK2813
jNVsJcO0hzM6X7yJjqyEbXLXZWyKdXXPc8V91lh+vH1gennFUK106upAtexBt6RKGOaIATr VuObCZzBdEcPa+errycDcByGs
SE6MYNd6FiL+3UbXfwB8IFLiNoU1FzUQD74/WQ6rmqv10p0IY6KdeHP5QB2bhUYFKNPNws oNvMEK+Mt6LhBT j Ar8Ar glKo
9rnuInbSpBFsDpu/WO2IWLLpvGt5SYmpUqgsiXsSQo8WNh5m8CJIjaud0QA5ew5W2joHAb Xk CIXdSp60OK/VFKpSmST1be2VV
rjsaL7V7a6jjLPpIow2ITLotHEVKZ/7bpTqW/C7yp2jh7L1V7t1qlydNVZqRPhYo3/qXgEo4qr TdHd2KOz1dCMrI/DOOIP
BhozZ6XsnaiuoN73nmWOaxavinDG1IBRfVWBdaZpsOKntaeYtJ0ysU9FkKezUynIWGZMwzDxUjc3r Y7w3nSHYilOupKPcMj
rvVx7LDv+YnntX0jMjj qyHGewOpVWOTEU/9J9zLuveeobLrFls2t510m2FAIrBc2VWwWon/Uot/mKOZA7Y+6YGXF7dWUANy
gQ3KrUHabDk7zTcdpD7p3RN1Y16Lq9JaRQDsgkU6zpftIdb0ym6kHiNN8FVXQqXuAEps /NG7WEXPipshPIyLinS4esjFHZ



g6IcppllstS3DWwax/KB6xhMStRFqJqrC4594I4EboRhMjOHXx62egHzrq9Jj02XQ0jD7amxP3r8Zq2eAhMS8S8SBzmBz wj
1DtAOAj 1M4COtAVWhVMCBCKIBRHARLiRNG7XTDr du05BKotyzd9hgB3wD7R2h TongNbkPeY8gPz3Cefbb6Q1MV2EICTYp
laYc/eBBznuB8oLaWJqlnNR1gDk3ULUVV5atoB4CQEqVGPZGGXAPUZFV/ILIw8r wkDGk7hUL2YDIyZKwN9ymx1vyP1K50Z
fdWn3sbufz+E021aYrL1CZKoOFOr 7R5CnVNmBvuV90R4Sr 0AFuxg3J+1UZiPSyiBRsyX1Lufwj8zHpm9ykB3kFj6tJGIpl
UOuSn3BkO9CZFc39qgr fuAY/0wgPdXPt0q92YD4LImwdonD11frMynsuNTdTvI7xv8u+V16Y40fML+s4svBP7mMD1 fauAXE
0SgIv7dN+Aa2mv2Tx9eE87VGRz TcFWU5WB3gzRdCts Ar /AA7XBXVNA68VvzHyPdLHpPs Xr 162mPrUH/uKPdP8w4engFDiM
ASugvpKhsMénshr915ouju@Vaytv3WPxmjQICCANT3+/CBisM20NsgqW3bv1Es8NsrHsczs4B3gkChZKigX+EmJIXUiBQbP
2a6bxr6nllglMrv3yfUr ASqx+LAHfuA4k8LCBWba2itJc7nTlxJI5DmZA6C4ts TjKebgxcjkEBK/HLKfpc5Y6nQbhy5zQ/Q
3h03WrHggovmczH4CAP6SFHW4pbah8NVH9aGk f9qiE2bsF6/wBY3YLomZSAe2qKGPgSin+kS8x2CTEYypi ASUKUOA91sh]
zeFybeF57136pVYaWdAfBj 1+ZEDz TpXQqUi60EyuVLMihCxW5Utbed TIH8cGXxKuoIRVRFB3gKoF j33BM3PTvCipTzDhr+v
5TzzDUi7qote/tWlsPnA9d2HUBUGQemas tPrE1ZCHA+OFN3Xz XMP0SdhOcgAdwndKCwo061i7IpcDmV7Vv00Dzg0OkVs170x
ZM3PC4jWm39DnfwguOwdHIt1I3X/x0GNhod5en63hCiEZfcQ5CTf8AyuJ7VNv6HIgqrsCKje2pV3H+rQcUq/4kZWgM2btIJ
UTEU1C9pespjQB7WLIPsuuYW4G3dPUetDAMpupAIPMEXE8uxRp1MIRRIKXSqqjUoHHV107XxZcwm56]401MMoNs yMyG27 TV
S049i0C2Dzs84r GEQH50y8WMt A®@itHgwSiFUQHrDoINU4zGdIek3WXo4c3QGzuC/a5gdWpIXzF /DeFztjpML06Uu2/wBoK
7IvgUUhjMJjHagxLuj1tSr1alIn8YRYF61il+qgB/mOLuPMyRQqZtFBb/sls/wD8Fa5bwgREwrUzmFDEp/NSc007ULb4yQt
Ral82WsRvV16rEabyrrc0d+hJPdEZFQKI9x1L5M6B8PURt5zpgmnd6wj JUc5Hb /E02z0yQt6iWuAHHtEAZhqQdYA8QV6tTm
aphn0Vs4+sovpoDztqOBA3XLXicJTRnTElatwQazUB1dCLhr sRv/MS4p4hAGgZPggnYXFIbOYnROHAXL Xkbj1B1kdCEV1z
01vSqEArUwzm7C5BtYdsb9zCBncSUEX2RWf vZKXX+mV75T7FEKcNWf8psHbENQYnDaaAhqY90xf4SsxeHrn28ZT8qxPwUA
QKEdYNyZf6Lf701jV4sB/Uo+XhCYVCoONTXVj3Bm+N5DyJ90+SwDU69VHV1cZ1II7SnX9P1nqGx9pIWpo67y00L+y3vCeTO
E4FvSXHRnaYolAt+w5AI3WF3Tv47vTLALU2+jpZzXwlg+903Bj xZTuDcxu0/TjQrtipSbI6spGOWFj6H5zbUsRCSPj XUiz
gGHJgGHXgRMNO1ipMmrWPIx9Hb6D3x6yH/8AzgbGwo0/wLNBszohhaq2en1b7SGx9LWIRArK/SBdyn0eAGvryjMCjM2dzdz
cADco7uZ75dYno3h6JP1yIBpeoMgNt4DAENbQHdaRa+TIWoulWxCk®3R+0QSq2U3zEA2HceUCs wlKmlZmex6ulglrDjmN+
QmgwL tUzCk1kIKs9ygdTvAG8i3Ezz7Z2MV8Qrkgrmt14HS4J5ier 7LgL YeEBINcgHYJUb8upHUlxHhr IfSHFKcIWdWBCOY6
nvWzD41iX7r XEwf TqgkiISzMqVDcqpsrOpvenTTja8Cg2p0g69FppfddzyEi7F T64abpVOWBHYBuxs ANSeQ750thbJc102xV
tD1WxIHedwgegbL Y2F5Kx9MMpHAj XzkbDOcoGpPiZIfVbwPLsVhVpvlTalrh3v/ANGs SabX5JUVvKOhKC5AbewGcfz64as
fUO3mk6V0Q5322j qSeRftU2Pg6IP6zM2WLHNUNTK/eDUUOqg7s tVEPNAFg665Er FRmpDacQm7r KT9gP41i+U94Uy96A1s1S
pSvcG4/qT2GH31LfglFtHDhLOvVs YijUvbXtg3YfiVIJ2VieorLWJy5KjUqwIJ31ijEDXUZ1lvwtxgemMIwiSaRV1VOIZWAI
I1BB3WIiMkCPaDtJBgvOBOEWFA1RS7sFUbyTYTpODC9Iekj1lwlUpgrR5nKvWcL13ITL/KA/eAZQI/86eeKcHW7ChR6TpOAg
ruuod7aC9PGolrm2qtra54+sI6Z2am7KtVWVqfWU6ahxbRS677k6Xup011iToBqdRsz5UIc/wCdhXvapzemTx423jeMwjK
10EUhyaOb6up/4mHgb8j21tfXTxHI90gdUZyzOF Xr kU9f T9yvSPt00GhuLE27mG6MWm]j otLP2HzNh6jWBR/foudwBNvPKd
xnToF fhKN1KnCO7U2NNyr1PbXmoBANiDbviVqCa5sFWHi9QfNPGLOgVmKRPdwr373gH4BRKmop4Ubd1lnPznToAWY/YH4W/
WNKnflsNxGtjOnQNvOY2pnQKx7SaG/EcD+velpKeEaoQBONQNJIs3YoWxI1/f6SZtnGU8Jh3rsAci3VLhc77kQHVNok6B5J
T2saH+ISun8TUqVC60jMtMPmcvncZb3IAABOp7xM2+LZ83ZA7C1LtWIZ1v23Gt30Y2JtlvpaLOgDw+Is21gBusLcbi/E8tZ
6p0a2mHRTTXd5zpODVOsRKjpds X+ModWrhGDBwxGYXAIsRcEXvVE6dAot19HqeDQs VNSqB7ZsLE7gg90X85Z7D2aEGdt XY
3J8Yk6BdVGAtIuKItp8506BjNvIztkU+32A2mj5WZCP60UT0583aC2L XcDgpgqA51 /prOx+KLOgBwo6xBTIOFS0162s1VCa
fkXQj zkpsQUUGLINVZ3BpVUYLINSmAWIDGXLIN3MGdOgazoNtEWFDFSjKSwpNe6X90ITqUvr Y61i54WmqczpO®ATiAnToH/ /2

h
"id": 3910,

"userType": "I",



"homeServer": "Void host",

"shor tName": "pgarcia",
"primaryGroupDescription": "Music",
"primaryGroup": "Music"
}
]
}
Example 3

Use the Fuzzy Searches

Request

GET http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/User?textFilter=fran~

Response 200 OK

"schemas": [
"urn: ietf: params: scim: api: messages: 2. 0: ListResponse"
1,
"totalResults": 2,
"startIndex": 1,

"Resources": [

{
"lastName": "Sinatra",
"createdByUser": "ActiveDirectory",
"fullName": "Frank Sinatra",

"active": true,

"userName": "frank",
"mailAlias": "",
"firstName": "Frank",

"createdDate": "2023-09-06 13:12: 54",
"multiSession": true,
"meta": {
"location":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/User/276435",
"links": {
"roleAccounts":

"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/RoleAccount?filter=userCode+eq+' frank' +



and+enabled+eqg+true",
"groupUsers":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/v1/GroupUser?filter=user+eq+' frank' +and+di
sabled+eq+false",
“accounts":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/Account?filter=type+eq+U+and+users. user
. userName+eq+' frank'",
"issues":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/Issue?filter=user. userName+eq+' frank'",
"effectiveGrants":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/User/276435/effectiveGrants"
b
"resourceType": "User"
b
"modifiedByUser": "ActiveDirectory",
"schemas": [
"urn: soffid: com. soffid. iam. api. User"
1,
"modifiedDate": "2023-09-06 13:12:55",
"attributes": {},
"id": 276435,

"userType": "I",

"primaryGroupDescription”: "Music",
"primaryGroup": "Music"

}

{
"lastName": "Sherwood",
"createdByUser": "pgarcia",
"fullName": "Frank Sherwood",

"active": ftrue,

"userName": "franks",
"mailAlias": "",
"firstName": "Frank",

"createdDate": "2023-10-05 15: 32: 40",
"multiSession": false,
"meta": {
"location":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/User/432644",
"links": {

"roleAccounts":



"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/v1/RoleAccount?filter=userCode+eq+ franks'
+and+enabled+eq+true",
"groupUsers":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/v1/GroupUser?filter=user+eq+' franks' +and+d
isabled+eq+false",
"accounts":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/Account?filter=type+eq+U+and+users. user
. userName+eg+' franks'",
"issues":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/Issue?filter=user. userName+eq+ franks'"
"effectiveGrants":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/User/432644/effectiveGrants"
b
"resourceType": "User"
b
"modifiedByUser": "pgarcia",
"schemas": [
"urn: soffid: com. soffid. iam. api. User"
1,
"modifiedDate": "2023-10-05 15:32: 40",
"attributes": {},
"id": 432644,
"userType": "I",
"primaryGroupDescription": "scientist",

"primaryGroup": "scientist"

Use the Fuzzy Searches: specify the maximum number of edits allowed

Request

GET http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/User?textFilter=frankl~2

Response 200 OK

"schemas": [



"urn: ietf: params: scim: api: messages: 2. 0: ListResponse"
1,
"totalResults": 4,
"startIndex": 1,

"Resources": [

{
"lastName": "Franklin",
"createdByUser": "ActiveDirectory",
"fullName": "Rosalind Franklin",

"active": true,

"userName": "rfranklin",
"mailAlias": "",
"firstName": "Rosalind",

"createdDate": "2023-08-08 14:26:14",
"multiSession": true,
"meta": {
"location": "http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/User /2862",
"links": {
“roleAccounts":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/v1l/RoleAccount?filter=userCode+eq+ rfrankl
in' +and+enabled+eq+true",
"groupUsers":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/v1/GroupUser?filter=user+eqg+' rfranklin' +an
d+disabled+eqg+false",
"accounts":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/Account?filter=type+eq+U+and+users. user
. userName+eq+' rfranklin'",
"issues":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/Issue?filter=user. userName+eq+' rfrankli
n'",
"effectiveGrants":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/User/2862/effectiveGrants"
I
"resourceType": "User"
b
"modifiedByUser": "ActiveDirectory",
"schemas": [
"urn: soffid: com. soffid. iam. api. User"
1,
"modifiedDate": "2023-08-08 14:26:14",



"attributes": {3},
"id": 2862,

"userType": "I",

"primaryGroupDescription": "scientist",
"primaryGroup": "scientist"

b

{
"lastName": "Franklin",
"createdByUser": "ActiveDirectory",

"fullName": "Aretha Franklin",

"active": true,

"userName": "aretha",
"mailAlias": "",
"firstName": "Aretha",

"createdDate": "2023-09-06 13:12: 54",
"multiSession": true,
"meta": {
"location":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/User/276397",
"links": {
"roleAccounts":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/v1/RoleAccount?filter=userCode+eq+ aretha'
+and+enabled+eqg+true",
"groupUsers":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/v1/GroupUser?filter=user+eq+' aretha' +and+d
isabled+eq+false",
"accounts":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/Account?filter=type+eq+U+and+users. user
. userName+eq+' aretha' ",
"issues":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/Issue?filter=user. userName+eq+ aretha'"
"effectiveGrants":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/User /276397 /effectiveGrants"
b
"resourceType": "User"
b
"modifiedByUser": "ActiveDirectory",
"schemas": [

"urn: soffid: com. soffid. iam. api. User"



Il

"modifiedDate": "2023-09-06 13:12:54",
"attributes": {},

"id": 276397,

"userType": "I",

"primaryGroupDescription”: "World",
"primaryGroup": "world"

}

{
"lastName": "Sinatra",
"createdByUser": "ActiveDirectory",
"fullName": "Frank Sinatra",

"active": ftrue,

"userName": "frank",
"mailAlias": "",
"firstName": "Frank",

"createdDate": "2023-09-06 13:12:54",
"multiSession": true,
"meta": {
"location":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/User/276435",
"links": {
"roleAccounts":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/RoleAccount?filter=userCode+eq+ frank' +
and+enabled+eqg+true",
"groupUsers":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/v1/GroupUser?filter=user+eq+ frank' +and+di
sabled+eqg+false",
"accounts":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/Account?filter=type+eq+U+and+users. user
. userName+eq+' frank'",
"issues":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/Issue?filter=user. userName+eq+ frank'",
"effectiveGrants":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/User/276435/effectiveGrants"
b
"resourceType": "User"
b
"modifiedByUser": "ActiveDirectory",

"schemas": [



"urn: soffid: com. soffid. iam. api. User"
1,
"modifiedDate": "2023-09-06 13:12:55",
"attributes": {},
"id": 276435,

"userType": "I",

“primaryGroupDescription”: "Music",
"primaryGroup": "Music"

}

{
"lastName": "Sherwood",
"createdByUser": "pgarcia",
"fullName": "Frank Sherwood",

"active": true,

"userName": "franks",
"mailAlias": "",
"firstName": "Frank",

"createdDate": "2023-10-05 15:32: 40",
"“multiSession": false,
"meta": {
"location":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/User /432644",
"links": {
“roleAccounts":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/v1/RoleAccount?filter=userCode+eq+ franks'
+and+enabled+eq+true",
"groupUsers":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/v1/GroupUser?filter=user+eq+ franks' +and+d
isabled+eq+false",
"accounts":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/Account?filter=type+eq+U+and+users. user
. userName+eqg+' franks'",
"issues":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/Issue?filter=user. userName+eq+ franks'"
"effectiveGrants":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/User/432644/effectiveGrants"”
b
"resourceType": "User"

h



"modifiedByUser": "pgarcia",
"schemas": [

"urn: soffid: com. soffid. iam. api. User"
1,
"modifiedDate": "2023-10-05 15:32:40",
"attributes": {},
"id": 432644,
"userType": "I",
"primaryGroupDescription": "scientist",

"primaryGroup": "scientist"

Example 4
Use the boolean operator AND

Request

GET http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/User?textFilter=fran~ AND Sinatra

Response 200 OK

"schemas": [
"urn: ietf: params: scim: api: messages: 2. 0: ListResponse"
1,
"totalResults": 1,
"startIndex": 1,
"Resources": [
{
"lastName": "Sinatra",
"profileServer": "Void host",
"createdByUser": "admin",
"fullName": "Frankaaa Sinatra",

"active": ftrue,

"userName": "frank",
"mailAlias": "",
"mailServer": "Void host",

"firstName": "Frankaaa",



"emailAddress": "pgarcia@soffid.com",
"mailDomain": "soffid.com",
"createdDate": "2023-06-02 07: 41: 47",
"multiSession": false,
"meta": {
"location": "http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/v1l/User/3910",
"links": {
“roleAccounts":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/RoleAccount?filter=userCode+eq+' frank' +
and+enabled+eqg+true",
"groupUsers":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/v1/GroupUser?filter=user+eq+' frank' +and+di
sabled+eq+false",
"accounts":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/Account?filter=type+eq+U+and+users. user
. userName+eq+' frank'",
"effectiveGrants":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/User/3910/effectiveGrants"
b
"resourceType": "User"
b
"modifiedByUser": "admin",
"schemas": [
"urn: soffid: com. soffid. iam. api. User"
1,
"modifiedDate": "2023-06-02 07: 41: 47",
"attributes": {
"picture"
" /93 /4AAQSkZIRgABAQAAAQABAAD /2wCE AAOHCBYWFRgVFRYYGRgaGhk YGhgaGBoYGhoYHBkaGhgZGhgcIS41HB4rIRgYJ
jgmKy8xNTU1GiQ7QDsOPy4ONTEBDAWMBgYGEAYGEDEAFhOXMTEXMTEXMTEXMTEXMTEXMTEXMTEXMTEXMTE XMTE XMTE XMTE
XMTEXMTEXMTEXMTE xMf / AABEI AKgBKWMBIgACEQEDEQH/xAAc AAABBQEBAQAAAAAAAAAAAAADAQIEBQYABwW]j /xABFEAACA
QIDBAcECAQF AgcBAAABAgADEQQSIQUXQVEGEyYJhc YGRMkKhsQcjUnKSwdHwWFGKCo0iQz Y7LhU3NDZIOTo8L xFf/EABQBAQA
AAAAAAAAAAAAAAAAAAAD / x AAUEQE AAAAAAAAAAAAAAAAAAAAA/90ADAMBAAIRAXE APwDeqIVZwEcBAQQiCIBHqIDgItogj
wICWigIto4CAgiZn6ScNnwDn7DI/wAcp/3TUKIX9JcNnwldOdNj5gMw+UD5zcQYh6qG+gPpGrQblAdThBHUSK3MfEw4wR5
n5QG4dtd8t8JU3DTO/wCZBpYVRVIOZMpqg97ytxgTi44n8zz3D9+k4G+4ee79iR/4pF3C/1iY2r tIAakDOgT6WHO1z4/v97
0ZEpL7RzHu5/nM/U2wg3Fm+Eh1NsSN70A+MDWf xir 7Kj 975F x00r e04 Xuvb+0a+kyVTaDtvc+ANh6CANQWNF W2wg3ZnP4R6
NX4SFV2y59kKvIx9Tp8JUXMab3gS62MZvaYnxOnpI7Vo0oeAJiVKLAXINoC141njAJzixsdPnAUNEZpY7H2FiMSbUabMOL
nsoPFzp6XM9G60/R/SpEPiCKrjULb6tT906ue86dODLdEuhz4kr Vghkob+Iao0Sc1P2vTmPWgNFUUIihVUBVUCWAG4AQw3
RpEBhEYVhj GkQAOs CZJYQbLAj 00ZeF qLBQNAqwgSKphF gMCRWSE AhVWAF Us CToBqSdwHEmMUMI6YYJCQapJIH2Uc/GOr /pH2
y1FEpLcBwSx5gaBfz9J4/isWzHfaB61livpKwgexTrP32RB8Wv8ACU2J+1VrkU8MgHAVULf2qo+c8xZo14G1xn0OKY5/ZdKY



/00F /V80pMX0j XNX/ADMTVYHeM5 VFwr YfCUmaI TAmCoI7r 5Bz TrmBYDFGDav3yJakKtNjwgGOJPj GHFNF XCkyTR2cDgxPgI
EA12PEXERmMPZBPgCZd0cIg0iE+MtKeznb2QQDwtv/esDLjBPxGXx/S0TB8z fwm2w/RoseleXOH6PULtm3wMBhtiM5si+us
u8NOKdvaNvKwm/wAFhUQjI17d36y1COfcC+IJEDZE9Csu8mFodF1G+3pN9XRuQ+cjFLDUQMvh+j6BtRbyhdq7DTJu56j91a
tvvFxL9gg3/AHXxgeYYjZ6qWPL1lu8ZsuhfRzDPSGIemHcs w7 faUZTYWTdf xvKNkzswtcA30F766D4fGekbCw4TDO1At2Qbd
5138TeBNRQAABYDcBuHlHho2dAfeJImgy YOmMATNGSs 0YzRmeA8tBu®VngWeAj tBZo4vB50G1QwimAVo4P AkqOKryIHjg8CJ0
k2DSxtLq6hZWGqOp7SH]j puIPEGeN9IuhWKwpLMhqU+FRAWFv513p56d89yDxy1IHzNENOBtTozg8QSalBMx3ulObzKWv5z
M4z6L8M2t0tVp9zZXHyB+MDYy0JPRqvOVVPCcXKH71N1+TGQNofRzWoI9Z261I0gl1Az5iScqgXHMiBjUp34981rh1G+Dan1Pw
1maVeQ/y/L/APIEXIL6CEWnynDfJI2BVScpNoDMNgGYiwB85ZIsuotil08QZabMwigg38949RNKmFDLr YwMxgKS3CurKeF x
++Cc02GwAt2XBHDSSKOFKgL145b/Cd1AGqi3h+kB38Jbe/0JJpBFGm+NOy8z6RmMGIBvXx5wDde5PZB8bWkoI1u®3kIyMOInV
SQAL6Ad/0AKpSHf6yvXxNhuvFq7U1IWl++RhXz3vpADm3yJjn7DWOIBs YdjyOm6QsShyt90/KBUbOw/YVtOxmI14k6fAes3
+DZcqoHVigqgDYi+gHDhMLhELhETQMoGhs QNM5PLfaW+MxaU6iJTUL1Iuw91RbUM3ENnLA1BE6GDL XM8B5Ea®b1k 7NAY4g4Ux
PEATGBYw7iDKwAXmMWHIEbpAv1hAIJYQGA4R4jBHKYBBF1iAz1iYCGKIOMKIDXKHp4p/gnt9unfwzj87S+WVnSxL4Kv3In/Aw
b8oHi+LpAtpwCmTqVH6pL8j /uMFTp7yfDOAENYpciIOBRTjr AgkoXalo9sMyG/wCWnpCqLax+P20EAAAzZHXUcOEBuG2wOM
3yg25f8S2wn TNcwDIVAXHWOMTXxWILe/bsugPAWvz7+6Ds9s xWAG/mLgEEjkQQbwPYdnbdpOtlYa+nfLBmVhpuni2G2nk5ib
jox0jD9g+1A0900BmEitj0Q90owi4RzrKDaxdWsqF iONtLwIelNt1lstqKgXF8zfvTjKHE903r4nX71hfmBI2JINUKK1 xfQKD
qSeQ4eJg2Z8Ndy6U70EUEzszWubs29R690C1 wGKwonLnDHA2j L1KiMNDfvvYDOKK] gKuJp02alXZGKulSmACAAVNNXYrcH
iN8yiY00/1QgqBNzI3a6sg20f31+UDblTcaayG99YLDVibZuUk110vAhbBp XJHHMU8r 3NVI XU xWp AOVAFrgj9+szmA26uHx
LoVuxF8xPshgCQB4W9Zf5y75h7639bpf+4QLmn7I8B8opESLAQRSZXE YRAW84XVE51gBYxpjmSMcQBuY08cOHaBgFEdaIo
jhA60UCdaKIC3nTohMDoojLXxYBVMbjsP11GpT+2jp+ISBOWSKZgeB1KpOOul7jkbk/vwlli6oegjjgSvkDp8CI/pbs/qcX
Wp71c51+6/at4A3HLIMFX6t6ZG7tr8j+UALLCO40F4zEbH7S525 x0vb2eXjNLOVIZATb/n9/KWul9kBxmXQj98IGOTYFU5
lennDEMHVwpzDQWO+1uGnHnNbsvolSSiyOLs5zWXUIL AKoYgXs ANe+Q8Hh6YEAG/jrL611S3bbTugYXaXQlkVnDLZbm2rE
6nyGhHpM9sZiulS2mtp6ltrFKtlgdltTPLF T65SN94HsuGfs Anu+Ufhgt75QfLjIuz+1RvxtHYapAj4/C02a5WxBBvoDo
d17eMgcZsNajEq+W9iylQwIGgOpOPfNTXoh1luN8r v4fnp++cBcFhkwbZF Ym9yxvqzHS5t4W8pG/gUe5YAchbcJMTBr vzEw
opiBUrg8h/41ZtB7dkbyQB56TQ4phaZjFDNUQd9/Td8bQI229jI9RKiXznsuP5V7KnOEvcEgzKolChU89Xb/avr CVqJVLK
bE72tckHSwWHG5Mk 70weRdd9txNyL6knmx4+AECTOVHGNIgc TEVEVHgQODTs041iNJgKRBOs fnjWeBHcRt052gs8DUARw] VM
dA4CLEVEJgLmiXnRsBOVYwQloDhDIOAIRTAXPOo7PNgWIUaLenUI4Am6E+eYeYmDwOUBh37/0e5VqSujIbhkYZWU6gg8Jg
dr dBEo5gqwxGSiNSGQu4/1Qgj0eAvr 4wMls XHOVVKndf T4zdOcfmE8Oxr IXFSncKb2DEFhY21K6E7t30Xuwto71J8PLA2Ar
d3n06y5s YGLVB]j0S8Cg6Z40CnkHEZE7I056qj vvL/ppibsEXgLmM6G4G5LnU7v1lge]j7Ip2pnw/f78]GXeRLHZONZ51Q8ah
DHxgHwb8L /v8AZkhwDVEQqkd113jj JIDFBhA51I3QLsRvk1 jIWI4wKjG4nWU+GrMa6sqlramyslhY6kKCQOEtMYmhJ/fK06
LJ2qrfcF/xE/TAs8Iju2dxLAQVbWPiVI0b9IDrrraTTFt0gDjSSIREgCYx6XWEEZQF cwbGNZ4wt AdeNaNBj j AGBFDNBWgaV
IVYNBCCAtowwgEaywEnRLRODgI4CII4QHARwWcsKggKizyb6SuknWvlCEdWhsbnss/E2Gr24DcOPdrun3SL+HpGj TI611N
ze2SnuJJ4E7v+bTxqtUN81wt9c7DtH7icB+7wIWz3GQ7rF2IsLC4VLi3C418pIwl TIWPCQcC+dKiBizLaqtxY2HZT4FT5Q
9B8ynmNfKBv8AAV8wUjWWOOtopRpFjvIOHMz0bBq2S54CU02tgmgl+A3DugQ8XiC7Mx1IMteiWOCVCjGwOovzmezzkuz AL
cnhaB7LhMcpbRh6ynx/SJDV6tFeql 7HIhZVPe268pNh7EZSHrs1j70NviwbzBOORQEUKOAAAgOWL AhbuLE7xy7ryn2jQek3
WJdk3uo3gfaHdLt60j jFKDraBFwe®VdbqZlepbUyi21lhjSb+IoeyT9YnAX94Dh3j vk IMVnTN3XgL jDmU21PLvgMBtE4cMh
pliTc62bcBfLa5XvGmshPisis53LZv7h+svMLthHUHQ8bw009JUb3G13ZSGv929s31eSqe26De/bhqDv46jSGQYeotmRCD
vuolMhbU6GNKwL JdWt97dqAQfbHc3kRANjFOyLiolueYTgeJRjZXRjyDAnOBmMAqgs yOUCEMBmsL tdQdXS+rqOK+2ttcwgXRD
€99Gs5INLdRufMpFlud+4ccu6B6SwgnWYXCbfqg4dsr 13UviyN1aJTWLxZyBw58LTZb021TrpnpsDb2gGBKnkcpIgP YRhEK
yx10AwJ0JI1nZYAmg80M6WVoGLURYyiDVo9WgEUzmiRYDZ104LHBYAWIRRHBI9afpASF1d0g22mFplmILKHIV8A9] yUSDtXp
fQpBshFR135TdR4kanyE8125t56z13bUm4JF2HII17I0VOYAdtY96jmo7asbl21luear vbk CQAOHOVYJO0qIW/ngaj46R5ze



OEAV79Q3Y9/a/SMrFTrUgM55Lr buudPSBKwG0enVR3emQDZ17PsEWYaC24mWO1MACPUsugPc025r xtUnmNPKxmeDJuWmW8S
T8BN30bdMVhuoqqQUsNfaAt2HUN1gPLvgRIM1s1F1XeF0g4ixmegL LAVLV6LA4StkfVT7LcGXn+04SH]j69Zr j OgRKKK281i3
jNVsJcOhzM6X7yJjqyEbxLXZWyKdXXPc8V91lh+vH1gennFUK106upAtexBt6RKGOaIATr VuObCZzBdEcPa+errycDcByGs
SE6MYNd6FiL+3UbXfwB8IF LiNoU1FzUQD74/WQ6rmqv10p0IY6KdeHP5QB2bhUYFKNPNwsoNvMek+Mt6LhBT j Ar8ArglKo
9rnuInbSpBFsDpu/WO2WLLpvGt5SYmpUQgsiXsSQo8WNh5m8CIjaud®@QA5ew5W2j oHAb Xk CIXdSp60K/ VFKpSmST1be2VV
rjsaL7vV7a6jjLPpIlow2ITLotHEVKZ/7bpTqW/C7yp2jh7L1V7t1qlydNVZgRPhYo3/gXgEo4qr TdHd2KOz1dCMrI/DOOIP
BhozZ6XsnaiuoN73nmWOaxavinDG1IBRfVWBdaZpsOKntaeYtJ0ysU9FkKezUynIWGZMwzDxUjc3r Y7w3nSHYilOupKPcMj
rvVx7LDv+YnntX0jMjjqyHGewOpVWOTEU/9J9zLuveeobLrF1s2t510m2FAIrBc2VWwWon/Uot/mKOZA7Y+6YGXF7dWUANyY
gQ3KrUHabDk7zTcdpD7p3RN1Y16Lgq9JaRQDsgkU6zpftIdb0ym6kHiNNBFVXQqXuAEps /NG7WExPipshPIylLinS4esjFHZ
g6IcppllstS3DWwax/KB6xhMStRFqJqrC4594I4EboRhMjOHx62egHzrq93j02XQ0jD7amxP3r8Zq2eAhMS8S8SBzmBz wj
iDtAOAj1M4COtAVWhVMCBCKIBRHARiLIiRNQ7 XTDr du05BKotyzd9hgB3wD7R2hToJngNbkPeY8gPz3Cefbb6Q1MV2EICT Yp
laYc/eBBznuB8oLaWJqlnNR1gDk3ULUVV5atoB4CQEqVGPZGGXAPUZFV/ILIw8r wKDGKk7hUL2YDIyZKwN9ymx1vyP1K50Z
fdWn3sbufz+E021aYrL1CZKoOFOr 7R5CnVNmBvUV90R4Sr 0AFuxg3J+1UZiPSyiBRsyX1Lufwj8zHpm9ykB3kFj6tJGIpl
UOuSn3BkO9CZFc39qgrfuAY/0OwgPdXPt0q92YD4LImwdonD11frMynsuNTdTvI7xv8u+V16Y40fML+s4svBP7mMD1 fauAXE
0SgIv7dN+Aa2mv2Tx9eE87VGRz TcFWU5WB3gzRdCtsAr /AA7 XBXVNd68VvzHyPdLHpPs Xr 162mPr UH/uKPdP8w4engFDiM
ASugvpKhsMénshr915ouju@Vaytv3WPxmjQICCANT3+/CBisM20NsgqW3bv1Es8NsrHsczs4B3gkCbZKigX+EmJIXUiBQbP
2a6bxr6nllglMrv3yfUr ASqx+LAHfuA4k8LCBWba2itJc7nTLxJI5DmZA6C4ts TjKebgxcjKkEBK/HLKfpc5Y6nQbhy52Q/Q
3h03WrHggqovmczH4CAP6SFHW4pbah8NVH9aGk f9qiE2bsF6/wBY3YLomZSAe2gKGPgSin+kS8x2CTEYypiASUKUOA91shJ
zeFybeF57136pVYaWdAfBj 1+ZEDz TpXQqUi60EyuVLMihCxW5Utbed TIH8c GxKuoIRVRFB3gKoF j33BM3PTvCipTzDhr+v
5TzzDUi7qote/tWlsPnA9d2HUBUGQemas tPrE1ZCHA+OFN3XzXMP0SdhOcgAdwndKCwo061i7IpcDmV7Vv00Dzg0OkVs170x
ZM3PC4jWm39DnfwguOwdHIt1I3X/x0GNhod5en63hCiEZfcQ5Cf8AyuJ7VNv6HIgqrsCKje2pV3H+rQcUq/4kZWgM2btI]
UTEU1C9pespjQB7WLIPsuuYW4G3dPUetDAMpup AIPMEXE8uxRp1MIRRLKXSqqjUoHHV107xZcwm563401MMoNs yMyG27 TV
S049i0C2Dzs84r GEQH50y8WMt A@itHgwSiFUQHr DoINU4zGdIek3WXo4c3QGzuC/a5gdWpIXzF /DeFztjpML06Uu2/wBoK
7IvgUUhjMIjHagxLuj1tSrlalIn8YRYF61il+qB/mOLuPMyRQqZtFBb/sls/wD8Fa5bwgREwrUzmFDEp/NSc007ULb4yQt
Ral82WsRvV16rEabyrrc0d+hJPdEZFQKIX1LL5M6B8PURt5zpgmnd6wj JUc5Hb /E0220yQt61iWuAHHtEAZhqQdYA8QV6tTm
aphn0Vs4+sovpoDztqOBA3XLXicJTRnTElatwQaZUB1dCLhrsRv/MS4p4hAGqZPqqnYXFIbOYnROHAX1 Xkbj1B1kdCEV1z
01vSqEArUwzm7C5BtYdsb9zCBncSUE X2RWf vZK XX+mV75T7FEKcNWf8psHbENQYnDaaAhqY90xf4SsxeHrn28ZT8qxPwUA
QKEdYNyZf6Lf701jV4sB/Uo+XhCYvCoNTXV]3Bm+N5DyJ90+SwDU69VHV1cZ1II7SnX9P1ngGx9pIWpo67y00L+y3vCeTO
E4FvSXHRnaYol At+w5AI3WF3Tv47vTLALU2+jpZzXwlg+903Bj xZTuDcxu0/TjQr tipSbI6spGOWFj6H5zbUsRcSPj XUiz
qGHJgGHXgRMNOipMmr WPIx9Hb6D3x6yH/8AzqbGwo0/wLNBszohhaq2enlb7SGXx9LWIRArK/SBdyn0eAGvryjMCjM2dzdz
cADco7uz75dYno3h6JP1yIBpeoMgNt4DAENbQHdaRa+TIWoulWxCkO3R+0QSq2U3zEA2HceUCswlKmlZmex6ulglrDjmN+
QmgwL tUzCk1kIKs9ygdTvAG81i3Ezz7Z2MV8Qrkgrmt14HS435ier 7LgLYeEBINcgHYJUb8upH1xHhr I fSHFKcJWdWBCOyY6
nvWzD41iX7r xEwf TqgkiISzMqVDcqpsrOpvbnTTja8Cg2p0g69FppfddzyEi7F T64abpVOWBHYBuxs ANSeQ750thbJc102xV
tD1LWxIHedwgegbL Y2F5KX9MMpHAj XzkbDOcoGpPiZIfVbwPLsVhVpvlTalrh3v/ANGsSabX5JUVVKOhKC5AbewGcfz64as
fUO3mk6V0Q5322j qSeRftU2Pg6IP6zM2WLHNUNTK/eDUUOqg7s tVEPNAFg665Er FRmpDgcQm7r KT9gP41i+U94Uy96A1s1S
pSvcG4/qT2GH31LfglFtHDhLOvVs YijUvbXtg3YfiVJJ2Vieor LWJy5KjUqwIJ31ijEDXUZlvwtxgemMIwiSaRV1VOIZWAI
I1BB3WIiMkCPaDtJBgvOBoEWFd1RS7sFUbyTYTpODC9IekjlwlUpgrR5nKvWcL13ITL/KA/eAZQI /86eeKcHW/ChR6TpOAg
ruuod7aC9PGolrm2qtra54+sI6Z2am7KtVWVqfWU6ahxbRS677k6Xup011iToBqdRsz5UIc/wCdhXvapzemTx423jeMwjK
ioEUhyaOb6up/4mHgb8j21tfXTxHI90gdUZyzOF XrkU9f T9yvSPt0oGhuLE27mG6MWmj otLP2HZzNh6j WBR/foudwBNvPKd
xnToF fhKN1KnCO7U2NNyr1PbXmoBANiDbviVqCa5sFWHi9QfNPGLOgVmKRPdwr373gH4BRKmop4UbdlnPznToAWY/YH4W/



WNKnflsNxGtjOnQNvOY2pnQKx7SaG/EcD+veJpKeEaoQBONQNJIs3YoWxI1/f6SZtnGU8Jh3rsAci3VLhc77kQHvNok6B5]
T2saH+ISun8TUqVC60jMtMPmcvncZb3IAABOp7xM2+LZ83ZA7CTLtWIZ1v23Gt30Y2JtlvpaL0gDw+Is21gBusLcbi/E8tZ
6p0a2mHRTT Xd5zpODVOsRKjpds X+ModWrhGDBwxGYXAIsRcEXvVE6dAot19HqeDQs VNSqB7ZsLE7gg90X85Z7D2aEGdt XY
3J8Yk6BdVGAtIuKItp8506BjNvIztkU+32A2mj5WZCP60UT0583aC2L XcDgpgqA51/prOx+KLOgBwo6xBTIOFS0i62s1VCa
fkXQjzkps9UU61INVZ3Bp VUYL INSmAwWIDGXLIN3MGdOgazoNtEWfDFSjKSwpNe6X90ITqUvr Y6i54WmqczpO@ATiAnToH/ /2

b

"id": 3910,

"userType": "I",

"homeServer": "Void host",

"shor tName": "pgarcia",
"primaryGroupDescription”: "Music",

"primaryGroup": "Music"

Use the boolean operator +

Request

GET http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/User?textFilter=fran~ +bacall

Response 200 OK

"schemas": [
"urn: ietf: params: scim: api: messages: 2. 0: ListResponse"
1,
"totalResults": 3,
"startIndex": 1,

"Resources": [

{
"lastName": "Bacall",
"createdByUser": "ActiveDirectory",
"fullName": "Lauren Bacall",

"active": true,
"userName": "lbacall",
"mailAlias": "",

"firstName": "Lauren",



"createdDate": "2023-08-08 14: 26: 14",

"multiSession": true,

"meta": {
"location": "http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/v1l/User/2844",
"links": {
"roleAccounts":

"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/v1l/RoleAccount?filter=userCode+eq+' lbacall
' +and+enabled+eq+true",

"groupUsers":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/GroupUser?filter=user+eq+ lbacall' +and+
disabled+eg+false",

"accounts":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/Account?filter=type+eq+U+and+users. user
. userName+eq+' lbacall'",

"issues":

"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/Issue?filter=user. userName+eq+ lbacall'

"
’

"effectiveGrants":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/User/2844/effectiveGrants"
b
"resourceType": "User"
b
"modifiedByUser": "pgarcia",
“schemas": [
"urn: soffid: com. soffid. iam. api. User"
1,
"modifiedDate": "2023-08-22 17: 34: 07",
"attributes": {},
"id": 2844,

"userType": "I",

"primaryGroupDescription": "Music",
"primaryGroup": "Music"

}

{
"lastName": "Sinatra",
"createdByUser": "ActiveDirectory",
"fullName": "Frank Sinatra",

"active": true,
"userName": "frank",

"mailAlias": "",



"firstName": "Frank",
"createdDate": "2023-09-06 13:12: 54",
"multiSession": true,
"meta": {
"location":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/User /276435",
"links": {
“roleAccounts":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/RoleAccount?filter=userCode+eq+' frank' +
and+enabled+eqg+true",
"groupUsers":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/v1/GroupUser?filter=user+eq+' frank' +and+di
sabled+eq+false",
"accounts":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/Account?filter=type+eq+U+and+users. user
. userName+eq+' frank'",
"issues":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/Issue?filter=user. userName+eq+ frank'",
"effectiveGrants":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/User/276435/effectiveGrants"
b
"resourceType": "User"
b
"modifiedByUser": "ActiveDirectory",
"schemas": [
"urn: soffid: com. soffid. iam. api. User"
1,
"modifiedDate": "2023-09-06 13:12:55",
"attributes": {},
"id": 276435,

"userType": "I",

"primaryGroupDescription": "Music",
"primaryGroup": "Music"

}

{
"lastName": "Sherwood",
"createdByUser": "pgarcia",
"fullName": "Frank Sherwood",

"active": true,

"userName": "franks",



"mailAlias": "",
"firstName": "Frank",
"createdDate": "2023-10-05 15: 32: 40",
"multiSession": false,
"meta": {
"location":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/User/432644",
"links": {
"roleAccounts":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/v1/RoleAccount?filter=userCode+eq+' franks'
+and+enabled+eq+true",
"groupUsers":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/v1/GroupUser?filter=user+eq+' franks' +and+d
isabled+eq+false",
"accounts":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/v1l/Account?filter=type+eq+U+and+users. user
. userName+eq+' franks'",
"issues":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/Issue?filter=user. userName+eq+ franks'"
"effectiveGrants":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/User /432644/effectiveGrants"
b
"resourceType": "“User"
I3
"modifiedByUser": "pgarcia",
"schemas": [
"urn: soffid: com. soffid. iam. api. User"
I,
"modifiedDate": "2023-10-05 15: 32: 40",
"attributes": {},
"id": 432644,
"userType": "I",
"primaryGroupDescription”: "scientist",

“primaryGroup": "scientist"

Use the boolean operator -



Request

GET http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/User?textFilter=fran~ - Sherwood

Response 200 OK

"schemas": [
"urn: ietf: params: scim: api: messages: 2. 0: ListResponse"
1
"totalResults": 1,
"startIndex": 1,
"Resources": [
{
"lastName": "Sinatra",
"createdByUser": "ActiveDirectory",
"“fullName": "Frank Sinatra",
"active": true,
"userName": "frank",
"mailAlias": "",
"firstName": "Frank",
"createdDate": "2023-09-06 13:12:54",
"multiSession": true,
"meta": {
"location":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/User/276435",
"links": {
"roleAccounts":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/RoleAccount?filter=userCode+eq+' frank' +
and+enabled+eqg+true",
"groupUsers":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/v1/GroupUser?filter=user+eq+' frank' +and+di
sabled+eq+false",
"accounts":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/Account?filter=type+eq+U+and+users. user
. userName+eq+' frank'",
"issues":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl1/Issue?filter=user. userName+eq+' frank'",
"effectiveGrants":

"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/User/276435/effectiveGrants"



b

"resourceType": "User"
H
"modifiedByUser": "ActiveDirectory",
"schemas": [

"urn: soffid: com. soffid. iam. api. User"
s
"modifiedDate": "2023-09-06 13:12:55",
"attributes": {},
"id": 276435,

"userType": "I",

"primaryGroupDescription”: "Music",
"primaryGroup": "Music"
}
]
}
Example 5
U
Request
GET

http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/User?textFilter=( firstName: aretha OR
firstName: Rosalind)

AND lastName: Franklin AND birthDate: 1979-01- 01

Response 200 OK

"schemas": [
"urn: ietf: params: scim: api: messages: 2. 0: ListResponse"
1,
"totalResults": 2,
"startIndex": 1,
"Resources": [
{
"lastName": "Franklin",
"createdByUser": "ActiveDirectory",

"fullName": "Aretha Franklin",



"active": true,

"userName": "aretha",
"mailAlias": "",
"firstName": "Aretha",

"createdDate": "2023-09-06 13:12: 54",
"multiSession": true,
"meta": {
“location":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/User/276397",
"links": {
"roleAccounts":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/v1/RoleAccount?filter=userCode+eq+ aretha'
+and+enabled+eq+true",
"groupUsers":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/v1/GroupUser?filter=user+eq+' aretha' +and+d
isabled+eq+false",
"accounts":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/Account?filter=type+eq+U+and+users. user
. userName+eqg+' aretha'",
"issues":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/Issue?filter=user. userName+eq+ aretha'"
"effectiveGrants":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/User /276397 /effectiveGrants"
b
"resourceType": "User"
b
"modifiedByUser": "pgarcia",
"schemas": [
"urn: soffid: com. soffid. iam. api. User"
1,
"modifiedDate": "2023-10-05 16: 02: 40",
"attributes": {
"birthDate": "1979-01-01 00: 00: 00"
b
"id": 276397,
"userType": "I",
"primaryGroupDescription": "World",
"primaryGroup": "world"

}I



"lastName": "Franklin",
"createdByUser": "ActiveDirectory",
"fullName": "Rosalind Franklin",

"active": true,

"userName": "rfranklin",
"mailAlias": "",
"firstName": "Rosalind",

"createdDate": "2023-08-08 14:26:14",

"multiSession": true,

"meta": {
"location": "http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/User/2862",
"links": {
"roleAccounts":

"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl1/RoleAccount?filter=userCode+eq+' rfrankl
in' +and+enabled+eq+true",
"groupUsers":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/v1/GroupUser?filter=user+eq+' rfranklin' +an
d+disabled+eqg+false",
"accounts":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/Account?filter=type+eq+U+and+users. user
. userName+eq+' rfranklin'",
"issues":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/Issue?filter=user. userName+eq+' rfrankli
n'",
"effectiveGrants":
"http: //soffid. 35x. lab: 8089/soffid/webservice/scim2/vl/User/2862/effectiveGrants"
b
"resourceType": "User"
b
"modifiedByUser": "pgarcia",
"schemas": [
"urn: soffid: com. soffid. iam. api. User"
1l
"modifiedDate": "2023-10-05 16: 03: 02",
"attributes": {
"birthDate": "1979-01-01 00: 60: 00"
b
"id": 2862,

"userType": "I",



“primaryGroupDescription”: "scientist",

"primaryGroup": "scientist"



Operation

Operation

The Lucene index information is stored in files arranged in a folder structure. This folder structure
is replicated in every Soffid Console and every Sync Server and also is saved in the database.

In case an instance (Docker, Kubernetes, or stand-alone) detects an inconsistency, the information

will be overwritten with the database data.

When you update an object, marked as the textual index, a task will be created. The soffid agent
will execute this task and the Sync Server will update the database tables related to the textual

index.

Folder structure

The folder structure is the following:

e ../index/<TENANT>/<SOFFID_OBJECT>

Example

Here you are the folder structure for the Soffid Console

root@da8136799e55: /opt/soffid/iam-console-3/index/master# 11
otal 16

drwxr-x--- 4 root 4096 Jun 2 09:58 ./

drwxr-x--- 3 root 4096 Jun 2 08:53 /

drwxr-x--- 2 root 4096 Jun 2 09:58

drwxr-x--- 2 root 4096 Jun 2 10:45

root@da8136799e55: /opt/soffid/iam-console-3/index/master# I

root@da8136799e55: fopt/soffid/iam-console-3/index/master# cd com.soffid.iam.api.Group/
:fopt/soffid/iam-console-3/index/master/com.soffid.iam.api.Group# 1s
_1f Lucene90 0.tim _1p.fdt _1p.kdm _1p_Lucene90 0.tip
_1f. _1f_Lucene90_0.tip _1p.fdx _1p_Lucene90_0.doc _1p_Lucene90_0.tmd
_1f_Lucene90_0.doc _1f_Lucene90_0.tmd _1p.fnm _1p_Lucene90_0.dvd _1p.si
_1f Lucene90 _1f.si ~1p.kdd _1p Lucene90 0.dvm _1q.cfe
. _1f Lucene90 0.dvm _1p.fdm ~1p.kdi _1p Lucene9® 0.tim _1q.cfs
root@da8136799e55: Jopt/soffid/iam-console-3/index/master/com.soffid.1am.apl.Group# I

And the folder structure for the Sync Server

~1q.si _1s.cfs
_1r.cfe _1s.si
_1r.cfs segments_1n
1r.si write.lock
_1s.cfe
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root@l7beaa887ale: fopt/soffid/iam-sync/index/master# 11
total 16

drwxr-xr-x 4 root root 4096 Jun 2 11:00 ./

drwxr-xr-x 3 root root 4096 Jun 2 09:39 /

drwxr-xr-x 2 root root 4096 Jun 2 11:00

drwxr-xr-x 2 root root 4096 Jun 2 10:45
root@l7beaa887ale: /fopt/soffid/iam-sync/index/master# I

root@l7beaa887ale: /opt/soffid/iam-sync/index/master/com.soffid.iam.api.Group# 1s

| 1f_1.1liv _1f.kdi _1f_Lucene90_0.tip _1p.fnm _1p_Lucene90_0.dvm _1q. _1s.cfs write.lock
| 1f.fdm _1f.kdm _1f_Lucene90_0.tmd _1p.kdd _1p_Lucene90_0.tim _1q.si _1s.si

| 1f.fdt _1f Lucene90 0.doc _1f.si _1p.kdi _1p Lucene90 O.tip _1r. .cfe

|_1f.fdx _1f_Lucene90_0.dvd _1p.fdm _1p.kdm _1p_Lucene90_0.tmd _1r. _1t.cfs

| 1f.fnm _1f Lucene90 0.dvm _1p.fdt _1p Lucene90 _0.doc _1p.si _dr. _1t.si

|_1f.kdd _1f_Lucene90_0.tim _1p.fdx _1p_Lucene90_0.dvd _1q.cfe _1s. segments_1lo
root@l7beaa887ale: /opt/soffid/iam-sync/index/master/com.soffid.1iam.api.Group# I

Database

The database tables involved:

« SC_LUINPA
« SC_LUNIND

Example

The database structure

MariaDB [soffid_35x]> select * from SC_LUNIND;
e e P
LIP_ID |
e T
5378 | master/com.soffid.iam.api.User
5774 | master/com.soffid.iam.apil.Group
+-------- s oo oo

MariaDB [soffid 35x]> select * from SC_LUINPA \G;
EE 2SR LS LSRR 1. row EE TS LSS S S LSS LSS
LIP_ID: 5379

LIP_LIN_ID: 5378

LIP NAME: v _Lucene90 0.dvd

LIP_ORDER:
LIP_TEN_ID:

LIP_DATA: ?elLucene90DocValuesData oMiee!k

mre
Lucene90_0 e(Y;ReeoGaeellee(ee @0
LIP_TIMSTA: 1685697735029
EE 2SR LSRR 2. row EE TR L ST LS SR LRSS
LIP_ID:

LIP_LIN_ID:

LIP_NAME:

LIP_ORDER:
LIP_TEN_ID:

LIP_DATA: ?elLucene90FieldsIndexMeta oMiee!lk

nre e
0 @? ¢} 6 oA

LIP_TIMSTA: 1685697735025

FREKKKKRKKKRKHKKKIRKRFIFIFRE 3 o FHEAFEFFAFKEIRIRFRRIR I AR FAA

soffid agent

You can check the soffid agent status by visiting the Sync Server monitoring page:

Main Menu > Administration > Monitoring and reporting > Sync server monitoring
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Example

1. A soffid agent pending task:

(."‘, =
P Narme soffid
Url local
S50 Version 3.5.0-beta-1

Displayed rows
IFlIler Ileher IlFllter IIF\Iter Ileher IIF\Iler I

IndexObject com.soffid.iam.api.User 3864

Displayed rows: 1

Step-by-step

Example 1

1. You update one user's data and save the changes.

Main Menu > Administration > Resources > Users

Basics Groups Accounts Roles Effective Roles Shared accounts Sessions User processes

Common attributes

Organization
User name : ibergman Type Internal user v
First name agata  m— N Primary group : Movie Stars " 8 Movie Stars
Last Name : bergman Horme server E
Middle name : Profile server : B
Internal id Manager : rfranklin £ Rosalind Franklin
Full name : agata bergman
Birth Date : 12/15/1999 [
Picture : -~

2. New tasks are created and executed.

C‘; =
FERIE Name soffid
Url local
550 Version 3.5.0-beta-1

Displayed rows: 2
IFlHer IIF\lter IIF\her IIF\her IIF\her IIF\lter I

IndexObject com.soffid.iam.api.User 3897
UpdateUser ibergman 1

Displayed rows: 2

3. Then Sync Server indexes the updated text and places the index file.

Z
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root@da8136799e55: /fopt/soffid/iam-console-3/index/master/com.soffid.iam.api.User# 1s
total 108
drwxr-x---
drwxr-x---

M

root root 4096 Jun
root root 4096 Jun
root root 405 Jun
root root 2437 Jun
root root 350 Jun

[T

root root 405 Jun
root root Jun
root root Jun
root root Jun
root root Jun
root root Jun
root root Jun

RN NMNMNNMNNNNNRMNRNN

[ S e

Then Sync Server and updates the database table SC_LUNIND by upgrading the LIP_TIMSTA
field of the User object or by creating a new record if it did not previously exist.
MariaDB [soffid_35x]> select * from SC_LUNIND;

ommmmmm B e L R e LT T +
| LIP_ID | LIP_NAME | LIP_TEN_ID | LIP_TIMSTA \
+

B B e e T B +
| 5378 | master/com.soffid.iam.apil.User | 1 | 1685711801976 |
5784 | master/com.soffid.iam.api.Group | 1 | 1685703660618 |

When the following search will be performed, the very first thing to do is check the database
file. If it is necessary update the file system and finally perform the search.

Example 2

The task engine mode is Read only
] soffid ?

Task engine mode Read on|y -« m— &

Tasks limit per transaction 15 If a single transaction creates more than this number of tasks, tasks will be held until Soffid administrator releases them.

Scripting language Javascript v

Confirm changes

You update one user's data and save the changes.

] soffo > &

User name ibergman Type Internal user v
First name 2gat < — Movie Stars % Movie Stars

Last Name bergman Home server 't"

Middle name Profile server B

Internal id Manager rfranklin ), Rosalind Franklin

Full name agata bergman

Birth Date 12/15/1999 [

Picture
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3. A new task is created and executed

G =
Agent Name soffid
Url local
S50 Version 3.5.0-beta-1
A e e IO R T o 2
P e W W W W

IndexObject com.soffid.iam.api.User 3897 1
Displayed rows: 1

Close

4. Then Sync Server indexes the updated text and places the index file.

5. Then Sync Server and updates the database table SC_LUNIND by upgrading the LIP_TIMSTA
field of the User object or by creating a new record if it did not previously exist.

6. When the following search will be performed, the very first thing to do is check the database
file. If it is necessary update the file system and finally perform the search.
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