Use cases

Premises

1. An Organizational Unit has been defined as Role holder Yes.

soffid

Main Menu

> o

| [ ] v Name

[J | Cost Center

Administration > Configuration > Global Settings > Group types =
5 Description % Rol holder
| |Fi\lc" | |F'\‘,a|
Cost Center Yes

2. Several groups have been defined with type organizational unit with role holder Yes.

soffid

Main Menu

Administration

Resources

> @

Groups

D °

Quick Basic Advanced

% Name v Description 7 Type
O
eleted objects =Delete jects
& deleted obj CN=Deleted Obj
@ & users CN=Users
@ B users CN=Users
@ & enterprise Enterprise
arketin arketing department ost Center
@® & Marketing Marketing dep Cost C
epartment ost Center
@ SRRHH RRHH dep Cost C
ales ales ost Center
@ @5l Sal CostC
—
@ & Singers Singers
estHolderGrou estHolderGrou
& TestHolderGroup TestHolderGroup
@ & Writers Writers
@ & Philosophers philesophers

Add world child group

3. An attribute sharing policy has been defined.

Total rows: 12
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4 soffic "

Main Menu > Administration > Configuration > Web SSO > Attribute sharing policies « > Eﬂ =
Policy GroupMembershipANY
Condition ANY L
Attributes
| [ v Attribute 3 Action % Condition
| |:i Ll ‘ |:\ ter | |F [ter ‘
O Holder group Allow ANY
[J  Role & group membership Allow ANY

Displayed rows: 2

Apply changes

4. Indicates which Service Providers will be required group membership after authentication

] soffid > 9

Main Menu > Administration > Configuration > Web S5O > Identity & Service providers < > =
Type : OpenlD Connect v Allow impersonations :
Identifier : OpenlDConnectApp001 UID Seript : Seript to compute the user name to /"
Name - OpeniDConnectApp001 pass to the target application p
Ask for consent : “ No
I»“-'m for group membership after authentication :[JNEsl] m |
Roles required to login : @
System where an enabled account is required :
¥

Use cases

Use case 1 - Log in to an application

User with no groups, Primary or Secundary, with type holder group Yes. When this user log into an
application --> The user login normally to the application

Use case 2 - Log in to an application

User with only one group, Primary or Secondary, with type holder group Yes. This users can have
more groups with holder group No. When this user logs in to an application --> The user will be
loged-in the application with the group with type holder group yes.

OpenlID-Connect
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a. User Agatha with Primary group RRHH (Role holder Yes)

sof (Q ] ? 4

Main Menu > Administration > Resources > Users « 10/ 324 »

o

Basics Groups Accounts Roles Effective Roles Shared accounts Sessions User processes Issues OTP devices Tokens

Common attributes Organization
User name : Agatha ) Type : External user v
First name : Agatha ) Primary group : RRHH " & RRHH department
Last Name Christie ) Home server ﬂ
Middle name : Profile server : E
Full name : Agatha Christie

| Please, identify yourself.

A service provider named angularApp needs to authenticate you.

c. Get the JSON id_token
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W 7 Filter URL: Il + Q © [JpisableCache No Throttling §

console [ Debugger 1 wMetwork {} styleEditor () Performance > G] e

= Collection / Title

Al HTML €SS JS XHR Fonts Images Media WS Other

Method S b Dc File 1 7. si B Headers Cookies Request Response  Timings StackTrace  Security
GET URL TR 3. 2ol
- JSON Raw
HEADERS BODY AUTHORIZATION VARIABLES access_token: "eyJrawQiOiJzeWsjLXNIcnZIcisuZXRjb2 1wb3Niwid HiwljoiS|d UliwivWxn joiUMyNTY

yJzdwIiOiJhZ2F0aGEiLCIpc3MiOiJodHRwczovL3INSbmMEc2VydmVyLmSIdGNvbXBvc2
TQOMylIsimhvbGRIcl9ncm9 1cCl6IUSSEQILCIEZWI LcISVZiIEWYIhd GxhbnRPZGE6dXBKY X
EFUTEFOVEIEQSIsImJhYmVsOnJlYWRAQKFCRUXURVNUIiwiYmFiZWw6d XBKYXRIQEJE
VMVEVTVCIsIINPRKZ JRFSWQVVMVFIVUOVSQHNVZMZpZCIsimFObGFudGlkY TpyZWFI
UTEFOVEIEQSISIMFObGFudGIkY TpjcmVhd GVAQVRMQUSUSURBIiwiYmFIZWw6Y3JlY X!
JBQKVMVEVTVCIsIINPRKZJRFIVUOVSQHNVZMZpZCIdLCIjbGlbnRfawQioishbmd1be
oAuth-angularApp agatha XBwliwic2 kljoiUGlrTnB2RkdQWHIKTENjc2RIMGLEaNdIM3B6U 1JsekYiLCIhdwQiOilhbi
( bGFyQXBwliwiYXpwlioiYWSsndWxhckFwcClsinNjb3Bljoib3BlbmlkiHByb2ZpbGUgZWk
wilCJleHAIOJE3MzewMzlxMzUsimIhd CI6MTezNzAZMTUZN SwianRp oiUy1 xczBSclhwM
VY2aTBxb1BEWmtLckZvMmFDUHFIMGRQWGFETmNETZRYUIRpWKVWCXVmbTVRY3IE
YWCISImVEYWisljoicGdhcmNpYUBZb 2ZmaWQuY29tin0.e 1SXE77g6sBr4Tn)doaBhzKjo
hiGi-aeBEygCozgMisnoBa2vEfoDny4B1BVOTVT-

Generate new token WOBTIUOZKMFQ3weF73FX_RD: 6Xx T_uXhuah

wdbSOrpZI4YZPbTERBFNrs)2XZoKsCtFOel"

Use existing tokens

v

refresh_token: "eyJraWQiOiJzeWSjLXNLcNZIciSuZ XRjb2 1wb3NLiiwidHwljoiSIdUlwiYWxnljoiUIMyNT*
eyJhdWQiOiJhbmd1bGFyQXBwiiwic3VilioiyWdhdGhhliwic2NvcGUIOIVeGVUaWQocH
misZSBIbWFpbCIsimlzcyl6Imh0dHBZOIBvC3 luYy 127X J2ZXIubmV0Y29tcG9ZZToxNDQz
aG95ZGVyX2dyb3vwljoiULISCIsim 1lYmVyX29mljpbimFObGFudGlkYTp1cGRhdGVAQV
QUSUSURBIiwiYm FiZww6cmVhZEBCQUIFTFRFUTQILCIIYWJIbDP1cGRhAGVAQKFCRI
RVNUIwiU0SGRKIEX1ZBVUXUXTVTRVJAC2S mZmlkliwiYXRsYW50aWRhONJLYWRAQY
Custom QUSUSURBIiwiYXRsYW50aWRhOmMNyZWFOZUBBVEXBTIRJREEILCJiYWJIbDpjcmVhd¢
QKFCRUXURVNUIiwiU09GRKIEX 1V TRVJAC29mZmlkIl0sImV4cClI6MTczNzAZMIEZNSwia
1ioxNzM3MDMxNTMILCJjbGlIbnRFaWQiOiJhbmd 1bGFYQXBwliwianRp ljoiQKEIY VN
MmUISDNMbWpVXzhZa2 1XcFVCbLhnTOtrVkpRAiRzMGNMZ1hTV1pVQkp0alVteDQEN
OAuth 2 djROdSIsImVEYWisljoicGdhemiNp uY29tin0.Kbefur-
S VYNbXEMIQOHVELMmMAbhAL_yle8xw\wrS_inaCqEHYjdQNeCWZYFRBNjgYoRKCMWNR
P O0FSNLslylojTKOJAXWMQ90zCEA J4_dySst-F_E3KEGjWaTITMnoFL:
8ITE1YeLalvPYZNSYIV1i20VGGsYZvFlje6734Y"

OAuth 2 id_token: "eyJraWQiOiJzeWSjLXNIcnZIci5uZ XRjb2 1wb3NUiwidHwlioi Sld UliwiYWxnljoiU IMyNTYiFQ &
uid WIi01JhZ2F0aGEiLCpc3MiOiJodHRWCZoVL3NSbmMEC2VydmyyL mSIdGNYbXBYCZUSMTQO
uth-OpeniDCon \ ___—-—' ImhvbGRIcl9ncm91cCI6IlISSEgILCItZWIcl9vZil6WyIhdGxhbnRpZGE6dXBKY XRIQEFUTEFO'
QsisimJhYmVsOnJlYWRAQKFCRUXURVNUIiwiYmFiZww6 d XBkY XRIQE JBQKVMVEVTVCIsI

KZJRFSWQVVMVFSVUOVSQHNYZMZpZCIsimFObGFudGIkY ToyZWFkQEFUTEFOVEIEQSIsim

= GFudGIkYTpicmVhdGVAQVRMQUSUSURBIiwiYmFiZWw6Y3JLYXRIQEJBQKVMVEVTVCISIINI

OAuth 2

d. Decode the JSON Web Token using https://jwt.io

Here you are the scope, the holder_group and the member_of data

"sub": "agatha",

"iss": "https://sync-server.netcompose:1443",

"holder_group": "RRHH",

"meber_of": [
"SOFFID_HOLDER_CONDOMAINO004/RRHH@soffid",
"SOFFID_VAULT_USER@soffid",
"SOFFID_USER@soffid"

1

"nonce": null,

"sid": "mx3LQHUUdNOxpMthHAWYapFjbaO0roH5",

"aud": "angularApp",

"azp": "angularApp",

"auth_time": 1737014499,

"scope": "openid profile email",

"exp": 1737015099,

"iat": 1737014499,

"jti": "NYnenM6r7YDUQHfTfIEdw78gYtYEr2H7aalkxp52LpWK-Qp)Y4TXBvaRxaH-VuKB",

"email": "agatha@soffid.com"
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SAML

a. User Agatha with Primary group RRHH (Role holder Yes)

Main Menu > Administration > Resources > Users <«

Groups Accounts Roles Effective Roles Shared accounts Sessions User processes Issues OTP devices Tokens

External user hd

Jser name : Agatha y
Agatha Primary group : RRHH &, RRHH department

Christie | =]

|- =]

| 2]

o

Agatha Christie

b. Login: the user type the user and password to login
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Please, identify yourself.

A service provider named https://pat.soffid.lab:8443/soffid-iam-
console needs to authenticate you.

c. Get the SAML response

<?xml version="1.0" encoding="UTF-8"?>
<saml2p:Response xmins:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"
Destination="https://pat.soffid.lab:8443/soffid/saml/log/post" ID="_6743cb92d3e0ebe0572843361b8afb8f"
InResponseTo="_5888a034d161c2f45e7c3d62c1ffd939" Issuelnstant="2025-01-16T08:11:30.043Z"
Version="2.0">

<saml2:Issuer xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion"
Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity">https://sync-
server.netcompose</saml2:lssuer>

<saml2p:Status>

<saml2p:StatusCode Value="urn:oasis:names:tc:SAML:2.0:status:Success"></saml2p:StatusCode>
</saml2p:Status>

<saml2:Assertion xmlIns:saml2="urn:oasis:names:tc:SAML:2.0:assertion"

xmins:xs="http://www.w3.0rg/2001/XMLSchema" ID="_8ae443bf62a5b0fabceeflba20e8330f"
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Issuelnstant="2025-01-16T08:11:30.043Z" Version="2.0">
<saml2:Issuer Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity">https://sync-
server.netcompose</saml2:lssuer>
<ds:Signature xmins:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-
cl4n#"></ds:CanonicalizationMethod>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-
sha256"></ds:SignatureMethod>
<ds:Reference URI="#_8aed443bf62a5b0fabceeflba20e8330f">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-
signature"></ds:Transform>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c1l4n#">
<ec:InclusiveNamespaces xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-c14n#"
PrefixList="xs"></ec:InclusiveNamespaces>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"></ds:DigestMethod >
<ds:DigestValue>XvRUs/IrZYcgR9xjTjGQJ5VLRBtHHDbprEoa9ROxqgzw=</ds:DigestValue>
</ds:Reference>

</ds:Signedinfo>

<ds:SignatureValue>F2+sP+Aq8SHII56/9mYi2B+f6oFerlaMUn81Y5IK5wD+0YNGNsOjMHbwkK5gaHWk2Isr+
TEhKOYMQTFfJUKONLVUXHVQtyAfN3p6kxjXTXOq6TaLAfbivuUdzh1dEX61163id//rGi92NbLU+p2TV/dmTS4fCOh
pxm5Sry5i490=</ds:SignatureValue>

<ds:KeylInfo>

<ds:X509Data>

<ds:X509Certificate>MIICKTCCAZKgAwIBAgIGAY3q7105MA0GCSqGSIb3DQEBCwWUAMFgx)zAIBgNVBAMMHmM
hO0dHBzOi8v

c3luYy1zZXJ2ZXlubmV0Y29tcG9zZTECMBoGALUECWWTRmMVkZX]hdGlvbiBzZX]2aWNIczEPMAOG
A1UECgwWGUO9GRKIEMB4XDTIOMDIyNzEOMjkyOVoXDTMOMDIyNzEOMjkyOVowWDEnMCUGA1UEAwwe
aHROcHM6Ly9zeWS5jLXNIcnZIci5uZXRjb21wb3NIMRwwGgYDVQQLDBNGZWRIcmFOaW9ulHNIcnZp
Y2VzMQ8wDQYDVQQKDAZTTO0ZGSUQwgZ8wDQY]KoZlhveNAQEBBQADgYOAMIGJA0GBAJZ5G9BNTSLh
X8VOVbdyY01EUkgHexi97+eliGAOrlWM6cTud4Ku3k7/efIB5ZZfteRKbPwa719y8Ytb5W4RFcZ60
XzHz90+FhG64tZHEo4xwVdukverOatSSIhomEhruhxX+x70pFnnIXNSCypilxjEQyIm8G)Kxpxjk
RJvkgfXLAgMBAAEwWDQY]KoZIhvcNAQELBQADQYEATbs8ILBYECPAPBjtmNHYrQpXb3nc83Acmxyy



/pEedhXaMoB1rBuxNf47ligjajJld9H6k50XWcGgG8FyrdOxpY3eE8cw1ls+6tM/MACMRuhuV4bQhR
FDlaizcW6fQUfvmkRLUgS108BMZZjCWW22FPeSkIFXATE/FvmncRGpT9JWs=</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
</ds:Signature>
<saml2:Subject>
<saml2:NamelD Format="urn:oasis:names:tc:SAML:2.0:nameid-format:persistent"
NameQualifier="https://sync-server.netcompose">Agatha</saml2:NamelD>
<saml2:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:bearer">
<saml2:SubjectConfirmationData Address="172.18.0.1"
InResponseTo="_5888a034d161c2f45e7c3d62c1ffd939" NotOnOrAfter="2025-01-16T08:16:30.043Z2"
Recipient="https://pat.soffid.lab:8443/soffid/saml/log/post"></saml|2:SubjectConfirmationData>
</saml2:SubjectConfirmation>
</saml2:Subject>
<saml2:Conditions NotBefore="2025-01-16T08:11:30.043Z" NotOnOrAfter="2025-01-16T08:16:30.043Z2">
<saml2:AudienceRestriction>
<saml2:Audience>https://pat.soffid.lab:8443/soffid-iam-console</saml2:Audience>
</saml2:AudienceRestriction>
</saml2:Conditions>
<saml2:AuthnStatement Authninstant="2025-01-16T08:11:30.008Z"
Sessionlndex="_d6a8c2cecd0e8bd085da5c4c82794444">
<saml2:SubjectLocality Address="172.18.0.1"></saml2:SubjectLocality>

<saml2:AuthnContext>

<saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport</saml
2:AuthnContextClassRef>
</saml2:AuthnContext>
</saml2:AuthnStatement>
<saml2:AttributeStatement>
<saml2:Attribute FriendlyName="mail" Name="urn:0id:0.9.2342.19200300.100.1.3"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">agatha@soffid.com</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="uid" Name="urn:0id:0.9.2342.19200300.100.1.1"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xsi:type="xs:string">Agatha</saml|2:AttributeValue>



</saml2:Attribute>
<saml2:Attribute FriendlyName="memberOf" Name="urn:0id:1.3.6.1.4.1.5923.1.5.1.1"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified">
<saml2:AttributeValue xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">SOFFID_HOLDER _CONDOMAIN004/RRHH@soffid</saml2:AttributeValue>
<saml2:AttributeValue xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">SOFFID_VAULT_USER@soffid</saml|2:AttributeValue>
<saml2:AttributeValue xmlIns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">SOFFID_USER@soffid</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="HolderGroup" Name="urn:0id:1.3.6.1.4.1.22896.3.1.7"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified">
<saml2:AttributeValue xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">RRHH</saml2:AttributeValue>
</saml2:Attribute>
</saml2:AttributeStatement>
</saml2:Assertion>

</saml2p:Response>

Use case 3 - Log in to an application

User with more than one group, Primary or Secondary, with type holder group Yes. When this user
log into an application --> The user will have to choose the holder group to login the application.
The user will be loged-in the application with the holder group selected.

OpenlID-Connect

a. User Agatha with three groups with Role holder Yes



Main Menu > Administration > Resources > Users 4 10 /324 »

Basics Groups Accounts Roles Effective Roles Shared accounts Sessions User processes Issues OTP devices Tokens

Agatha - Agatha Christie

-Iﬁlter IIFlIter |

Agatha Sales
0 | Agatha RRHH
0 | Agatha Marketing

Displayed rows:

| Please, identify yourself.

A service provider named angularApp needs to authenticate you.

c. The user has to select the holder group to login

Select the group in which you need to carry out your
activities.
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d. Get the JSON id_token

® O inspector console [ Debugger M Network {} StyleEditor (J) Performance > g] e

W 7 Fileer URL Il + Q@ ©® [Joisablecache  NoThrottling 5

Al HTML CS§ JS XHR Fonts Images Media WS Other

= Collection / Title

5 t Dc File l.. T T.. siz Bl Headers Cookies Request Response  Timings Stack Trace  Security
GET URL 2 P @: token is ¥ Filter properti
- JSON Raw
HEADERS BODY AUTHORIZATION VARIABLES access_token: "eyJrawQioiJzewsjLXNIcnZIcisuZxRjb2 1wb3NliwidHlwijois|dUliwiywxnljoiU MyNTY

yJzdwIi0iJhZ2F0aGEiLCIpc3MiOiJodHRwczovL3NSbmMEc2VydmVyLm5IdGNvbXBvc2
TQOMylsimhvbGRIcl9ncm3 1 cCl6ILISSEQILCIEZWIIcI5vZil6WyJhd GxhbnRpZGEGXBKYX
EFUTEFOVEIEQSIsImJhYmVsOnJlYWRAQKFCRUKURVNUliwiYmFiZWwSdXBKYXRIQEJE
VMVEVTVCISINPRKZJRFSWQVVMVFIVUOVSQHNvZMZpZClsimFObGFudGLkY ToyZWFI
UTEFOVEIEQSISImFObGFudG kY TpicmVhd GVAQVRMQUSUSURBIiwiYmFiZWwEY3JIYX
JBQKYMVEVTVCIsIINPRKZJRFOVUOVSQHNYZMZpZEJdLCIibGlIbnRFaWQiOiJhbmd1be
oAuth-angularApp agatha XBwliwic2|KIjoiUGrTnB2RKIQWHIKTENjC2RIMGIEaNdIM3B6U 15ekYiLCIhdWQIOiJhb1
v ( th 2 bGFyQXBwliwiYXpwijoi kFwcCl 3BlbmIkIHBYb2ZpbGUgZW 1t
WiLCJleHAIOjE3MzewMzIxMzUsImlhd CI6 MTezNz AzMTUzNSwianRpljoiUy1xczBSclhwM
VY2aTBxb1B6WmtLckZvMmFDUHFIMGRQWGFETMNETZRYUIRpWKVWCXVMbTVRY3IE
YWCIsImVEYWisljoicGdhemNpYUBzb2ZmaWQuY29tin0.e 1SXE77g6sBr4TnJdoqBhzKjO
hiGi-aeBEygCozg MjsnoBq2v8FaDny4B1BVOTVT-
Generate new token WOBT9U0ZK|jMFQ3weF73FX_RDa BKCEXx( T_uXhuat
wdbSOrpzJaYZPbTEhBFNrsJ2XZoKsCtFOcl"

Use existing tokens

refresh_token: "eyJraWQiOiJzeWSjLXNIcnZIcisuZXRib2 1wb3NlliwidH lwljoiSldUliwiYwxnljolUlMyNT*
ey hdWQiO1Jhbmd1 bGFyQXBwliwic3ViljoiyWdhdGhhliwic2NvcGUIOIveGVuawQacH
misZSBIbWFpbCIsimlzeyl6imh0dHBZOIBYC3 luYy 122X J2ZXIubmV0Y29tcGIzZToxND Qe
aG95ZGVyX2dyb3VwljoiULIISCIsim1 lYmVyX 29mlipbImFObGFudGIKY Tp1cGRhAGVAQY
QUSUSURBIiwiYmFiZwwcmVhZEBCQUIFTFRFUIQILCSYWJIbDp1cGRhGVAQKFCRI
RVNUIwiU09GRKIEXTZBYUXUXTVTRVUAC29mMZmIKIIWIYXRSYWS0aWRhONLYWRAQU

EuiEnT QUSUSURBIiwiYXRsYW50aWRhOMNyZWFOZUBBVEXBTIRJREEILC JiVWJLbDpjcmVhde

QKFCRUXURVNUIiwiUO9GRKEXTVTRVJAC29 VAcCIEMTe:

joXNZM3MDMXNTM1LC JjbGUbnRFaWQIOLIhbm 1bGFyQXBWIiwianRpljoiQKUIYVAUN

MMEISDNMBIWpVXZhZa2 IXCFVCbLINTOrVikp RARZMGNMZ TV 1pVQkpOalVteDQEN

OAuth 2 GJROSISImVEYWisljoicGdhcmNpYUBZb2ZmaWQuY2Stin0.kbcfur-

3 YNBXEMIGOHVELmQmADBhAL yleBxwhAwrS_inaCaEHYidQNeCWZYFRENiGYoRKCMWNR
Jth-angularApp 00f SnLslylojTKOINXWMQ0ZC6A J4_tySst-F_E3KEGiwaTSTMnoFL-

BLTEBTYeLalvPYZNSYIV1i20VGGSYZVFjje6734Y"

OAuth 2 id_token: "eyJraWQiOiJzeWSJLXNIcnZlciSuZXRjb2 1wb3NlliwidHlwlioiSldUliwiYWxnljoiUIMyNTYIFQ.e
uid S WIiOiJhZ2F0aGEiLC pe3MiOiJodHRwczovL 3NSbmMEC2VydmVyLmSIdGNYbXBYC2USMTQO
ith-Open n ______.' ImhvbGRICI9ncmS 1cCI6ILISSEQILCILZWICIVZiI6Wy JhdGxhbnRpZGE6AKBKY XRIQEFUTEFO

QSisimJhYmVsOnJlYWRAQKFCRUXURVNUIiwiYmFiZWw6 dXBKY XRIQEJBQKVMVEVTVCIsll

KZIRFIWQVVMVFSVUOVSQHNVZMZpZCIsImFObGFUdGIKY TpyZWFKQEFUTEFOVEIEQSIsim

OAuth 2 GFUGGLKYTpjcmVhdGVAQVRMQUSUSURBIWIYMFIZWwY3JLYXRIQEJBQKVMVEV TVCISIINI

e. Decode the JSON Web Token using https://jwt.io

Here you are the scope, the holder_group and the member_of data

"sub": "agatha",

"iss": "https://sync-server.netcompose:1443",

"holder_group": "Marketing",

"meber_of": [
"SOFFID_VAULT_USER@soffid",
"SOFFID_USER@soffid"

1

"nonce": null,

"sid": "EiY52)YB0EmM1pzSFCypkStff2ckQzrX/",

"aud"

"angularApp",

||azp||

"angularApp",
"auth_time": 1737038230,

"scope": "openid profile email",

"exp": 1737038830,


https://bookstack.soffid.com/uploads/images/gallery/2025-01/fiFRnrsRiyM73Pff-image.png

"iat": 1737038230,
"jti": "Bit8hONhBsUNLQ5HbQ6XRNbs2n0S_TSdZpf4DdByg3Fcl_6yPZ3Qotja7guU_C7u4",

"email": "agatha@soffid.com"

}

SAML
a. User Agatha with three groups with Role holder Yes

1 soffd ?

Main Menu > Administration > Resources > Users < = -
Basics Accounts Roles Effective Roles Shared accounts Sessions User processes Issues OTP devices Tokens
‘ 0 | v User % Group
‘ |Fi|1er ‘ |F'|1r:‘r
0 Agatha Sales
O | Agatha RRHH
) | Agatha Marketing

Displayed rows:

b. Login: the user type the user and password to login


https://bookstack.soffid.com/uploads/images/gallery/2025-01/DdleFWxWsjYqmSza-image.png

Please, identify yourself.

A service provider named https://pat.soffid.lab:8443/soffid-iam-
console needs to authenticate you.

c. The user has to select the holder group to login

Select the group in which you need to carry out your
activities.

d. Get the SAML response


https://bookstack.soffid.com/uploads/images/gallery/2025-01/0XVHTuj0qlc1pPAQ-image.png
https://bookstack.soffid.com/uploads/images/gallery/2025-01/IAd2whZ8P5Pzopmt-image.png
https://bookstack.soffid.com/uploads/images/gallery/2025-01/xyb5gUqjS8s7dp0q-image.png

€«<?xml version="1.0" encoding="UTF-8"7?>
<saml2p:Response xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"
Destination="https://pat.soffid.lab:8443/soffid/saml/log/post" ID="_1930e94d002cf87fcaal387dbd69b930"
InResponseTo="_6d9a8a243f6009879f8493febb683619" Issuelnstant="2025-01-16T14:42:08.273Z"
Version="2.0">
<saml2:Issuer xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion"
Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity">https://sync-
server.netcompose</saml2:lssuer>
<saml2p:Status>
<saml2p:StatusCode Value="urn:oasis:names:tc:SAML:2.0:status:Success"></saml2p:StatusCode>
</saml2p:Status>
<saml2:Assertion xmlIns:saml2="urn:oasis:names:tc:SAML:2.0:assertion"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema" ID="_febb3fe55db97a047426313f51c9e04e"
Issuelnstant="2025-01-16T14:42:08.273Z" Version="2.0">
<saml2:Issuer Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity">https://sync-
server.netcompose</saml2:lssuer>
<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-
cl4n#"></ds:CanonicalizationMethod>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-
sha256"></ds:SignatureMethod>
<ds:Reference URI="#_febb3fe55db97a047426313f51c9e04e">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-
signature"></ds:Transform>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#">
<ec:InclusiveNamespaces xmins:ec="http://www.w3.0rg/2001/10/xml-exc-c14n#"
PrefixList="xs"></ec:InclusiveNamespaces>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"></ds:DigestMethod>
<ds:DigestValue>iAUWStZjBAXEjBwWMfF3ivxJIIXxHPpKOMVf2GZeziu8=</ds:DigestValue>
</ds:Reference>

</ds:Signedinfo>

<ds:SignatureValue>N6ZRA6LX]Jiuve7qglkVIsdmmBp/YKrnGb4bfeV32xdPgLLVWRVQhNWSfWtidoxJUXTESn)Oy
wpiwth/NHIHZzSJidX/4ChV3XeP3xUZ1QV29iNm2w16KGUAUIWME/mIGMDuUdSAeha0a/2j17jVTrFL9f2QUFKcbP)



obswDR9vOqs=</ds:SignatureValue>
<ds:KeyInfo>

<ds:X509Data>

<ds:X509Certificate>MIICKTCCAZKgAwIBAgIGAY3q7105MA0GCSqGSIb3DQEBCWUAMFgx)zAIBgNVBAMMHmM
h0OdHBzOi8v
c3luYy1zzX]2ZXlubmV0Y29tcG9zZTECMBOoGA1IUECWWTRmMVkZXJhdGlvbiBzZX])2aWNIczEPMAOG
A1UECgwGUO9GRKIEMB4XDTIOMDIyNzEOMjkyOVoXDTMOMDIyNzEOMjkyOVowWDENMCUGA1UEAwwe
aHROcHM6Ly9zeWS5jLXNIcnZIci5uZXRjb21wb3NIMRwwGgYDVQQLDBNGZWRIcmFOaW9ulHNIcnZp
Y2VzMQ8wDQYDVQQKDAZTT0ZGSUQwgZ8wDQYJKoZIhveNAQEBBQADgYOAMIGJA0GBAJZ5G9BNnTSLh
X8VOVbdyY01EUkgHexi97+eliGAOrlWM6cTud4Ku3k7/efIB5ZZfteRKbPwa719y8Ytb5W4RFcZ60
XzHz90+FhG64tZHEo4xwVdukverOatSSIhomEhruhxX+x70pFnnIXNSCypilxjEQyIm8G)Kxpxjk
RJvkgfXLAgMBAAEWDQY]KoZIhvcNAQELBQADQGYEATbs8ILBYECPdPBjtmNHYrQpXb3nc83Acmxyy
/pEedhXaMoB1rBuxNf47ligjajld9H6k50XWcGgG8FyrdOxpY3eE8cwls+6tM/MACMRuhuV4bQhR
FDlaizcWe6fQUfvmkRLUgS108BMZZjCWW22FPeSkIFXATE/FvmncRGpT9JWs=</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
</ds:Signature>
<saml2:Subject>
<saml2:NamelD Format="urn:oasis:names:tc:SAML:2.0:nameid-format:persistent"
NameQualifier="https://sync-server.netcompose">Agatha</saml2:NamelD>
<saml2:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:bearer">
<saml2:SubjectConfirmationData Address="172.18.0.1"
InResponseTo="_6d9a8a243f6009879f8493febb683619" NotOnOrAfter="2025-01-16T14:47:08.273Z2"
Recipient="https://pat.soffid.lab:8443/soffid/saml/log/post"></saml|2:SubjectConfirmationData>
</saml2:SubjectConfirmation>
</saml2:Subject>
<saml2:Conditions NotBefore="2025-01-16T14:42:08.273Z" NotOnOrAfter="2025-01-16T14:47:08.273Z2">
<saml2:AudienceRestriction>
<saml2:Audience>https://pat.soffid.lab:8443/soffid-iam-console</saml2:Audience>
</saml2:AudienceRestriction>
</saml2:Conditions>
<saml2:AuthnStatement Authninstant="2025-01-16T14:42:08.193Z"
Sessionindex="_8a28efb06654a2bafe0eceb3ebbea35b">
<saml2:SubjectLocality Address="172.18.0.1"></saml2:SubjectLocality>

<saml2:AuthnContext>

<saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport</saml



2:AuthnContextClassRef>
</saml2:AuthnContext>
</saml2:AuthnStatement>
<saml2:AttributeStatement>
<saml2:Attribute FriendlyName="mail" Name="urn:0id:0.9.2342.19200300.100.1.3"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">agatha@soffid.com</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="uid" Name="urn:0id:0.9.2342.19200300.100.1.1"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">Agatha</saml|2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="memberOf" Name="urn:0id:1.3.6.1.4.1.5923.1.5.1.1"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified">
<saml2:AttributeValue xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">SOFFID_VAULT_USER@soffid</saml|2:AttributeValue>
<saml2:AttributeValue xmlins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">SOFFID_USER@soffid</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="HolderGroup" Name="urn:0id:1.3.6.1.4.1.22896.3.1.7"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified">
<saml2:AttributeValue xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">Marketing</saml2:AttributeValue>
</saml2:Attribute>
</saml2:AttributeStatement>
</saml2:Assertion>

</saml2p:Response>

Use case 4 - Log in to a second application

a. Agatha user was previously loged-in to an application

Agatha user is loged-in the angularApp Service Provider



"sub": "agatha",

"iss": "https://sync-server.netcompose:1443",

"holder_group": "Marketing",

"meber_of": [
"SOFFID_VAULT_USER@soffid",
"SOFFID_USER@soffid"

1

"nonce": null,

"sid": "/sYgJRDQQH2GFHs)q7SAS+]JHx9ujvray",

"aud": "angularApp",

"azp": "angularApp",

"auth_time": 1737042386,

"scope": "openid profile email",

"exp": 1737042986,

"iat": 1737042386,

"jti": "1Q8Ga-VB3wehrRiljowrE9lUtnpVIoOrEwcHTbhndDuV4_kPpA7PDwCTNXhMbGIy",

"email": "agatha@soffid.com"

b. Agata user is loged-in to a second application

Agatha user is loged-in the OpenIlDConnectApp001 Service Provider, with the same holder
group

{
"sub": "agatha",
"iss": "https://sync-server.netcompose:1443",
"holder_group": "Marketing",
"meber_of": [
"SOFFID_VAULT_USER@soffid",
"SOFFID_USER@soffid"
1
"nonce": null,
"sid": "WP5bktBjtQG4bW)6gR73EgBOpBVHNCgU",
"aud": "OpenlDConnectApp001",
"azp": "OpenlDConnectApp001",
"auth_time": 1737042392,



"scope": "openid",

"exp": 1737042992,

"jat": 1737042392,

"jti": "L6e3Ln6-NrELNAsY8s339z8il7sE63PH6CSIVIhIKm6LmMZsxW2F-2X81h1nyAEBc",

"email": "agatha@soffid.com"
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