Use cases

Premises

1. An Organizational Unit has been defined as Role holder Yes.
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2. Several groups have been defined with type organizational unit with role holder Yes.
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3. An attribute sharing policy has been defined.

Total rows: 12
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4 soffic "

Main Menu > Administration > Configuration > Web SSO > Attribute sharing policies « > Eﬂ =
Policy GroupMembershipANY
Condition ANY L
Attributes
| [ v Attribute 3 Action % Condition
| |:i Ll ‘ |:\ ter | |F [ter ‘
O Holder group Allow ANY
[J  Role & group membership Allow ANY

Displayed rows: 2

Apply changes

4. Indicates which Service Providers will be required group membership after authentication.

] soffid > 9

Main Menu > Administration > Configuration > Web S5O > Identity & Service providers < > =
Type : OpenlD Connect v Allow impersonations :
Identifier : OpenlDConnectApp001 UID Seript : Seript to compute the user name to /"
Name - OpeniDConnectApp001 pass to the target application p
Ask for consent : “ No
I»“-'m for group membership after authentication :[JNEsl] m |
Roles required to login : @
System where an enabled account is required :
¥

Use cases

Use case 1 - Log in to an application

User with no groups, Primary or Secundary, with type holder group Yes. When this user log into an
application --> The user login normally to the application

Use case 2 - Log in to an application

User with only one group, Primary or Secondary, with type holder group Yes. This users can have
more groups with holder group No. When this user logs in to an application --> The user will be
loged-in the application with the group with type holder group yes.

OpenlID-Connect
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a. User Agatha with Primary group RRHH (Role holder Yes)

Main Menu > Administration > Resources > Users <« > ;

Groups Accounts Roles Effective Roles Shared accounts Sessions User processes Issues OTP devices Tokens

User name : Agatha lype External user v
First name : Agatha Primary group : RRHH &, RRHH department
Last Name Christie Home server o
[+ =]
iddle name Profile server oy
- =]
Full name Agatha Christie

sofiid ? 4

Main Menu > Administration > Resources > Users < > .
Basics Accounts Roles Effective Roles Shared accounts Sessions User processes Issues OTP devices Tokens
| (1 v User & Group
‘ |F\|tc" ‘ |:I ter
0 | Agatha Writers
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Main Menu > Administration > Resources > Users « > =
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‘ ] Risk vRole @ System  ¢Account ©lnform... %Startdate ©Enddate §Domainvalue ¢ Holder.
‘ ‘:i ter | ‘Filtc" | |:i ter | |F'|‘.er | |Fi|te" | ‘Filtc" | |:i ter ‘ |F\\tE'
0 SOFFID_HOLDER_CONDOMAINO04 soffid Agatha SOFFID 20/1/2025 RRHH RRHH
O SOFFID_HOLDER_CONDOMAINQ004 soffid Agatha SOFFID 20/1/2025 Writers RRHH
] SOFFID_HOLDER_CONDOMAINQ005 soffid Agatha SOFFID 20/1/2025 Philosophers RRHH

Displayed rows

b. Login: the user type the user and password to login
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A service provider named angularApp needs to authenticate you.

c. Get the JSON id_token
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hiGi-aeBEygCozg MjsnoBq2v8faDny4B1BVOTVT-
Generate new token WOBTIUOZKMFQ3weF73FX_RD: XX DT_uxhudh
wdbSOrpzJayZPbTEhBFNrsJ2XZoKsCtFOcl"

refresh_token: "eyJrawQiOiJzeWsjLXNlcnZIciSuzXRjbz 1wb3NliiwidHlwljoisldUliwiywxnljoiulMyNT"
eyJhdwQioiJhbmd1bGFyQxBwiiwic3VilioivwdhdGhhliwiczNvcGUIOIveGVUawQocH
misZSBIbWFpbClsimlzcyl6imh0dHBZOIBVC3 luYy 12ZXJ2ZXIubmV0Y29tcG92ZToxNDQz
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1joxNZM3MDMXNTMILCjbGlIbRRFAWQIOIhbMA 1b GFyQXBWIiwianRp ljoiQKEIYVAUN
MmUSDNMbWpYX2zhZa2 1XcFVCbLhnTOErVkpRAJRZMGNMZ1h TV 1pVQKpoalVteDQN
OAuth 2 diROdSISImVEYWlsljoicGdhcmNpPYUBZb2ZmawQuyY2sting.kbcfur-
YNBXEMIGOHVELMQmMABhAL_yle8xw\wrs_inaCqEHYjdQNeCwZYFRBNjgYORKCmWNR
00F5nLslyloj TKOJNXWMQ90ZCEA J4_4ySst-F_EIKEGWaTITMnoFL:
8I7EB1YeLalvPYZNSYIV1i20VGGSYZVFjje6734Y"

oAuth-angularApp

OAuth 2 id_token: "eyJrawQiOiJzeWSjLXNIcnZlciSuZXRjb2 1wb3NliiwidH wlioiSldUliwiYwaxnljoiUIMyNTYifQ.e
uid WIOLhZ2FOaGEILCJpe3MiOiJodHRwezovL3NSbmMtc2VydmVyL mSIdGNYbXBvc2USMTQO
_—_’ ImhvbGRICISncm 1 cCI6ILSSEGILEIZWIICIVZil6WyhdGxhbnRpZGE6dXBKY XRIQEFUTEFO
QSlsimJhYmVsOnJIlYWRAQKFCRUxURVNUIiwiYmFiZWw6 dXBKY XRIQE JBQKVMVEVTVCIslI
KZJRFIWQVVMVFIVUOVSQHNYZMZpZClsimFObGFudGIkY TpyZWFkQEFUTEFOVEIEQSIsim
OAuth 2 GFUdGIKYTpicmVhdGVAQVRMQUSUSURBIiWI YmFIZWw6Y3JIYXRIQEJBQKVMVEV TVCISIINI

d. Decode the JSON Web Token using https://jwt.io

Here you are the scope, the holder_group and the member_of data

"sub": "agatha",
"iss": "https://sync-server.netcompose:1443",
"holder_group": "RRHH",

"meber_of": [

"SOFFID_HOLDER_CONDOMAINO004/RRHH@soffid",
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"SOFFID_HOLDER_CONDOMAINO0O05/Philosophers@soffid",
"SOFFID_VAULT_USER@soffid",
"SOFFID_HOLDER_CONDOMAINO004/Writers@soffid",
"SOFFID_USER@soffid"

1

"nonce": null,

"sid": "0eB51)r/+rb5yE+IbG9iYSAHy1TXxOFYm",

"aud": "angularApp",

"azp": "angularApp",

"auth_time": 1737365621,

"scope": "openid profile email",

"exp": 1737366221,

"jat": 1737365622,

"jti": "WW1wwRD-HaE9DCXfQv4wLRuFgGRbI1IB_ 9wDFBd6X4IL)Bv4vS6mL1yG3S0Ee Nv",

"email": "agatha@soffid.com"

SAML

a. User Agatha with Primary group RRHH (Role holder Yes)

Main Menu > Administration > Resources > Users « »>

Groups Accounts Roles Effective Roles Shared accounts Sessions User processes Issues OTP devices Tokens

User name : Agatha Type External user v
First name : Agatha RRHH & RRHH department
Last Name : Christie Home server E
Middle name Profile server : - =

- =]

Full name Agatha Christie
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b. Login: the user type the user and password to login
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Please, identify yourself.

A service provider named https://pat.soffid.lab:8443/soffid-iam-
console needs to authenticate you.

c. Get the SAML response

<?xml version="1.0" encoding="UTF-8"?>
<saml2p:Response xmins:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"
Destination="https://pat.soffid.lab:8443/soffid/saml/log/post" ID="_6699870c490dcef896cb33d70187de62"
InResponseTo="_edecd4bcc9b7bf081e970867995369df9" Issuelnstant="2025-01-20T09:35:53.249Z"
Version="2.0">

<saml2:Issuer xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion"
Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity">https://sync-
server.netcompose</saml2:lssuer>

<saml2p:Status>

<saml2p:StatusCode Value="urn:oasis:names:tc:SAML:2.0:status:Success"></saml2p:StatusCode>
</saml2p:Status>

<saml2:Assertion xmlIns:saml2="urn:oasis:names:tc:SAML:2.0:assertion"

xmins:xs="http://www.w3.0rg/2001/XMLSchema" ID="_8d730eeaaalbcfbf419568e5edc77d27"
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Issuelnstant="2025-01-20T09:35:53.249Z" Version="2.0">
<saml2:Issuer Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity">https://sync-
server.netcompose</saml2:lssuer>
<ds:Signature xmins:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-
cl4n#"></ds:CanonicalizationMethod>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-
sha256"></ds:SignatureMethod>
<ds:Reference URI="#_8d730eeaaalbcfbf419568e5edc77d27">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-
signature"></ds:Transform>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c1l4n#">
<ec:InclusiveNamespaces xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-c14n#"
PrefixList="xs"></ec:InclusiveNamespaces>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"></ds:DigestMethod >
<ds:DigestValue>qEEAKYqFFZxatl6DaVme4lfrojC3zafaKFH+TpIDurY=</ds:DigestValue>
</ds:Reference>

</ds:Signedinfo>

<ds:SignatureValue>TeVSWaALsSRLMwYxi71/b1k8jKYOrFb7qS9qva2T5T3yKpNLwZxnmRgqWznbBM7wprou3Vv
0scfh5M1ex/NGfIbADbxih7uwUVK8YSAZPwIx/4LXExOuOxpQi7ZiDOvhb2jkKLdvztvUkBGeJh)GCJy/2WrOHIEdzs
n4T4c7TBdWZc=</ds:SignatureValue>

<ds:KeylInfo>

<ds:X509Data>

<ds:X509Certificate>MIICKTCCAZKgAwIBAgIGAY3q7105MA0GCSqGSIb3DQEBCwWUAMFgx)zAIBgNVBAMMHmM
hO0dHBzOi8v

c3luYy1zZXJ2ZXlubmV0Y29tcG9zZTECMBoGALUECWWTRmMVkZX]hdGlvbiBzZX]2aWNIczEPMAOG
A1UECgwWGUO9GRKIEMB4XDTIOMDIyNzEOMjkyOVoXDTMOMDIyNzEOMjkyOVowWDEnMCUGA1UEAwwe
aHROcHM6Ly9zeWS5jLXNIcnZIci5uZXRjb21wb3NIMRwwGgYDVQQLDBNGZWRIcmFOaW9ulHNIcnZp
Y2VzMQ8wDQYDVQQKDAZTTO0ZGSUQwgZ8wDQY]KoZlhveNAQEBBQADgYOAMIGJA0GBAJZ5G9BNTSLh
X8VOVbdyY01EUkgHexi97+eliGAOrlWM6cTud4Ku3k7/efIB5ZZfteRKbPwa719y8Ytb5W4RFcZ60
XzHz90+FhG64tZHEo4xwVdukverOatSSIhomEhruhxX+x70pFnnIXNSCypilxjEQyIm8G)Kxpxjk
RJvkgfXLAgMBAAEwWDQY]KoZIhvcNAQELBQADQYEATbs8ILBYECPAPBjtmNHYrQpXb3nc83Acmxyy



/pEe4hXaMoB1rBuxNf47ligjaj]ld9H6k50XWcGgG8FyrdOxpY3eE8cwls+6tM/MACMRuhuV4bQhR
FDlaizcW6fQUfvmkRLUgS108BMZZjCWW22FPeSkIFXATE/FvmncRGpT9JWs=</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
</ds:Signature>
<saml2:Subject>
<saml2:NamelD Format="urn:oasis:names:tc:SAML:2.0:nameid-format:persistent"
NameQualifier="https://sync-server.netcompose">Agatha</saml2:NamelD>
<saml2:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:bearer">
<saml2:SubjectConfirmationData Address="172.18.0.1"
InResponseTo="_edec4bcc9b7bf081e970867995369df9" NotOnOrAfter="2025-01-20T09:40:53.249Z"
Recipient="https://pat.soffid.lab:8443/soffid/saml/log/post"></saml|2:SubjectConfirmationData>
</saml2:SubjectConfirmation>
</saml2:Subject>
<saml2:Conditions NotBefore="2025-01-20T09:35:53.249Z" NotOnOrAfter="2025-01-20T09:40:53.249Z7">
<saml2:AudienceRestriction>
<saml2:Audience>https://pat.soffid.lab:8443/soffid-iam-console</saml2:Audience>
</saml2:AudienceRestriction>
</saml2:Conditions>
<saml2:AuthnStatement Authninstant="2025-01-20T09:35:53.1972"
Sessionlndex="_cd9afa8aac3a7a35abc90b488b01d458">
<saml2:SubjectLocality Address="172.18.0.1"></saml2:SubjectLocality>

<saml2:AuthnContext>

<saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport</saml
2:AuthnContextClassRef>
</saml2:AuthnContext>
</saml2:AuthnStatement>
<saml2:AttributeStatement>
<saml2:Attribute FriendlyName="mail" Name="urn:0id:0.9.2342.19200300.100.1.3"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">agatha@soffid.com</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="uid" Name="urn:0id:0.9.2342.19200300.100.1.1"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xsi:type="xs:string">Agatha</saml|2:AttributeValue>



</saml2:Attribute>
<saml2:Attribute FriendlyName="memberOf" Name="urn:0id:1.3.6.1.4.1.5923.1.5.1.1"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified">
<saml2:AttributeValue xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">SOFFID_HOLDER _CONDOMAIN004/RRHH@soffid</saml2:AttributeValue>
<saml2:AttributeValue xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">SOFFID_HOLDER_CONDOMAINO005/Philosophers@soffid</saml2:AttributeValue>
<saml2:AttributeValue xmlIns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">SOFFID_VAULT_USER@soffid</saml2:AttributeValue>
<saml2:AttributeValue xmlIns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">SOFFID_HOLDER_CONDOMAINO004/Writers@soffid</saml|2:AttributeValue>
<saml2:AttributeValue xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">SOFFID_USER@soffid</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="HolderGroup" Name="urn:0id:1.3.6.1.4.1.22896.3.1.7"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified">
<saml2:AttributeValue xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">RRHH</saml2:AttributeValue>
</saml2:Attribute>
</saml2:AttributeStatement>
</saml2:Assertion>

</saml2p:Response>

Use case 3 - Log in to an application

User with more than one group, Primary or Secondary, with type holder group Yes. When this user
log into an application --> The user will have to choose the holder group to login the application.
The user will be loged-in the application with the holder group selected.

OpenlID-Connect

a. User Agatha with three groups with Role holder Yes
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| Please, identify yourself.

m

A service provider named angularApp needs to authenticate you.

c. The user has to select the holder group to login
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Select the group in which you need to carry out your

activities.

@]

d. Get the JSON id_token
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VMVEVTVCIsIINPRKZ JRFSWQVVMVFSVUOVSQHNVZMZpZClsimFObGFudGIkY ToyZWFI
UTEFOVEIEQSISIMFObGFUAG kY Tpj QURMQUSUSURBIi 637X
JBQKVMVEVTVCIsIINPRKZJRFSVUOVSQHNVZMZpZCILCIbGlIbnRFaWQiOiJhbmd1be
XBwliwic2|KljoiUGlrTnB 2RkdQWHIKTENjc2RiMGlEandIM3B6U 1 JsekYiLCJhdwQioilhbi
bGFyQXBwliwiYXpwijoiY kFwcClsinNjb3Blijoib pbGUgzw1k
WiLCJleHAIOJE3MzcwMzixMzUsImIhd CI6MTczNzZAZMTUZNSwianRp joiUy 1 xczBSclhwi
VY2aTBxb1B6WmtLckZvMmFDUHFIMGRQWGFETMNETZRYUIRpWKVWCXVmbTVRY3IE
YWCIsImVEYWisljoicGdhemNpYUBzb2ZmaWQuY29tin0.e 15XE77g6sBr4TnJdoaBhzKjo
hlGi-aeBEygCozgMjsnoBa2v8foDny4B1BVOTVT-

WOBTOU0ZKIMFQ3weF73FX | 6Xx T_uXhUat
wdbSOrpZJaYZPbTERBFNrsJ2%ZoKsCLFOC!"

refresh_token: "eyJraWQiOiJzeWSjLXNICNZIciSUZ XRjb2 1wb3NLiiwidH wljoiSIdUliwiYWxnljoiUIMyNT*

eyJhdWQiOIJhbmd1 bGFyQXBwliwic3ViljoiyWdhdGhhliwicZNucGUIOLveGVUaWQgcH
misZSBIbWFPbClsimlzeyl6imhOdHBZOI8vC3luYy12ZX J2ZXIubmV0Y29tcG92ZToxNDQz
3G95ZGVyX2dyb3VwljoiULISCIsim1lYmVyX29mljpbImFObGFUdGLKYTp1cGRhAGVAQY
QUSUSURBIiwiYmFIZWw6cmVhZEBCQUJFTFRFUTQILCIIYWJIbDP1cGRAGVAQKFCRI
RVNUIiwiU09GRKIEX1ZBVUXUX1VTRVJAC2ImZmlkliwiYXRsYW50aWRhONILYWRAQY
QUSUSURBIiwiYXRsY W 50aWRhOMNyZWFOZUBBVEXBTIRJREEILCJiVWJIbDpjemVhdt

QkFCRUXURVNUIiwiUOIGRKIEX1VTRVIAC CI6MTc:
lioxNzM3MDMxNTM1LCJjbGlIbnRFaWQiOiJhbmd 1bGFyQXBwliwianRpljoiQktYVduN
MmEISDI a2 1XcFVCblhnTOkr 1hTV1pVQ QtN

diROdSIsImVEYWisljoicGdhcmNpYUBzb2ZmaWQuY2stin0.kbefur-
YNbXEMIQOHVELmamAbh4l_yle8xw\Vwr5_inaCEHYjdQNeCwZYFRBNjgYoRKcmWNR
QOF5nLslyloj TKOINXWMQ90zC6A J4_dySst-F_E3KEGwWaTITMNoFL-
8L7E81YeLalvPYZNSYIV1i20VGCSYZvFje6734Y"

id_token: "eyJrawQiOizeWSjLXNIcnZLciSuZXR|b2 1wb3NUiwidH wljoiSldUlwiYWxnljoiU IMyNTYifQ.e

-_'—-'

e. Decode the JSON Web Token using https://jwt.io

Here you are the scope, the holder_group and the member_of data

"sub": "agatha",

ISS

"holder_group": "Marketing",

"https://sync-server.netcompose:1443",

WIi0iJhZ2F0aGEILC Jpc3MiOiJodHRwezovL 3NSbmMEc2VydmVyLm5IdGNvbXBvc2USMTQO
ImhvbGRICISncm3 1cCI6ILISSEGILCIZWIICISVZil6Wy IhdGxhbnRpZGEGAXBKY XRIQEFUTEFO'
QsisimJhYmVsOnJlYWRAQKFCRUXURVNUIiwiYmFiZww6 dXBKY XRIQE JBQkVMVEVTVCIsIL
KZJRFIWQVVMVFIVUOVSQHNVZMZPZCIsimFObGFudGlkY TpyZWFkQEFUTEFOVELEQSIsim
GFudGlkYTpjcmVhdGVAQVRMQUSUSURBIiwWI YmFiZww6Y3JlYXRIQEJBQKVMVEVTVCIsI NI
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"meber_of": [
"SOFFID_VAULT_USER@soffid",
"SOFFID_HOLDER_CONDOMAINOO05/Writers@soffid",
"SOFFID_USER@soffid"

I

"nonce": null,

"sid": "+crovVQjlUcwmujgOjralO4DwtPfFOH9b",

"aud": "angularApp",

"azp": "angularApp",

"auth_time": 1737366858,

"scope": "openid profile email",

"exp": 1737367458,

"jat": 1737366858,

"jti": "X1kvNUQr_-LJgz_EHnevaO-mtHTLSkhNOOd3UX-dtA7LVcjpkyMOyvI5UPst9vV2",

"email": "agatha@soffid.com"

SAML

a. User Agatha with three groups with Role holder Yes

=

?
Main Menu > Administration > Resources > Users < = -
Basics Accounts Roles Effective Roles Shared accounts Sessions User processes Issues OTP devices Tokens
‘ ) w User % Group
‘ |Fi|ler ‘ |F'|‘.r:‘r

[ | Agatha Sales

O | Agatha RRHH

O | Agatha Marketing

Displayed rows:
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Main Menu > Administration > Resources > Users 4 10/ 324 »

o)

Basics Groups Accounts Roles Effective Roles Shared accounts Sessions User processes Issues OTP devices Tokens

Agatha - Agatha Christie

M eme Souen ko om. fSwide fEddse fOomsnabe < ioders

O SOFFID_HOLDER_CONDOMAINCO4 soffid Agatha SOFFID 20/1/2025 Writers RRHH
o SOFFID_HOLDER_CONDOMAINCO4 soffid Agatha SOFFID 20/1/2025 RRHH RRHH
o SOFFID_HOLDER_CONDOMAINCO4 soffid Agatha SOFFID 20/1/2025 Philosophers Sales
(W) SOFFID_HOLDER_CONDOMAINQOS soffid Agatha SOFFID 20/1/2025 Writers Marketing
(W) SOFFID_HOLDER_CONDOMAINQOS soffid Agatha SOFFID 20/1/2025 Philosophers RRHH

Displayed rows:

,er and password to login

Please, identify yourself.

A service provider named https://pat.soffid.lab:8443/soffid-iam-
console needs to authenticate you.
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c. The user has to select the holder group to login

Select the group in which you need to carry out your
activities.

d. Get the SAML response

<?xml version="1.0" encoding="UTF-8"7?>
<saml2p:Response xmlIns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"
Destination="https://pat.soffid.lab:8443/soffid/saml/log/post" ID="_82e187f91ad03509cbb5adc502dc75ec"
InNResponseTo="_5ffefaae23a7626917de0e0d8c4866e5" Issuelnstant="2025-01-20T09:56:45.504Z"
Version="2.0">
<saml2:Issuer xmlIns:saml2="urn:oasis:names:tc:SAML:2.0:assertion"
Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity">https://sync-
server.netcompose</saml2:lssuer>
<saml2p:Status>
<saml2p:StatusCode Value="urn:oasis:names:tc:SAML:2.0:status:Success"></saml2p:StatusCode>
</saml2p:Status>
<saml2:Assertion xmlIns:saml2="urn:oasis:names:tc:SAML:2.0:assertion"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema" ID="_f351bb2c2cb39df3eeb29f31f4eb6eal2"
Issuelnstant="2025-01-20T09:56:45.504Z" Version="2.0">
<saml2:Issuer Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity">https://sync-
server.netcompose</saml2:lssuer>
<ds:Signature xmlIns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:Signedinfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-
cl4n#"></ds:CanonicalizationMethod>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-
sha256"></ds:SignatureMethod>
<ds:Reference URI="#_f351bb2c2cb39df3eeb29f31f4ebeal2">
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<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-
signature"></ds:Transform>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#">
<ec:InclusiveNamespaces xmins:ec="http://www.w3.0rg/2001/10/xml-exc-c14n#"
PrefixList="xs"></ec:InclusiveNamespaces>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"></ds:DigestMethod>
<ds:DigestValue>FlIpGC4P+i40Yv+1Mxlw2tdgPgheB6zsE2QhbHTUP3U=</ds:DigestValue>
</ds:Reference>

</ds:Signedinfo>

<ds:SignatureValue>VI2a9cx7vPKH+fppjyRQ4g+/NPknfxVzgbekaWomAxHvgNegRonlalUiRiiVLC5DdcT1dkO
85c9F)gf5x8CgEfKFRKVNcaNWRVMZIZYUR/DKjyVHOF8a8lZMdHyxB9z3xj0QVqs7536dalA38hD5p4TG4PoNttY
LhE1tFGd8Qsl=</ds:SignatureValue>

<ds:KeyInfo>

<ds:X509Data>

<ds:X509Certificate>MIICKTCCAZKgAwIBAgIGAY3q7105MA0GCSqGSIb3DQEBCWUAMFgx)zAIBgNVBAMMHmM
hOdHBzOi8v
c3luYy1zZX)2ZXlubmV0Y29tcG9zZTECMBOGALUECWWTRmMVkZXJhdGlvbiBzZXJ2aWNIczEPMAOG
ALUECgwGUO9GRKIEMB4XDTIOMDIyNzEOMjkyOVoXDTMOMDIyNzEOMjkyOVowWDENMCUGA1UEAwwe
aHROcHM6Ly9zeW5jLXNIcnZIci5SuZXRjb21wb3NIMRwwGgYDVQQLDBNGZWRIcmFOaW9ulHNIcnZp
Y2VzMQ8wDQYDVQQKDAZTT0ZGSUQwgZ8wDQY]KoZlhveNAQEBBQADgYOAMIGJA0GBAJZ5G9BNTSLh
X8VOVbdyY01EUkgHexi97+eliGAOrlWM6cTud4Ku3k7/efIB5ZZfteRKbPwa719y8Ytb5W4RFcZ60
XzHz90+FhG64tZHEo4xwVdukv6erOatSSIhomEhruhxX+x70pFnnIXNSCypilxjEQyIm8G)Kxpxjk
RJvkgfXLAgMBAAEWDQY)KoZIhvcNAQELBQADQYEATbs8ILBYEcPAPBjtmNHYrQpXb3nc83Acmxyy
/pEedhXaMoB1rBuxNf47ligjajJld9H6k50XWcGgG8FyrdOxpY3eE8cwls+6tM/MACMRuhuV4bQhR
FDlaizcW6fQUfvmkRLUgS108BMZZjCWW22FPeSkIFXATE/FvmncRGpT9JWs=</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
</ds:Signature>
<saml2:Subject>
<saml2:NamelD Format="urn:oasis:names:tc:SAML:2.0:nameid-format:persistent"
NameQualifier="https://sync-server.netcompose">Agatha</saml2:NamelD>
<saml2:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:bearer">

<saml2:SubjectConfirmationData Address="172.18.0.1"



InResponseTo="_5ffefaae23a7626917de0e0d8c4866e5" NotOnOrAfter="2025-01-20T10:01:45.504Z"
Recipient="https://pat.soffid.lab:8443/soffid/saml/log/post"></saml2:SubjectConfirmationData>
</saml2:SubjectConfirmation>
</saml2:Subject>
<saml2:Conditions NotBefore="2025-01-20T09:56:45.504Z" NotOnOrAfter="2025-01-20T10:01:45.504Z2">
<saml2:AudienceRestriction>
<saml2:Audience>https://pat.soffid.lab:8443/soffid-iam-console</saml2:Audience>
</saml2:AudienceRestriction>
</saml2:Conditions>
<saml2:AuthnStatement Authninstant="2025-01-20T09:56:45.461Z"
Sessionindex="_31bb4c1105aa3c363a69b299e577d9cd">
<saml2:SubjectLocality Address="172.18.0.1"></saml2:SubjectLocality>

<saml2:AuthnContext>

<saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport</saml
2:AuthnContextClassRef>
</saml2:AuthnContext>
</saml2:AuthnStatement>
<saml2:AttributeStatement>
<saml2:Attribute FriendlyName="mail" Name="urn:0id:0.9.2342.19200300.100.1.3"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlIns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">agatha@soffid.com</saml2:AttributeValue>
</saml|2:Attribute>
<saml2:Attribute FriendlyName="uid" Name="urn:0id:0.9.2342.19200300.100.1.1"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlIns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">Agatha</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="memberOf" Name="urn:0id:1.3.6.1.4.1.5923.1.5.1.1"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified">
<saml2:AttributeValue xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">SOFFID_VAULT USER@soffid</saml|2:AttributeValue>
<saml2:AttributeValue xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">SOFFID_HOLDER_CONDOMAINOO5/Writers@soffid</saml|2:AttributeValue>
<saml2:AttributeValue xmlins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">SOFFID_USER@soffid</saml|2:AttributeValue>

</saml2:Attribute>



<saml2:Attribute FriendlyName="HolderGroup" Name="urn:0id:1.3.6.1.4.1.22896.3.1.7"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified">
<saml2:AttributeValue xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">Marketing</saml2:AttributeValue>
</saml2:Attribute>
</saml2:AttributeStatement>
</saml2:Assertion>

</saml2p:Response>

Use case 4 - Log in to a second application

a. Agatha user was previously loged-in to an application

Agatha user is loged-in the angularApp Service Provider

"sub": "agatha",

"iss": "https://sync-server.netcompose:1443",

"holder_group": "Marketing",

"meber_of": [
"SOFFID_VAULT_USER@soffid",
"SOFFID_HOLDER_CONDOMAINOO05/Writers@soffid",
"SOFFID_USER@soffid"

1

"nonce": null,

"sid": "+crovVQjlUcwmujgOjralO4DwtPfFOH9b",

"aud": "angularApp",

"azp": "angularApp",

"auth_time": 1737366858,

"scope": "openid profile email",

"exp": 1737367458,

"jat": 1737366858,

"jti": "X1kvNUQr_-LJgz_EHnevaO-mtHTLSkhNOOd3UX-dtA7LVcjpkyMOyvI5UPst9vV2",

"email": "agatha@soffid.com"



b. Agata user is loged-in to a second application

Agatha user is loged-in the OpenIDConnectApp001 Service Provider, with the same holder
group

"sub": "agatha",

"iss": "https://sync-server.netcompose:1443",

"holder_group": "Marketing",

"meber_of": [
"SOFFID_VAULT_USER@soffid",
"SOFFID_HOLDER_CONDOMAINOO05/Writers@soffid",
"SOFFID_USER@soffid"

1

"nonce": null,

"sid": "WDSQEzO6LIgxvQkaq/zylzL/LddKKy/j0",

"aud": "OpenlDConnectApp001",

"azp": "OpenlDConnectApp001",

"auth_time": 1737367082,

"scope": "openid",

"exp": 1737367683,

"jat": 1737367083,

"jti": "C5xSE7UKOIgwgff5CI7SPnpZvcRSM8WI0OGZMXXObKACMOUP50qbZjCcuGW7KpjgN®,

"email": "agatha@soffid.com"
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