parse-saml-response

Definition

e This operation allows to validate a SAML response generated by another external IDP that
support SAML protocol.

URL

e <console-domain>/webservice/federation/rest/parse-saml-response

Method

e POST

Headers

e Accept = “application/json”
e Content-Type = “application/json”

Authentication

e Use an account with federation:serviceProvider permission

Request (URL parameter)

e autoProvision - [false|true] (currently only false functionality is implemented)

e response
o RelayState — identifier of the ticket of the SAML response
o SAMLResponse —» encoded SAML response

e protocol —» use always “urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"

e serviceProviderName - service provider which requests the user authentication

"autoProvision" : false,

"response" : {
"RelayState": " 523866242f943b4c63234dc8942ffc2f08ceal3aal29ade2",
"SAMLResponse": "PD94bWwgdmVyc2Ivbj0iMS4wliBIbmNvZGluZz0iVVRGLTgiPz48c2FtbD)
wOkF1dGhuUmVxdWVzdCB4bWxuczpzYW1sMnA9InVybjpvYXNpczpuYW1lczp
0YzpTQU1IMOjluMDpwcm90b2NvbCIgQXNzZX]J0aW9uQ29uc3VtZX)TZX]J2aWN


http://federationserviceprovider/
http://urnoasisnamestcsaml:2.0:bindings:HTTP-POST

ISW5kZXg9ljEilEFzc2VydGlvbkNvbnN1bWVyU2VydmljZVVSTDOiaHROCHM6LY9hYmM6NDQzLy94eHgilERIC3Rpb

mFO0aW9uPSJodHRwczovL3NOYXNOcy5hcnhlcy51dS9hZGZzL2xzLylgRm9yY2VBdXRobj0iZmFsc2UIlEIEPS)fNTI
zODY2MjQyZjkOM210YzYzMjM0ZGM40TQyZmZjMmYwOGNIYTAzZYWEXMjIhNGU

yliBJc3N1ZUluc3RhbnQ9ljlwMTctMTItMjJUMTQ6NTUGMjAUODYYWilgUHJvdG9jb2xCaW5kaW5nPS)1cm46b2Fza
XM6bmFtZXM6dGM6UOFNTDOoYLjA6YMIuZGluZ3M6SFRUUC1SZWRpcmVjdClgV

mVyc2Ivbj0iMi4wlj48c2FtbDI6SXNzdWVyIHhtbG5zOnNhbWwyPS]1cm46b2FzaXM6bmFtZXM6dGM6UOFNTDoyLjA
6YXNzZXJ0aW9ulj50dHRwWOIi8vcG9ydGFsLmFyeHVzLmMNvbTwvc2FtbDI6SXN
zdWVyPjxzYW1sMjpTdW]qZWNOIHhtbG5zOnNhbWwyPS]1cm46b2FzaXM6bmF
tZXM6dGMB6UOFNTDoYLjA6YXNzZX]0aW9ulj48c2FtbDI6 TmMFtZUIEIEZvcm1
hdDO0idXJuOm9hc2IzOm5hbWVzOnRjOINBTUwW6Mi4wOm5hbWVpZC1lmb3JtYXQ6cGVyc2lzdGVudCl+

ZWRtb25kLmhhbGxleTwvc2FtbDI6 TmFtZUIEPjwvc2FtbDI6U3ViamVjdD48L3NhbWwycDpBdXRobljlcXVIc3Q+"
b
"protocol" : "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST",

"serviceProviderName" : "https://stasts.arxus.eu/adfs/Is/"

Response (JSON)

e authentication = [yes|no]

failureMessage - if authentication="no", a description text of the error
principalName — account name

user - account owner identity standard attributes

attributes —» account owner identity custom attributes

sessionld - session identifier
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