Holder group

Introduction

A Holder Group can be defined as a logical grouping or collection of entities (referred to as
"holders") that share similar characteristics, roles, permissions, or access requirements. The
concept of a Holder Group simplifies the management of identities by enabling administrators to
apply policies, assign roles, and manage permissions at the group level rather than individually.

Steps to configure

1. Group type

It is necessary to define a Group type with Rol Holder to Yes
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Main Menu > Administration > Configuration > Global Settings > Group types < >
Name : Cost Center
Description : Cost Center
Rol holder : e “

Apply changef

https://bookstack.soffid.com/books/soffid-3-reference-guide/page/group-type

2. Groups

Then, you need to define the groups with this specific group type.
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Sojjile ?
Main Menu > Administration > Resources > Groups [

Users Granted Roles Managers

Name : RRHH
Description : RRHH

Drive letter :

Parent group : world & World
Type : Cost Center &, Cost Center
Drive server name : B

Disabled : “ Lt

Created on :

Disabled on:

Apply changes

https://bookstack.soffid.com/books/soffid-3-reference-guide/page/groups

3. Attribute definition

Holder group
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Main Menu > Administration > Configuration > Web SSO > Attribute definition

LH,

Name : Holder group

ShortName : HolderGroup

Oid urn:0id:1.3.6.1.4.1.22896.3.1.7

OpenlD name : holder_group

Radius ID :

Value : Script to compute the attribute value. By default the original source attribute will be copied p.

#

Apply changes

Role & group membership
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Main Menu > Administration > Configuration > Web SSO > Attribute definition

CHy

Name : Role & group membership

ShortName memberOf

Oid urn:oid:1.3.6.1.4.1.5923.1.5.1.1

OpenlD name : meber_of

Radius ID :

Value : Script to compute the attribute value. By default the original source attribute will be copied pi

#“

Apply changes

4. Attribute sharing policies
You have to define the attribute sharing policies
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In this case, the Holder group, and Role & group membership attributes will be always shared.
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Main Menu > Administration > Configuration > Web SSO > Attribute sharing_policies <« > |.,E-1 =
Policy : GroupMembershipANY
Condition ANY /
4
Attributes
‘ (1 v Attribute 7 Action % Condition
‘ |Fi|ter | |Fi\tor | |F'|:c-r
O | Holder group Allow ANY
O | Role & group membership Allow ANY

Displayed rows:
Apply changes

X. Users
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Use cases

Login (OpenlID Connect or SAML)

1. User with no groups (Primary or secundary) with type holder group Yes. When this user log into
an application --> The user login normally to the application

2. User with Primary group RRHH (Type holder group yes) and No Secondary groups with Type
holder group yes . When this user log into an application --> The user will be loged-in the
application with the group RRHH.

3. User with Primary group RRHH (Type holder group yes) and Secondary group Marketing (Type

holder group yes). When this user log into an application --> The user will have to choose the
holder group to login the application.
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Select the group in which you need to carry out your
activities.

4. User with any Primary group with Type holder group no, and with some Secondary groups with
Type holder group yes. When this user log into an application --> The user will have to choose the
holder group to login the application.
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Select the group in which you need to carry out your
activities.
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