Connecting a SAML service

Introduction

To connect a SAML service provider, the service provider must offer you its SAML metadata. The
SAML metadata contains information about its public id, the services that implement and the
service endpoints.

Register a SAML service provider

Open the Identity & Service Provider page.

Main Menu > Administration > Configure Soffid > Web SSO > Identity & Service providers

To add a new service provider, click on the Add Service Provider button.

Be in mind that you can configure more than one Entity Group and you could add new
service providers in each one.

Then you must fill in the required fields. Also, you need to provide the identity provider
metadata. You can either copy it from the Soffid federation page or instruct the service provider to
download the federation metadata by itself.



Identification Service configuration

Type SAML v Metadata <md:EntityDescriptor

Identifier http://bookstack.pat.lab:6875/saml2/metadata ::ICZIES;:‘JEz%azszlfﬂa_%?rsogcss? gg;z Ometada

Name bookstackapp cacheDuration="PT&04800S"
entitylD="http://bookstack.pat.lab:6875/saml2/m
etadata”>
<md:SPSSODescriptor
AuthnRequestsSigned="true"
WantAssertionsSigned="false"
protocolSupportEnumeration="urn:oasis:names:t
c:SAML:2.0:protocol ">
<md:KeyDescriptor use="signing" >
<ds:Keylnfo .
xmins:ds="http://www.w3.0rg/2000/09/xm|dsig#" P

Login rules

Allow impersonations :

UID Script : Script to compute the user name to pass to the /
target application 4

Ask for consent : “ No

Roles required to login : e

System where an enabled account is required :

For more information about the attributes, you can visit the SAML detailed info.

4.. To publish the federation members metadata, the main sync server exports the members
metadata at the path /SAML/metadata.xml. Thus, if your sync server is listening at
soffidl.your.domain, you can get the whole federation metadata document from
https://soffidl.your.domain:760/SAML/metadata.xml.

5. After some seconds, up to five minutes, every federation member will notice any change.
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