CAS architecture

Introduction

The CAS is a Single Sign On protocol for the web. This protocol allows users to access multiple
applications by providing their credentials.

The response will be a JSON or XML

Single Log-in

The single log-in is usually initiated by the application server. The typical UML use case is as
follows:
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Proxy web flow diagram



CAS Proxy Sequence Diagram

Browser | CAS Sarver l | Pm:yl |.Gpp I
user

Load "Proxy App®

GET https:/fproxy.example com/

Accass is unauthenticated so

302 Location: hitps:/fcas example. com/cas/login? m‘;{oﬂg :rr:nu:;i':ﬂuum
3% 2F%2Fprony. example. com%2F ket gae e
is URL encoded

GET hitps:ffcas.exampla.com/fcas/login?
| senice= 3A% 2F% 2Fproxy. .

CAS Login Form

I User doas not have an S5O Sassion so
| present login form

Display CAS

POST hitps:/fcas. example. gi [ p and login ticket
ice=hitps®h3A% 2F% 2Fpraxy, example. com%e2F _ | | are POSTed in the body

Authenticate user

Set-Cookie: CASTGC=TGT-2345678 User is authenticated so create Single-signon (SS0) session 5
302 Location; htps:/ifproxy. example, comi? CASTGC cookie contains the Ticket Granting Ticket (TGT)
tickal=ST-12345678 The TGT is the session key for the users SSO session

GET https:ifproxy.example. com/Pticket=5T-12345678

Cat

. = : Proxy validates Semvice
GET https:ffcas_example. com/seniceValidate Mlicket=5ST-123456788
sence=hilpst A% 2F% 2Fproxy. example. com¥% 2F8 Ticket (ST) at CAS server over hitps

and requests a Proxy Granting Ticket (PGT)
Epqllii= https% 3A% 3P4 IFproxy. example com?% 3F pgtCalibackURL | || any URI controllzd by the proxy application

CAS calls back to the PGT URL to hand
back the FGT and PGTIOU. This is done so that GET hitps:/iproxy._example.com/pgiCallbackURL?
CAS can validate the identity of the proxy via plid=TGT 23456769 &pgllou=P GTIOU- 12345678

Centificate validation on the hitps connaction

Stora the PGTIOU to PGT mapping for Store mapping of PGTIOU to PGT
loakup in the next step

CAS returns 3 PGTIOU which is matchad
against the previously stored PGTIOU->PGT 200 [X¥ML Content including PGTIOU-12345678]
mapping,

Look up PGT using PGTIOU
L1

Sal-Cookie: JSESSIONID=ABC1234567
302 Location; hitps:/fproxy.example. com/

Cookie: JSESSIONID=ABC1234567 GET hitps:/proxy. dxamplacom/

Walidate sassion cookie

200 [Content of https:Hproxy. axampla.com/]

_ Display "Proxy App”

:.ﬂocs-h pplicati vilpmy:

Request App Via Proxy

Cookie: JSESSIONID=ABC1234567
GET https./fapp.example.

| | 2long with the request

Validate session cookie

GET https:/fcas example. comdproxy?
poi=TGT-234567B9&
targetService=https %3A%IF %2F app. axample. com%2F

Ratriave a proxy ticket to access the app
using the PGT that was previously acquired

ST-2345678
GET hitps:ifapp. sxample.com/2ickai=ST-2345676 _
proxyValidate must be used instead oD GET https://cas.example. IF Validate?
sericeValidate to validate a proxy sanice=hilpst IA%2FY% IFapp. example. com¥% 2F&
tickat ticket=5T-12345678

Response includes the proxy callback URI
hitps:ifproxy example.com/pgiCallbackURL

Lok at the chain of proxy URI's and
validate that this chain is trusted. Walidate Proxy Chain
This pravants rogue applications from
acting as 3 proxy for the user.

Set-Cookie: MOD_AUTH_CAS_S=XYZ1Z34567
“_3}.32 Location: hty

Cookie: MOD_AUTH_CAS_S=XYZ1234567
GET hittps://app. example. com/

Walidate sassion cookie

200 [Content of https:/app2. example. comy]

Process ragponsa

200 [Resource Content]”

Display resource

kst Browser | CAS Sarver I | Pm:yl |,ﬂpp l



https://bookstack.soffid.com/uploads/images/gallery/2022-08/image-1661327695882.png

https://en.wikipedia.org/wiki/Central Authentication Service

Revision #5
Created 24 August 2022 07:47:42
Updated 25 August 2022 06:22:24


https://en.wikipedia.org/wiki/Central_Authentication_Service

