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CAS (Central Authentication
Service)

Introduction

44 The CAS protocol is a simple and powerful ticket-based protocol. It involves one
or many clients and one server. Clients are embedded in CASified applications
(called “CAS services”) whereas the CAS server is a standalone component.

The Cas protocol makes it possible to implement the SSO authentication method that allows users
to access web applications with a single sign-on.

The specification versions recognized are 3.0.3 and 2.0

CAS

https://apereo.qgithub.io/cas/6.5.x/protocol/CAS-Protocol.html
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CAS architecture

Introduction

The CAS is a Single Sign On protocol for the web. This protocol allows users to access multiple
applications by providing their credentials.

The response will be a JSON or XML

Single Log-in

The single log-in is usually initiated by the application server. The typical UML use case is as
follows:



CAS Browser Single-Signon Sequence Diagram

Protected App |

| Protected App #2

user
Goto "app" -
GET https:jfapp.example.com/
302 Location: https:/fcas.example.com/cas/login?
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is URL encoded

POST httpsfjcas.example.comjcasflogin?
service=htips%3A%2F%2Fapp.example.com%2F

User does not have an S50 Session so
present login form

]

username, password, and login ticket
are POSTed in the body

]

Set-Cookie: CASTGC=TGT-2345678
302 Location: https:/fapp.example.com/?
1

GET https:fapp.example.com/?ticket=5T-12345678

Authenticate user

Access is unauthenticated so
forward te CAS for authentication.
"service" query parameter
https:/fapp.example.com/

J| The TGT is the session key for the users SSO session

User is authenticated so create Single-signon (SS0) session
CASTGC cookie contains the Ticket Granting Ticket (TGT)

- |
-

GET https:ffcas.example.com/servicevalidate?
service=https%® 3A%2F%2Fapp . example com%2F&
ticket=5T-12345678

Protected app validates Service
Ticket (ST} at CAS server over https

]

CAS returns an XML document which includes
an indication of success, the authenticated
subject, and optionally attributes

Set-Cookie: |SESSIOMID=ABC1234567

» 302 Location: https:/fapp.example.com/

Cookie: JSESSIONID=ABC1234567 GET https://app.exa

200 [XML Content] »

mple.com/

e 200 [Content of https:/fapp.example.com/]

Set the session cookie and forward
the browser back to the application with
the service ticket stripped
This optional step prevents the browser
address bar from displaying the ST

off

validate session cockie

Request resource

Display resource
le play

:Secon

d Access To Same Application :.

Cookie: |SESSIONID=ABC1234567
GET httpsifapp.example.com/resource

P "200 [Resource Content]"

Session Cookie is sent
along with the request

Goto "app2"

: First Access To Second Application :.

alidate session cookie

GET httpsifapp2.example.comy

302 Location: https:/fcas.example.comjcas/login?

» service=https% 3A%2F%2Fapp2.example.com%2F

Coockie: CASTGC=TGT-2345678
GET https:ffcas.example.comjcasflogin?
service=htips%.3A%2F%2Fapp2.example.com9%2F

Location: https:ffapp2.example.com/(?
ticket=S5T-345678

GET https:/fapp2.example.corn/?ticket=5T-345678

Validate TGT

| CAS validates the TGT so no login is required H

Set-Cookie: MOD_AUTH_CAS_S=XYZ 1234567

GET https:f/cas.example.com/servicevalidate?
service=https% 3A%2F%2Fapp2.example com%B2F&
ticket= ST-345678
200 [XML Content] .

pp2.example.com/

Validate session cookie
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Proxy web flow diagram



CAS Proxy Sequence Diagram

Browser | CAS Sarver l | Pm:yl |.Gpp I
user

Load "Proxy App®

GET https:/fproxy.example com/

Accass is unauthenticated so

302 Location: hitps:/fcas example. com/cas/login? m‘;{oﬂg :rr:nu:;i':ﬂuum
3% 2F%2Fprony. example. com%2F ket gae e
is URL encoded

GET hitps:ffcas.exampla.com/fcas/login?
| senice= 3A% 2F% 2Fproxy. .

CAS Login Form

I User doas not have an S5O Sassion so
| present login form

Display CAS

POST hitps:/fcas. example. gi [ p and login ticket
ice=hitps®h3A% 2F% 2Fpraxy, example. com%e2F _ | | are POSTed in the body

Authenticate user

Set-Cookie: CASTGC=TGT-2345678 User is authenticated so create Single-signon (SS0) session 5
302 Location; htps:/ifproxy. example, comi? CASTGC cookie contains the Ticket Granting Ticket (TGT)
tickal=ST-12345678 The TGT is the session key for the users SSO session

GET https:ifproxy.example. com/Pticket=5T-12345678

Cat

. = : Proxy validates Semvice
GET https:ffcas_example. com/seniceValidate Mlicket=5ST-123456788
sence=hilpst A% 2F% 2Fproxy. example. com¥% 2F8 Ticket (ST) at CAS server over hitps

and requests a Proxy Granting Ticket (PGT)
Epqllii= https% 3A% 3P4 IFproxy. example com?% 3F pgtCalibackURL | || any URI controllzd by the proxy application

CAS calls back to the PGT URL to hand
back the FGT and PGTIOU. This is done so that GET hitps:/iproxy._example.com/pgiCallbackURL?
CAS can validate the identity of the proxy via plid=TGT 23456769 &pgllou=P GTIOU- 12345678

Centificate validation on the hitps connaction

Stora the PGTIOU to PGT mapping for Store mapping of PGTIOU to PGT
loakup in the next step

CAS returns 3 PGTIOU which is matchad
against the previously stored PGTIOU->PGT 200 [X¥ML Content including PGTIOU-12345678]
mapping,

Look up PGT using PGTIOU
L1

Sal-Cookie: JSESSIONID=ABC1234567
302 Location; hitps:/fproxy.example. com/

Cookie: JSESSIONID=ABC1234567 GET hitps:/proxy. dxamplacom/

Walidate sassion cookie

200 [Content of https:Hproxy. axampla.com/]

_ Display "Proxy App”

:.ﬂocs-h pplicati vilpmy:

Request App Via Proxy

Cookie: JSESSIONID=ABC1234567
GET https./fapp.example.

| | 2long with the request

Validate session cookie

GET https:/fcas example. comdproxy?
poi=TGT-234567B9&
targetService=https %3A%IF %2F app. axample. com%2F

Ratriave a proxy ticket to access the app
using the PGT that was previously acquired

ST-2345678
GET hitps:ifapp. sxample.com/2ickai=ST-2345676 _
proxyValidate must be used instead oD GET https://cas.example. IF Validate?
sericeValidate to validate a proxy sanice=hilpst IA%2FY% IFapp. example. com¥% 2F&
tickat ticket=5T-12345678

Response includes the proxy callback URI
hitps:ifproxy example.com/pgiCallbackURL

Lok at the chain of proxy URI's and
validate that this chain is trusted. Walidate Proxy Chain
This pravants rogue applications from
acting as 3 proxy for the user.

Set-Cookie: MOD_AUTH_CAS_S=XYZ1Z34567
“_3}.32 Location: hty

Cookie: MOD_AUTH_CAS_S=XYZ1234567
GET hittps://app. example. com/

Walidate sassion cookie

200 [Content of https:/app2. example. comy]

Process ragponsa

200 [Resource Content]”

Display resource

kst Browser | CAS Sarver I | Pm:yl |,ﬂpp l
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https://en.wikipedia.org/wiki/Central Authentication Service



https://en.wikipedia.org/wiki/Central_Authentication_Service

CAS Example

Service Provider

Type
publiclD :

Name :

Response URL :

Logout response URL :

CAS client
http://127.0.1.1/
CAS client

http://127.0.1.1/

Allow impersonations :

UID Seript ¢

Ask for consent :
Rales required to login :

System where an enabled account is required

Apply changes
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