ESSO Manual

e User access

e Administrator access



User access

Esso Options

On a host with ESSO installed an icon with the Soffid Logo will appear on the Windows taskbar.

If the user clicks on the mouse's right button it will be able to do some different actions.

Login

Allows you to open an ESSO session. In order to open an ESSO session, the user must enter user
code and password. In order to reopen it, the user must enter user code and password again
(unless Kerberos login succeeds)

Logout

Allows you to close an ESSO session. On closing session, any SSO rules will be unloaded, so the
user should enter the user and password on applications request.

SSO Paused

If the user disables ESSO, user and password will be required to execute any application, but ESSO
session is still open on the server.

SSO Enabled

In order to inject ESSO rules, Soffid ESSO must be enabled.

Update rules

To update ESSO rules for the user account. ESSO will contact Soffid Synchronization server in order
to get the Single Sign On rules for this account. Any granted permission or rule change will be
applied immediately.

How to know the ESSO version?



Windows

Windows Control Panel --> Add/Remove programs

[} Programs and Features - (] X
<« * 1 [ » ControlPanel » Programs » Programs and Features v O Search Programs and Features 0
Control Panel Home .
Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
) Turn Windows features on or
off Organize *  Uninstall Change Repair z - 0
Install a program from the .
network Name Publisher Installed On  Size Version
F: Soffid Enterprise Single Sign-on version 3.3.1-enterpri... Soffid ESSO 10/10/2022 108MB 3310

LinuXx

dpgk -1 soffidesso

Example

:~$ dpkg -1 soffidesso
Deseado=desconocido(U)/Instalar/eliminaR/Purgar/retener(H)
| EstadD:NojInstfficheros-Conf/desempaqUetadofmedio-coanmedio-inst(H)/espera-d!
|/ Err?=(ninguno)/requiere-Reinst (Estado,Err: mayusc.=malo)

||/ Nombre Version Arquitectura Descripcidn

Soffid ESSO
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Administrator access

For domain member hosts, ESSO will remove all existing local accounts except for those with a
dependand service. So, in order to access with administrator privileges, user must use a domain
account with local administrator privilege, or either an authorized Soffid user.

There are three different ways to grant this kind of authorization to a user using Soffid console:

1. Grant a global authorization (host:support). In this case, user can admin any host.

2. Using a network scope authorization. This kind of authorization can be granted on
network management screen. Administration authorization can be granted for any host
belonging to a network or for a restricted group of them.

3. Using a host scope authorization. This kind of authorization can be granted on host
management screen for specified time period.

Through a workflow request. User asks for administration approval using "Request to administer a
workstation" workflow. Soffid administrator can deny or approve the request. After the specified
time period, the permission will be revoked.

@ Control de cuentas de usuario @

:Desea permitir que este programa realice cambios en

el equipo?

Mormbre del programa:  Calculadera de Windows
Editor comprobado: Microsoft Windows
Origen del archivo: Unidad de disco duro en este equipo

Para continuar, escriba una contrasefia de administrador y después haga clic

en 5i,

—

| Usar otra cuenta

_

[sgfc | Lo |
,_ || | eseesess |

V Mostrar detalles [ Si l ’ No
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In order to acces with administrator privileges user must log on with the soffid user code. It is not
possible to do it with another account. Windows user code must match with Soffid user code.

Soffid user code is underlined in the following picture:

Details
}hﬁb" Accounts Y Roles Y Inhernted Roles Y Data Y Sessions Y User proce
Code admin | *

Name [Admin
Surname [Admin
Surname 2 |
email |
NIF |
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