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Introduction

This howto will show you how to install the Certificate Services in Windows Acive Directory Servers.

Before beginning, make sure the Internet Information Server (lIS) is installed in your server.

Installing the Certificate Services

1. Click Start, select Control Panel and click Add or Remove Programs.
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2. In the Add or Remove Programs window, click Add/Remove Windows Components, check the
Certificate Services and click Next.
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3. Click Next in the CA Type page.
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4. Fill up the Common name for this CA and click Next.
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5. Click Next in the Certificate Database Settings page.
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6. The Certificate Services will now be installed.
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7. Click Finish and restart your server.
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Configuring Automatic Certificate
Request for Domain Controllers

1. Click Start, select Administrative Tools and click Domain Controller Security Policy.
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2. In the Default Domain Controller Security Settings window, click the Public Key Policies folder.

':-1 Diedault Domain Controller Security Settings
Bl Action  New Help

== EE BB 2B

{49 Seourity Settngs et Type |

o S Acrount Polcies F_lEI'quFEEPM

(- 2 Local Poboes Jsuomatic Certficate Request Settings
=gt Evert Log CiMrusted Fiook Certification Authorities
M-ﬂnmam [CJEnterpetse Tt

[ (00 Sysbem Services

b G sustoerr oliment Settregs

e () Pl System

Bt Wireless Metwork (IEEE 802 11) |

LR |

[ ] Software Restriction Poboies:
-3, 1P Security Pobces on fctive Dire

|fustomatic Cerbficate Request Settings shore conksing na. et ste [
@start| | (3 @ [ vefault Domain Contr... [ san

3. Right click Automatic Certificate Request Settings, select New and click Automatic Certificate
Request.
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4. Click Next in the Automatic Certificate Request Setup Wizard
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6. Click Finish and reboot your server.


https://bookstack.soffid.com/uploads/images/gallery/2021-04/win-connector-configuring-4.png
https://bookstack.soffid.com/uploads/images/gallery/2021-04/win-connector-configuring-5.png

wi= o v aller =0

I Automalel Certilicale Reguest Setup Wiz aird

Completing the Automatic
Certificate Request Setup
Wizard

ows harwe sy completad fhe Automato Certificsts
FAleguest Sy wizad

The cotificate lenplate pou selecisd is Eled bl
Hlame Dromamn: Confroler

1| ¥

ook [ remn ] cwcd |

I |
[ustomatic Certificate Request Settings stons contains no subomstic comficate requests. |

ﬂyﬂm! |2 &  |[% oefsul Domain Contr... C

Check for Issued Certificate

1. Click Start, select Administrative Tools and click Certification Authority. This will launch the
Certification Authority application.
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2. In Certification Authority, click the + sign and check the Issued Certificates folder if your server
has been issued a certificate.
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Import certificate

1. Select the certificate and open it. Select the "Certification Path" tab and select the root
certificate.
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2. Click on "View Certificate" button and navigate to "Details" tab.
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3. Click on "Copy to File..." button and follow the export steps to obtain the certificate.
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Certificate Export Wizard

4. Open cmd and go to the soffid-iam-sync instalation directory and execute:

jre\bin\keytool -import -file “file” -keystore conf\cacerts -alias AD_CERT

Afterwards, the console will ask you for a password. Type the default password: changeit and press
enter.
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