Create advanced
authorization rules

Description

This wizard allows you to browse the XACML Policy Management page to create new policies to add
more complex and restricted rules to the authorizations.

For more information, you can visit the XACML page.

Screen overview


https://bookstack.soffid.com/books/xacml

> > > Configuration wizard

The XACML rule editor allows you to create five differente
type of authorization rules:

» Roles: Are evaluated at login time and filters out which
Soffid auharizations will be enabled for the user.

« Dynamic roles: Are evaluated at each service invocation.
Mind that performance issues can arise using this module.
- PAM rules: Are evaluated when trying to use an account
protected by the password vault

« Web rules: Are evaluated whenever a new web page is
open. It's evaluated once per page.

« External rules: Are used by third party applications.

Now, you will be redirected to the XACML rule editor. Once
the rule is designed, you can enable it using the XACML
PEP option.
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Screen overview

https://www.youtube.com/embed/C3LMc4rrEQI?ref=0

Related objects

e Policy set
e Policy

e Policy set reference



https://bookstack.soffid.com/uploads/images/gallery/2023-02/image-1676994068147.png
https://www.youtube.com/embed/C3LMc4rrEQI?ref=0
https://bookstack.soffid.com/books/xacml/page/policy-set
https://bookstack.soffid.com/books/xacml/page/policy
https://bookstack.soffid.com/books/xacml/page/policy-set-reference

e Policy reference
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