Step 3.- How to use Soffid
Break glass recovery tool?

If your system is working fine

A window like this will be displayed:

soffid

Break glass tool

System is ready

Last backup made on Mon, 29 Jul 2024 07:15:16 GMT

If your system is broken

You could use Soffid break glass tool:

First of all, browse to your Soffid break glass tool URL
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soffio

Break glass tool

Warning. Master system is offline.

Soffid break glass tool offer you two options

e Break glass
e Configure

If you selec the Break glass option:

Soffid will display a window with all the avaliable backups:

Cc ® localhost:8445 . & Incognito

soffid

Break glass tool

Select the backup to decrypt

Thu, 25 Jul 2024 07:48:07 GMT

You can choose one of them by clicking on the link. Then Soffid will display a new window to
retrieve the backup copy:
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soffio

Break glass tool

Please enter at least 2 passwords, to recover a backup made on
Thu, 25 Jul 2024 07:48:07 GMT

Password for pgarcia

Password for admin [
password for etayior |

Here you will need to enter the required passwords.

If there are any error with the passwords, Soffid Break glass tool will display an error
message
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soffio

Break glass tool

Please enter at least 2 passwords, to recover a backup made on
Thu, 25 Jul 2024 07:48:07 GMT

Password for pgarcia

Password for acmin
Password for etayior [

Wrong password

If you enter the passwords properly:

An email will be sent to the user indicated at the Break glass tool configuration
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The backup file is going to be decrypted.
File size: 1826

File date: Jul 29, 2024, 7:15:16 AM
Unlocked by :etaylor
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Soffid break glass tool will display a new window with the with the remaining time to

soffio

download the backup

Break glass tool

Decryption is in process. Please, wait until 11:19:05 to download it.

Warning: Do not reload this page

00:00:30

When the waiting time has elapsed, you will be able to download the backup. This
backup will be a CSV file.
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soffid

Break glass tool

Decryption is completed. Click on the button to download it

The file can be downloaded during the following 4 hours.

The tool will have to be reconfigured.

If you select the Configure option, Break glass tool will display the window that allows you to
configure the Break glass recovery tool again.

soffid

Break glass tool

Your break-glass tool is empty. Enter the following parameters to configure it:

Sync server URL:
Authorization token:

Hours between downloads:
Email to notify errors:

Email to notify when the glass is broken:

Minutes to wait after the glass is broken:
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For more information about how to fill this form visitthe Step 2.- How to configure Break

glass? page
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