Step 2.- How to configure
Break glass?

Configuration

Once you have installed the Break glass addon and Break glass tool, you must configure this tool

Steps

Break-glass recovery configuration

First of all, you need to configure the Break glass recovery. To do this, you need to browse to
Break-glass recovery configuration menu option:

Main Menu > Administration > Configuration > Security settings > Break-glass recovery configuration

Then, you need to configure the Authorized users and Authorized application:
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Main Menu > Administration > Configuration > Security settings > Break-glass recovery configuration
User : pgarcia 8 Patricia Garcia

User : admin 8, Soffid Administrator

User : etaylor 9, Elizabeth Taylor

Number of users required to break the glass :

2
Enabled : fes “
Token : QRJIHK ' ' a .
Created by : Patricia Garcia
Created on : 24/7/2024 08:22
Modified by : Patricia Garcia
Modified last on : 25/7/2024 07:06

~" Apply changes

Bear in mind to generate and copy your token because you will need it to configure the
Break glass tool

Click the Apply changes button to save your data.

For more information about this screen, you can visit the Break-glass recovery configuration

page.

Break-glass recovery tool

Once you have configured your Break-glass recovery configuration, you need to browse to

http://localhost:8445/
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Break glass tool

Your break-glass tool is empty. Enter the following parameters to configure it:

Sync server URL:

Authorization token:

Hours between downloads:

Email to notify errors:

Email to notify when the glass is broken:

Minutes to wait after the glass is broken:

Here you need to configure your Break glass tool with the proper data.

Please note that here you need your token, previously copied.

Here is an example:
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Break glass tool

Your break-glass tool is empty. Enter the following parameters to configure it:

Sync server URL:

Authorization token:

Hours between downloads:

Email to notify errors:

Email to notify when the glass is broken:

Minutes to wait after the glass is broken:

Click the configure button

https://sync-server.netcompose: 1760/
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If the data are saved properly this message is displayed:
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Break glass tool

Your break-glass tool is empty. Enter the following parameters to configure it:

Sync server URL:

Authorization token:

Hours between downloads:

Email to notify errors:

Email to notify when the glass is broken:

Minutes to wait after the glass is broken:

https://sync-server.netcompose: 1760/
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Cannot modify settings

If the tool can not connect to your Sync Server a message like this will be displayed:
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This can be because:

e You need to apply changes at the Break-glass recovery configuration.
e The Authorized application is not enable.

e The token is incorrect.

e The Sync server is down.
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Break glass tool

Your break-glass tool is empty. Enter the following parameters to configure it:

Sync server URL: https://sync-server.netcompose: 1760/
Authorization token: QRJIHKReec63G7h7NV-rhvKUQoBIBMUSBEMpPST3qdnI(
Hours between downloads: 24
Email to notify errors: pgarcia@soffid.com
Email to notify when the glass is broken: pgarcia@soffid.com

Minutes to wait after the glass is broken: 0

Cannot connect to https://sync-server.netcompose: 1760/

Now the Soffid Breack glass is configured
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